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|Top Attackers | n DDoS- Def ence |

Attacker Attacker

Target

Signature

Address Country Address

54.72.73. 168 Irel and 147.237.77.216  |dover.idf.il Z}?: handshake violation, first packet mot — f, 4639
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 4033
212. 143. 142. 56 I srael 147.237.77. 216 dover.idf.il ;?: handshake violation, first packet mot 2719
37. 26. 146. 238 I'srael 147.237.77.216  |dover.idf.il l;]: handshake violation, first packet mot — fq 1408
41, 44. 247, 54 Egypt 147. 237. 77. 216 dover . idf. il Bl ock Udp Al Nets drop 56
41. 44. 247. 54 Egypt 147.237.77. 216 dover.idf.il DO5- HTTP-f i r ef | ood dest - r eset 12
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6

82. 145. 218. 175 Eur ope 147.237.77. 216 dover.idf.il ock I p Wb _In drop 5
204. 42. 253. 2 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.77. 227 e. hanaz.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 77. 233 atal il Bock Np Al Net dr op 2

87. 69. 209. 108 I srael 147.237.77. 216 dover. i df.il Z}?; handshake violation, first packet not . ) 2
209. 126. 127. 17 Lhited Sates 147.237. 0. 200 ndu.idf.il Bl ock_Udp All _Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 17 Im”y' kosher-kravi . Tdf.i |g oo p Al Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 19 nadi matal .idf.il ock Wp Al _Nets drop 1
209. 126. 127. 17 Uited Sates 147.237.0. 33 idf.il ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
85. 64. 249, 42 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 66. 114 |147.237.76.42 |Lnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
66.102.8.243  |147.237.77.216|nited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
89.248. 167. 131 [147.237.0.19  |Netherl ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
67.211.217. 131 |147. 237.76. 198 |Uhited Sates e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 3072 1
67.211.217.131 (147. 237. 76. 198 |Uhited Sates e.yohal an.idf.il ET SCAN NVAP -f -sS 1
195. 16. 127. 148 |147. 237.0. 16 :Z:;;”I o ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1
42.112. 203. 241 |147. 237. 77. 227 |M et nam e. hanaz. i df .i ET SCAN NMAP -sS wi ndow 4096 1
89. 248. 167. 131 |147. 237. 77. 121 [Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72  |147.237.77. 226 |l ndonesi a v chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 4096 1
89. 248. 167. 131 |147. 237. 76. 196 |Net her | ands e.svivaidf.il ET SCAN Potential SSH Scan 1
36.72.228.72  |147.237.77. 226 |l ndonesi a vwwu chanat z. aka. i df . il |ET SCAN NVAP -f -sS 1
89. 248. 167. 131 |147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147.237.8.28  |Netherl ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
80.82.79.104 |147.237.76.30 [Netherlands hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |147.237.76.31 |Lnited Sates nakchal . i df . i | ET SCAN NVAP -sS w ndow 1024 1
67.211.217.131 (147. 237. 76. 198 |Lhited Sates e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 16. 127. 148 [147. 237. 0. 19 :3:;;’} o madi matal .idf.il ET SCAN Potential SSH Scan 1
67.211.217. 131 |147. 237. 76. 198 |Lhi ted Sates e.yohal an.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
180. 76. 170. 207 |147. 237. 72. 14 |China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 131 |147. 237. 77. 178 |Net her | ands e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
42.112. 203. 241 |147. 237. 77. 227 |M et nam e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 131 [147. 237. 77. 74 |Net her| ands lawidf.il ET SCAN Potential SSH Scan 1
36.72.228.72 |147. 237. 77. 226 |l ndonesi a ww chanat z. aka. i df .i| [ET SCAN NMAP -sS wi ndow 2048 1
89. 248. 167. 131 |147. 237. 76. 42 |Nether| ands refuah.idf.il ET SCAN Potential SSH Scan 1
31.154. 174. 114 |147.237.0.34  |Israel tikshuv.idf.il ET D5 Large armount of TCP ZeroWndow - Possible Niller2 1
DDos attack
89.248. 167. 131 |147.237.8.50 [Nether| ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
41. 44, 247. 54 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2129
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf orcenent |noni tor 370
192.168. 173. 102 147.237.72. 166 |aka.idf . il Geo-1| ocat i on enf or cenent Geo-1 ocati on i nbound enf orcerment |noni t or 192
41. 44, 247.54 Egypt 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 159
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
31.154.174.114 | srael 147.237.76.42 |refuah.icf.il |Bad TOP sequence S retransmt with different monitor |36
w ndow scal e
176.77.32. 151 R‘Sf:;”ion 147.237.77. 176 |natpash.i o .i| |Bad TCP sequence Invalid ACK nunber monitor |25
Sreanming Engine: TGP Invalid i i ssi
176.13.13.197 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 24
Ret ransn ssi on Packet dropped.
176.77.32. 151 R‘Sf:;”ion 147.237.77. 176 |natpash.i o .i| |Bad TCP sequence Invalid ACK nunber aert 20
68.64.167.142 |lLnited Sates |147.237.8.14 |e.orchot.idf.il|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 15
72.9.148. 10 Whited Sates  [147.237.77.216|dover.idf.il |drop SAMrule drop 13
69. 64. 48. 162 Lhited Sates  |147.237.8.14 |e.orchot.idf.il|Geo-1 ocation enfor cenent Geo-1 ocati on i nbound enf or cenent  |dr op 13
46.116.60.76  |[israel 147.237.77.233|atal .idf.il  |Bad TCP sequence SNretransmt with di fferent monitor |12
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
185.3.147.215 |l srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
31.154.174.114 | srael 147.237.72.156 |aman.idf.il  |Bad TOP sequence S retransmt with different monitor |11
w ndow scal e
69. 60. 111. 84 Lhited Sates 147.237.8.14 |e.orchot.idf.il|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enforcenent |drop 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi
79.177.88.199 | srael 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 8
Ret ransnm ssi on Packet dropped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
Sreanming Engine: TGP Invalid i i ssi
84.94.67.206  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. drop 8
Ret ransnm ssi on Packet dropped.
109. 64.51. 175 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 8
173.195.9.157 |Uited Sates 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
212.179.217.35 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 57 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 57 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
79.178.191.59 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransnssion. drop 6
Ret ransnm ssi on Packet dropped.
41. 44. 247. 54 Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber moni t or 6
Sreanming Engine: TGP Invalid i i ssi
80.179.88.236 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
109. 253. 194. 169|i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 50 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180. 48. 6 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 57 I srael 147.237.76.86 [navy.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
90.148.158.26 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
41.82.76.95 Senegal 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
41.160. 237. 226 [South Africa 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
5.102. 254. 15 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 5
41. 44. 247.54 Egypt 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5
5.102. 254. 15 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 252 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreanming Engine: TGP Invalid i i ssi
46.117.76.185 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segment retransmssion. drop 4
Ret ransn ssi on Packet dropped.
72.9.148. 10 Lhited Sates  [147.237.77.176 |natpash.idf.il |dr op SAMrule drop 4
46. 19. 86. 149 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 4
67.228. 38. 74 Wited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 4
149.78.15.106 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 4
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
172.58.169. 184 |Wited Sates  |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
87.71.47.63 I srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 4
207. 241. 229. 222|lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
188. 120. 148. 130]l srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
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2.54.175.16 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 70
46. 19. 86. 83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 41
37.26.149.134 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
5.189.190.212 |Ger nany 147.237.77.216|dover. i df . il Distributed Suspici ous Response Gode B ock 15
164. 138.118. 38 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
176.13.12. 178 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
37.46.38. 22 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
131.253.25. 243 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 4
176.13.21. 12 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.181.13.197 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
217.132.63.114 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.108.104. 47 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 220. 189l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
131.253.25.209 |lhited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wawidf.il/error. htm Bl ock 2
37.142.246.74  |israel 147.237.0.19 |nadimatal .idf.i ﬁdﬁ:;e; .-Ii-de;e.i\IAIIIJIc)ZE 'nogsg)t(l 008Cont ent M acekbl der 19t xt Gapt cha i n Bl ock 2
66. 102. 8. 238 Uhited Sates [147.237.77.216|dover.idf.il Distributed Waut horized URL Access on wawidf.il/error. htm Bl ock 1
169.229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Illegal Byte Qode Character in Header Nane B ock 1
41. 44. 247. 54 Egypt 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on 147.237. 77. 216/ B ock 1
46.19. 86. 226 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/main/ Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.170|n@arachot.idf.il [Mitiple I1l1egal Byte Qode Character in Method from 169. 229. 3. 91 B ock 1
84.109.9.75 [Israel 147.237.77.233atal . i df .il e e o zed W f;;‘jis on B ock 1
207.46.13. 1 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock

46. 19. 85. 222 I 'srael 147.237.77.216|dover . i df . i Distributed Ml forned UR Bl ock
169.229.3.91  |Whited Sates [147.237.77.74 |law i df.il H'{e[g;]zz?f/e_ Q;d; cfzrlicéjr'[? #'\’g Tc;d_zm so1am Bl ock 1
80.246.133.79 [Israel 147.237.76.86 |navy.idf.il Gooki e Tanpering on cookie __ atrfs: Expected ab/ None 1
46. 116. 60. 76 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.170|maar achot . i df . il |[Miltiple Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.30 |hi nush.idf.il Abnornal |y Long Request met hod B ock 1
37.46.38.22 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/undefi ned B ock 1
85. 64. 78. 160 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
66.249.69.2 [Israel 147. 237.72. 166 |aka. i df . i | i et oot 0. aspx Bl ock 1
46. 19. 85. 222 I srael 147.237.77.216|dover.idf . il D stributed Unhknown HTTP Request Met hod B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Ml formed URL B ock 1
17.142.156.109 |Uhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed LRL Access to ww i df . il/appl e-app-site-associ ation B ock 1
84. 94. 67. 206 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
46.117.45.159 |Israel 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.30 |hi nush.idf.il Illegal Byte (de Character in Mthod B ock 1
109. 65. 33. 191 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/ 0/ B ock 1
66.249.60.18  [Israel 147. 237.72. 166 |aka. i df . i | vl gfsctejfa;; (i1 es/ 1/ 69421 pef Bl ock 1
46. 19. 85. 222 I srael 147.237.77. 216 |dover.i df . il I11egal HITP \ersion B ock 1
169.229.3.91  |Wited Sates [147.237.77.74 [lawidf.il Eq{k[”:;“;] ]ngfcli?itou':’?t[ F;g]]z—,?wq 012™i 1 UL Bl ock 1
149. 88. 60. 234 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wawidf.il/watch B ock 1
31.154.174. 114 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
84.94. 67. 206 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
176. 13. 20. 18 I 'srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nilluindindex Bl ock 1
66. 102. 8. 233 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
169. 229. 3. 91 Uited Sates [147.237.77.74 |lawidf.il Abnormal |y Long Request net hod Bl ock 1
109. 253. 195. 244|I srael 147.237.76.86 |navy.idf.il D stributed Qoki e Tanpering on token: _ atrfs None 1
66. 249. 93. 82 I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f |8 ock 1
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