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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Signature

Attacker Country ‘

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 3361
37.76. 221. 20 2‘5&':&&” Territory, 147.237.77.216  |dover.idf.il Bl ock_WUip Al _Nets drop 755
2.53.10. 182 I srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet not . 488
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock_Wp Al _Nets drop 6
204. 42. 253. 2 Lhited Sates 147.237. 0. 200 ndu.idf.il B ock Np All _Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237.77.212 e. dover.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al Net drop 2
209. 126. 127. 17 Lhited Sates 147.237.0. 35 akaws. i df . il B ock_ Up Al _Nets drop 1
195. 154. 169. 238 France 147.237.77. 216 dover.idf.il HTTP- M SC-dr upal - SQLi -i nc dest - r eset 1
204. 42. 253. 2 Lhited Sates 147.237. 77. 205 prishaidf.il B ock Np All _Net dr op 1
209. 126. 127. 17 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il [Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
149. 78. 42. 56 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 5
176.228.201.184  |Israel 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
217.55.71. 27 Egypt 147.237.77.216 |dover.idf.il 3886. HITP. Qoss Ste Scripting in PCBT Request Bl ock 2
46. 19. 85. 158 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address ount ry ‘Ste Signature
217.55.71.27 |147.237.77. 216 |Egypt dover.idf.il QA Injection - Select From 2
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
217.55.71.27 |147.237.77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
118. 69. 53. 207 |147.237.0.17 |Mietnam mny-kosher -kravi .idf.il ET SCAN Behavi oral Lhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
98. 119. 105. 221 [147. 237. 76. 197 |tnited Sates |e. himush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
89. 139. 48. 148 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
106.184.2.29  |147.237.77. 178 |Japan e. nat pash.idf il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 [147. 237. 76. 197 |tnited Sates |e. himush.idf.il ET SCAN NVAP -f -sS 1
14. 189. 248. 238 (147.237.0. 16 |V et nam ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1




04-08-2016-13:04:05 to 04-08-2016-14:04:05

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Pal estinian Territory,

SWNretransmt wth different

Action

Ret r ansm ssi on

Packet dropped.

37.76.221. 20 i 147.237. 77. 216 |dover. i df .i | Bad TCP sequence . noni t or 361
Cccupi ed w ndow scal e
192. 168. 173. 102 147. 237. 77. 216 |dover. i df . i | Geo- 1 ocati on enf or cement Geo- ocati on i nbound monitor  |356
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound monitor  |194
enf or cenent
Sreaning Engine: TGP Invalid i i ssi
37.26.148.134 |Israel 147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. g 141
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
39.9.156.7 Tai wan 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
Sreaning Engine: TGP Invalid i i ssi
109. 67. 173. 211 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 15
Ret ransmi ssi on Packet dropped.
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf il drop SAMrul e drop 15
Sreaning Engine: TGP Invalid i i ssi
149.78.23.72  |wited Sates 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
109. 65. 126. 144 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dropped.
5.102. 199. 57 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 86. 210 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
109. 67.111. 97  |Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 26 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 6
79.131.84.70 G eece 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 26 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invali i i ssi
87.70.102.220 |israel 147.237.72. 166 |aka.i df . g Engine: QP Invalid finvalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
79.131.84. 70 G eece 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber noni t or
46. 19. 85. 190 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert
149.78.196. 105 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt wth different —fonor o
w ndow scal e
46. 19. 85. 190 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 26 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
o SN retransmit wth different
149. 78. 196. 105 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ aert 5
37.26.147.219 |[Israel 147. 237. 77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 26 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber aert 5
46. 19. 85. 190 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 4
72.9.148.10 Lhited Sates 147.237.77. 176 |natpash.icf.il  |drop SAMrul e drop 4
e SYNWAXK retransmt with .
46.121.193.78 [israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence different vindow scal e monitor |4
Sreaning Engine: TGP Invalid i i Ssi
157.565.39.194 |Wiited Sates 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
46. 19. 85. 190 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
192.114.1. 155 |Israel 147.237.0.19 |nadimatal.idf.il|{SYN At ack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 11 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber aert
Sreaning Engine: TCP Invalid i i ssi
5.22.134.193  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
188. 120. 154. 112|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
176.13.23.234 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
5.22.129. 103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 11 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.181.2.195  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi
109. 64. 129. 141 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 135. 16 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
89. 138. 68. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
84.228.14.160 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.147.187 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.110. 201 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65.62. 117 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 146. 212|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.131.111  |israel 147.237.72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. |, 3
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At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

80. 246. 139. 248 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 65
5.102.199.57 |[lIsrael 147.237.77. 216 |dover . i df . i Mil ti pl e Unaut horized URL Access from5. 102. 199. 57 B ock 50
176.13.12. 178 |[lIsrael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 39
217.55.71.27 |Egypt 147.237.77.216|dover.i df . il Mil tipl e Unauthorized URL Access from217.55. 71. 27 Bl ock 9
14.154. 19. 240 |China 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 14. 154, 19. 240 B ock 6
46.19.85.152 |lsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
14.154.19. 240 |China 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 2
185, 32. 179. 184 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
5.29.129.100 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
157.55. 39. 205 [lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/error.htm Bl ock 2
2.53.35.134 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
41.140. 204. 77 |Morocco 147.237.77. 216 |dover . i df . i | E;;;?gﬁegtrgrg;f;nmpzc\gﬂl Zt;ri;?ga":’;’.“li df . 11/1038-en/ dover. aspx |y 1
169.229.3.91 |lLhited Sates |147.237.76. 147 |chi nuch. aka. i df .i| [MVal formed URL 9npfp”z B ock 1
157.55.39. 122 |lhited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed LR Access to waw aka.idf.il/... B ock 1
5.22.129.103 [Israel 147.237.76.42 |refuah.idf.il luﬁf’tzrg_'7Z§d4;gpgf‘;‘_efz:c%_i con- pr econposed. png Bock |1
85.65.13.253 |[lIsrael 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
213.57.178. 190 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
169.229.3.91 |United States [147.237. 7. 216 |dover . i df . | e e e L
66. 249. 66. 121 |Israel 147.237.76.42 |refuah.idf.il ﬂ?}’tzg;’_r;éefﬂ?p fsctco‘is;g;/?i | es/ 4/ 3304, pg Bl ock 1
5.157.57.61 Sweden 147.237.72. 166 [aka. i df . i | Unhknown Paraneter anp; catld in v aka.idf.il/rights/asp/info.asp None 1
169.229.3.91 |lhited Sates |147.237.72. 167|i shurimaka.idf.il [Miltiple Abnormally Long Request from 169.229.3.91 Bl ock 1
217.132.106.9 |Israel 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to wa navy. i df . i|/994- 8992- he/ B ock 1
109. 64.133. 193 |l srael 147.237.76. 86 [navy. i df. i mu;:v(;r.ii id?(.ji H?egucrise?utsgrfol | owr esour ce/ cr eat e/ Bl ock !
79. 183. 110. 201 [l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
178. 255. 215. 87 |France 147.237.77. 216 dover . i df . i w1 izf?llg_sﬁggzsz?e/kkkkkkk=17a07365kkkkkkk_17a07365 B ock !
169.229.3.91 |Wited Sates [147.237. 76. 147 |chi nuch. aka. i df . i | Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
157.55.39. 122 |Lhited Sates [147.237.76.200|ei tan. aka. i df . il Mil ti pl e Unaut horized URL Access from 157.55, 39. 122 B ock 1
5.22.131.111 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sahar B ock 1
213. 233. 64. 162 |Rormani a 147.237.77.216|dover. i df . il PHP Attenpt B ock 1
87.69.55.159 |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘”;iﬁr.?ﬁg nf;;g?ﬁt;aggffgzY\':;Sfc"hsa‘:har$°t' 09 in None 1
169.229.3.91 |Uited States [147.237. 7. 216 |dover . i df . | W o] LLoao)] oot e e [T Bock |1
66.249.75.60 |Israel 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237.72. 166/ B ock
169.229.3.91 |Lhited Sates |147.237.72. 167|i shurimaka.idf.il |[Mitiple Il1legal Byte Gode Character in Method from 169.229. 3. 91 B ock

149. 78, 196. 105 || sr ael 147.237.76.42 |refuah.idf.il ﬂ?“;g‘;r i7§(izf‘n:£5e/sssh;°e & renul ef . png B ock 1
169.229.3.91 |Lhited Sates |147.237.76.147|chi nuch. aka.idf .il [Mitiple Il1legal Byte Gode Character in Method from 169.229. 3. 91 B ock 1
54, 153.33.145 |lhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39. 194 |lnited Sates [147.237.72. 166 |aka. i df . i | Uhknown Paraneter usg in aka.idf.il/nain/rabanut/general . aspx None 1
213. 233. 64. 162 |Romani a 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 1
89. 139. 150. 245 [l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawidf.il/anan Bl ock 1
169.229.3.91 |Lhited Sates [147.237.77.216|dover.idf .il Mal formed URL | <; Ri%oa2 x| [ #19] ] [ [ #8#24] [ 1] #15¢; YR® »»Z1 ] ] « "doR), B ock 1
66.249.78.20 I srael 147.237.0.16 n|y|- kosher-kravt. Tl murajiol:;szrli?-hj?;vfc.icjfﬁsi It/(;t yl e/ 1. he/ grid. css Bl ock !
169.229.3.91 |lLited Sates [147.237.72.167|i shuri maka.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
149. 88.124.89 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
82.81.95.154 |[lsrael 147.237.77.216|dover . i df . il Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
207.46.13.174 |Whited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
169.229.3.91 |Whited Sates [147.237. 76. 147 |chi nuch. aka. i df.i|l |Miltipl e Unknown HTTP Request Method from 169.229. 3. 91 B ock 1
54.153.33.145 |lhited Sates [147.237.76.31 [nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
93.172. 169. 177 |I srael 147. 237.77. 216 |dover . i df . i | mﬂt::riil 7?2@% e/:ftii; ;)econ”ol o/ generi o B ock 1
169.229.3.91 [United Sates [147.237. 7. 216 |dover . i df . i | ?[r;;l‘i‘?[g;]?;gs%&“ﬁfdh;gﬁm RS BRI [HIONING o 1
68.180.231.43 |Whited Sates (147.237. 77. 216 |dover. i df .i | Paraneter Type Mol ati on PageNumin waw i df.il/1133-he/ dover.aspx |B ock 1
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