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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 2993
212.126.112. 37 Irag 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets dr op 269
80. 10. 69. 205 France 147.237.77. 216 dover.idf.il JLMPurple Gon Linmit Htp drop 3
212.126.112. 38 Iraq 147.237.77. 216 dover.idf.il JLMPurple Con Limt Htp drop 3

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Wdp Al Nets drop 3

64. 246. 165. 200 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il bl ock-sp-traf 1 forvard 2

80. 10. 69. 205 France 147.237.77. 216 dover.idf.il JLM Under _Attack_Con_Htp drop 2
204. 42. 253. 2 Lhited Sates 147.237.72. 156 anan. idf.il Block Np Al _Net dr op 2
212.126.112. 38 Iraq 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 147 chi nuch. aka.i df . i Block Np Al Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.0.19 nadi matal .idf.il Block Np All Nt drop 1
184. 105. 139. 70 Lhited Sates 147.237.0. 33 idf.il Block Np Al Net drop 1
185. 70. 184. 164 Net her | ands 147.237.0. 16 ny- kosher-kravi .idf .il L4 Source or Dest Port Zero drop 1
184. 105. 139. 82 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np Al _Net dr op 1
184. 105. 139. 82 Lhited Sates 147.237.77.170 naar achot . i df.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker O)untry|Target Addr ess |Site Sgnature

213. 8. 204. 29 I srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 11
79.178.178.180 |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
162.213. 152. 176 |Lhited Sates 147.237.0.19 |nadimatal .idf.il 20086: HITP. Mii ebl ackcat Security Scanner Bl ock 5
162. 213. 152. 176 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
162.213. 152. 176 |Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
88.198.230.79 |Gernmany 147.237.72.166 |aka. i df . i | C1000074: HITP. maj estic bot B ock 2
77.125.129.117 |Israel 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
84.108.205.84 |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
66.249.64.185 |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 1
66.249. 64.190 |l srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
207. 46. 13. 45 Lhited Sates 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
123.126. 68. 105 [Chi na 147.237.77. 176 |nat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
162. 213. 152. 176 |Lhited Sates 147.237.0.17 |mny-kosher-kravi.idf.il [20085: HITP. Miebl ackcat Security Scanner Initial Request [Bl ock 1
123.126. 113. 80 |[Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
130.193.235.32 |[irag 147.237.77. 176 |nat pash. i df . i | 22280: HTTP. Joomha (bj ect |njection Wil nerability Bl ock 1
162. 213. 152. 176 |Lhited Sates 147.237.0.19 |nadi matal .idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initia Request |Bl ock 1
162. 213. 152. 176 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
162.213. 152. 176/147.237.0.19 |Lhited Sates [madi matal.idf.il ET VEB_SERVER Mii ebl ackcat scanner 1
162.213. 152. 176(147.237.0.15 |Wited Sates |kosher-kravi.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
104.232.98. 3 147.237.76.34 |lhited Sates |yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
80. 82. 79. 104 147.237.76. 196 [Netherl ands ~ [e.sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 213. 152. 176(147. 237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |ET WEB SERVER Mui ebl ackcat scanner 1

ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

124.105. 15. 61  |147.237.76. 34 |Phili ppi nes yohal an. i df .| Fotential Scan or Brute Force 1
104. 232.98. 3 147.237.76.34 |[Lnited Sates |yohal an.idf.il ET SCAN NMVAP -sS w ndow 3072 1
80. 82. 79. 104 147. 237.76. 42 |Net her| ands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
50.50.1.9 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8278
50. 50. 1. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2528
212.126.112.38 |lIrag 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1715
78.40.181. 34 Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 386
192. 168. 173. 102 147. 237. 77. 216 |dover. i df . Geo- | ocati on enf or cenment Geo- ocati on i nbound monitor  [358
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka. i df . i Geo- | ocati on enf or cenent Geo-I ocati on i nbound nonitor  [204
enf or cenent
212.126.112.38 |lraq 147.237.77. 216 |dover.idf.il drop drop 100
212.126.112.38 |[Irag 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 53
80. 10. 69. 205 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
reamn ine: TCP Invali i i ssi
82.81.73.123  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TGP alid finvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi
46.19.85.129  |israel 147.237. 76. 200 |ei tan. aka.i of il g =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109.253.197.2  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
91.212.30.30  |Poland 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.146.142 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
37.26.148.147 |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
188. 120. 148. 241 |I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
157.55.39.241 |wited Sates  |147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 5
Ret r ansni ssi on Packet dropped.
46.19.85.71 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop
5.102.242.209 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
64.246.165.200 [Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|lHeader Rgj ection P:ﬂitra ection pattern found in- i |4
46. 19. 85. 203 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 71 I srael 147.237.72. 166 |aka.i df .i | drop SAMrul e drop
149.78. 221. 151 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
209.114. 36. 145 |tited Sates  |147.237. 77. 121 |e navy.idf il Geo- | ocati on enf or cenent Eﬁ?;)'rggi'nfn I nbound drop 4
72.9.148.10 Lhited Sates  |147.237.77.176 |natpash.idf.il drop SAMrule drop 4
Sreaning Engine: TCP Invalid i i ssi
77.126.237.49  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop drop 3
Sreanming Engine: TGP Invalid i i ssi
109. 64. 175. 193 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
5.102.254.128 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
2.53. 54, 222 I'srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Russi an ! L Sreaming Engine: TGP Invalid [invaid segnent retransnssi on.
130. 193. 51. 91 er ot on 147.237. 76. 200 |ei tan. aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
37.26.148.195 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
87.70.123.107 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
149.78.246.52 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid finvalid segnent retransmission. |, op 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.41. 86 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 64. 213. 249 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
79.183.109.85 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i Ssi
46.19. 85. 51 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.149.149 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
87.71.87.166  |israel 147.237.72. 166 |aka. i df . i g =g Imvalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
109. 253. 221. 231l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
66.249. 93. 189  |Eur ope 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
109. 65. 77. 196 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.161  |Israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
5.102.242. 77 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
109. 65. 235. 125 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 137 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 47
109. 253. 133. 246|| srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 21
84.94. 33. 189 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 15
109. 253. 136. 235l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 6
185. 3. 144. 13 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 185.3.144.13  |B ock 6
79.180.173.38 [Israel 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
79.177.206.55 |lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
46. 19. 85. 252 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
80.246.139.99 [Israel 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
109. 253. 159. 253l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
2.53.35.96 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
157.55.39.205 |lhited Sates  [147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 157. 55. 39. 205 B ock 1
. . D stributed Unaut hori zed URL Access on
79.179.25.217  |israel 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
] . . |Unaut hori zed URL Access to
64.246.165.200 |[Lited Sates |147.237.0.15 |kosher-kravi.idf.i wiwy. f acebook. cord 894- he/ or chot . aspx B ock 1
2.55.7.180 | srael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mbde None 1
176. 212. 106. 144 RJSf;;”i o 147.237.77.170|m@arachot . i df . i|  [Wauthori zed LRL Access to naarachot.idf.il/xmirpc. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 6. 123 | srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storage/ fil es/ 3/ si ze100x0/ 2413. j pg Bl ock !
207.241.229. 224|lhited Sates  |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df .il/1133-19149- he/ dover B ock 1
157.55.39.205 |lhited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwwuidf.il/tenpl ates/articl e/ watch B ock 1
66.249. 64. 113  [Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
180. 76. 15. 28 Chi na 147.237.72. 156 |aman. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/list2005b. htm B ock 1
37.142.72.86 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 10 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
212.126.112.38 |[iraqg 147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46. 19. 85. 252 I srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Il1legal Byte Gode Character in Mt hod B ock 1
66. 249. 65. 223 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
180. 76. 15. 154  |Chi na 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
. . Unhaut hori zed URL Access to
45.45.135.2 Ger many 147.237.77. 216 [dover . i df . i | wwy i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
. . D stributed Lhaut hori zed URL Access on
66. 249. 75. 44 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
. . Unhaut hori zed URL Access to
46. 19. 86. 98 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
213.151.40. 174 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
nobi | e.neitav.idf.i
169. 229.3.91 Lhited Sates 147.237. 76. 39 | Illegal Byte Gode Character in Mthod B ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf .il Admin Bl ocki ng B ock 1
46.19.84.2 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
109. 253.197.2 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspi ci ous Response Code B ock 1
46.120.12.153 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
213.254.241.6 |France 147.237.72. 166 |aka. i df . i | tnknown Paraneter ct| 00Sct| 00Sbt nSear ch in None 1
wwv aka. i df . i |/ mai n/ sachar/ def aul t. aspx
Russi an . .
176.212.106. 144" @ o0 147.237.77. 170 |maar achot . i df . i | PHP Attenpt Bl ock 1
. . Unaut hori zed Method CPTIONS for
94.176. 243. 139 |Ger nany 147.237.72. 166 |aka. i df . i | wwy aka. i df.i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
66.249. 65.230 |l srael 147.237.77. 216 |dover. i df . il Dstributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
185. 3. 144. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
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