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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 4099

123. 59. 59. 52 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 f orward 4

81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

82. 145, 218. 209 Eur ope 147.237.72. 166 aka.idf.il B ock Ip V¢b In drop 2

183. 60. 48. 25 Chi na 147.237. 0. 200 mu. i df i | JLM Under Attack_Con_Tcp drop 2

184. 105. 139. 72 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1

185. 70. 184. 164 Net her | ands 147.237.77. 19 lawforumidf.il L4 Source or Dest Port Zero drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 1

192. 3. 220. 210 Lhited Sates 147.237. 76. 39 nobile.neitav.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 210. 242 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
178. 137. 86. 10 krai ne 147.237.72.166  |aka.idf.il C1000016: HITP. adnministrator in LR B ock 1
66. 249. 78. 127 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil |l er2 DDos
213.151.60.89 |147.237.77. 233l srael atal.idf.il 3
attack
31.210.188.20 |147.237.77.216|Israel dover.idf.il | NDI CATOR- SCAN nyscan 2
66. 249. 66. 15 147.237.77.170|Lhited Sates |naarachot.idf.il [ET SCAN NVAP -sA (2) 2
31.210.188.20 [147.237.77.216|Israel dover.idf.il GPL SCAN nyscan 2
104. 232. 98. 3 147.237.76. 147 |ULnited Sates |chinuch.aka.idf.il|ET SCAN NMVAP -sS w ndow 3072 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons,
14.115.182.63 [147.237. 76. 202 |Chi na e halag.idf.il . 1
Potential Scan or Brute Force
13.92.246. 145 |147.237.76.177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
195. 216. 176. 244|147.237.8. 46 |Latvia e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
122. 49. 2. 46 147.237.76.86 |China navy. i df . il ET SCAN NMAP -sS wi ndow 1024 1
13.92.246. 145 |147.237.76.177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Geo-1 ocati on i nbound

192. 168. 173. 102 147.237. 77. 216 |dover.i df .i | Geo- | ocat i on enf or cenent nonitor 370
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka. i df . i Geo- | ocati on enforcement |20 ocation inbound nonitor  [180
enf or cenent
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
S reaning Engi ne: TCP i i ssi
37.26.149.146 | srael 147. 237.72. 167 |i shuri maka. i df . i mng tngine. Invalid segnent retransmssion. |, 18
Inval i d Retransnission Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
S reani ng Engi ne: TCP ' i ssi
37.26.149.131 | srael 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: 1 Invalid segnent retransmssion. | 15
Inval i d Retransnission Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
46.19.85.71 I srael 147.237.72. 156 |anan. i df .i | drop SAMrule drop
37.26.149.146 |l srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
162. 213. 152. 149U ted Sates 17.237.0.17 [PV kosher-kravi- 1d14r op SAMrule drop 4
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash.i df .i | drop SAMrul e drop 4
Streaning Engi ne: TCP Inval i d segnent retransnission
66. 249. 64. 163 |Lhited Sates 147.237.76.86 |navy.idf.il . . " |drop 4
Inval i d Retransnission Packet dr opped.
185.3.147.160 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber noni t or
162. 213. 152. 149|Uhited Sates 147.237.0.15  |kosher-kravi.idf.il drop SAMrule drop
S reaning Engi ne: TCP i i ssi
199.30.25.68  |lited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dr opped.
104. 172. 207. 143|Uited Sates 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
Sreamng Engi ne: TCP i i ssi
109.64.84.69  |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
S reaning Engi ne: TCP i i ssi
5.22.129.255  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.52.171.115  |Israel 147.237.72. 166 |aka i df . mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
185. 3. 147. 160 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
S reaning Engi ne: TCP i i ssi
2.54.140.90  |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dr opped.
162. 213. 152. 149|Uhited Sates 147.237.0.19 |nadi matal .idf.il drop SAMrule drop
104. 172. 207. 143|Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
St reaning Engi ne: TCP Inval i d segnent retransnission
66.249.64.172 |Whited Sates 147.237.76.86 |navy.idf.il . . " |drop 2
Inval i d Retransnm ssion Packet dr opped.
5.22.129. 225 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop
112.95.249.13 |China 147.237.77. 216 |dover. i df .i Orectory Traversal directory traversal overflow |nonitor
31.148.219.11  |Nether| ands 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- 1 ocation enforcement | 0! ocation inbound drop 2
enf or cenent
89.139. 80. 107 [l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
162.210. 196. 97 |United Sates 147.237. 77. 216 |dover.i df .i | drop SAMirul e drop
Streamng Engi ne: TCP Invalid segnent retransnission
66.249.64.169 |Lhited Sates 147.237.76.86 |navy.idf.il . o " |dro 2
v Inval i d Retransmi ssion Packet dr opped. P
2.55. 48. 200 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
162. 213. 152. 149|United Sates 147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |reject
141. 212. 122. 170|Wited Sates 147.237.76. 196 |e.sviva i df. il Geo- | ocation enforcement | 0! ocation inbound drop 1
enf or cenent
185.106. 92. 47  |Russian Federation |147.237.76.39 |mobile.reitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
184. 105. 139. 106|Wnited Sates 147.237.77. 226 ;":’“"‘Cha”atz' aka.idf- 1oyN At tack SYN -> SYN-ACK -> RST rej ect 1
37.76.216.52 | A eStinan Territoy, oo 537 77176 |nat pash. i df i dr op Frst packet ism't SWN drop 1
Qccupi ed
162. 213. 152. 149|Uited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
119. 9. 49. 11 Australia 147.237.0.33  |idf.il drop drop 1
85. 65. 25. 75 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert 1
185. 106. 92. 47  |Russian Federation |147.237.0.15 |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
46. 19. 86. 56 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
162. 213. 152. 149|Uhited Sates 147.237.0.35 |akavs.idf.il drop drop 1
141.212.122. 171|Wnited Sates 147.237.76.196 |e.sviva. i df .l Geo- | ocati on enf or cenent gﬁ?olrgzi:]f” I nbound drop 1
185. 106. 92. 47  |Russian Federation |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
184. 105. 247. 247|Wited Sates 147.237. 77. 205 |prisha.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
119.9.49.11 Australia 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
216.218.206. 90 |lLnited Sates 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 25. 75 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
185.106. 92. 47  |Russian Federation |147.237.0.35 |akavs.idf.il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
2.53.56.75 | srael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code Bl ock 17
68.180. 231. 43 |WLnited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ati on PageNumin waw i df.il/1399-en/ dover.aspx |Bl ock
107.72.162. 87 |Lhited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
. . Unaut hori zed URL Access to
66. 249. 64. 181 |l srael 147.237.77.74 |lawidf.il ww | awi of i |/ nobi | ef t enpl at es/ get fi | &/ get fi | e. aspx B ock 1
178.137.86. 10 |krai ne 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock
84.228.254.72 |lsrael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None
. . . URL is Above Root DOrectory
112.95.249.13 |Chi na 147.237.77. 216 [dover . i df . i | vwwy i df . il /. ./ shared/ usercontrol s/ header upper/ Bl ock !
. . Unaut hori zed URL Access to
66. 249. 65. 223 |l srael 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1283- 15612- en/ dover . aspx B ock 1
178.137.86. 10 |Wkrai ne 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwu aka. i df.il/wp-1ogin. php B ock 1
P -|Uhaut hori zed URL Access to
85.25.197.18  [Germany 147.237.0.15  kosher-kravi . i df.i kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
2.51.149.97  |Juted Arab 147. 237.77. 216 |dover . i df . i | PHP At enpt B ock 1
Emrat es
157.55.39. 110 |Lhited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to v nakhal . i df.il/defaul t.asp B ock 1
. . Unaut hori zed URL Access to
66. 249.69. 2 I sr el 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
193. 9. 245. 64 RF;Z::{: o 147.237.72. 167 |i shuri maka. i df . i ||Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . Unaut hori zed URL Access to
85.25.197.18 |Ger many 147.237.77. 216 |dover.i df .i | v df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
2.51.149. 97 ;:i'”taetdefab 147. 237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to ww i df.il/xmirpc. php B ock 1
157.55. 39. 205 |Lhited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
207.46.13.36 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
89.139. 231. 58 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
178.137.86. 10 |krai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 178. 137. 86. 10 Bl ock 1
82.80. 150. 191 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
i i i i I TM TMxol
207.46.13. 144 |Wited Sates 147. 237. 77. 170 |mmar achot . i df . i | xmi{txflo” zed R Access to maarachot. idf.il/pdf/files/ xmxoexmxy 1
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