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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4171

120. 132. 50. 135 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 4

81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock Wp Al Nets drop 3

204. 42. 253. 2 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 2

184. 105. 139. 124 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1

184. 105. 139. 72 Lhited Sates 147.237.77. 235 svivaidf.il B ock Np Al _Net drop 1

184. 105. 139. 80 Lhited Sates 147.237.77. 170 naar achot . i df . i | Block Np All Net drop 1

184. 105. 139. 124 Lhited Sates 147.237.8. 24 e lifestyle.idf.il |Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
91.198.143.123  [kraine 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
114 143. 103, 1241147 237 76.30 lindia hirsh i df i | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13. 92. 139. 45 147.237.77.226 |Whited Sates  |wan chamatz. aka.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
13.92.139. 45 147.237.77.226|Wited Sates vwwu chanat z. aka. i df . il |[ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147.237.8.27 |China e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |(147.237.77.74 |Wited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 77. 233 |Latvia atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
101 14. 211 135 |147 237, 0.33  |mrasil il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
179. 43. 144. 37  |147.237.76. 199 [Sni t zer| and e. nakchal .idf.il ET SCAN Potential SSH Scan 1
80.82.78. 38 147. 237. 76. 202 |Net her | ands e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 92. 139. 45 147.237.77.226 |Wited Sates  |vwwu chamatz. aka.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
218.108. 132. 58 [147.237.0.200 |China . i df i | ET SCAN NMAP -sS wi ndow 1024 1
203. 197. 205. 118|147.237.8.50 [India e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185. 103. 252. 87 |147.237.72. 156 23::;'}0'1 aman. i df il ET SCAN Potential VNC Scan 5900- 5920 1




04-08-2016-06:04:07 to 04-08-2016-07:04:07

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
192. 168. 173. 102 147.237.77. 216 |dover. i df . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound nonitor  |356
enf or cenent
s . Geo- | ocati on i nbound .
192. 168. 173. 102 147.237. 72. 166 |aka.i df .i | Geo-| ocati on enf or cenent enf or cenent nonitor  |190
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.189.135.61 |Portugal 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
168. 235. 196. 51 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
72.9.148. 10 Lhited Sates 147.237.77. 74 [lawidf.il dr op SAMrule drop 17
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
188. 161. 55, 149 |FAEStinian Termitory.ly 1o 537 77 216 |dover. i df il drop Frst packet isn't SN drop 4
Qccupi ed
147.27.70.36  |Geece 147.237.77.227|e.hanaz.idf i1 |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
46. 19. 85. 160 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
72.9.148. 10 Lhited Sates 147.237.77. 176 |natpash.idf .il  |drop SAMrule drop
Sreaning Engine: TCP Invalid i i SSi
2. 54. 140. 90 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 3
Sreaning BEngine: TQP Invalid i i SSi
141.8.132. 112 |Russian Federation |147.237.72. 166 |aka i df.il g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.144.97  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
60.242.185.29 |Australia 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
41.137.59. 78 Mor occo 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
176.13.1. 196 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
Sreaning BEngine: TQP Invalid i i SSi
157.55.39.109 |tnited Sates 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.
195.88.209.6  |Russian Federation |147.237.76.44 |erefuahidf.il |Geo-1ocation enfor cenent ﬁfo'rggﬁi'mo” i nbound drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
141. 212. 122. 169|Wnited Sates 147.237.8.50 |e.tikshw.idf.il |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
46.119.112.23 |lkraine 147.237.77. 216 |dover.i df .i dr op SAMrule drop 1
185. 106. 92. 47 |Russian Federation |[147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
80. 82. 78. 38 Net her | ands 147.237.76. 44 |e.refuah.idf.il |Geo-l ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
216. 218. 206. 100|Wnited Sates 147.237.77. 227 |e.hanaz.icf.il  |Geo-1 ocation enf or cenent Ceo-l ocati on i nbound drop 1
enf or cenent
141.212.122. 169|nited Sates 147.237. 77. 243 |nobi l e.i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.23 Lited Sates 147.237.76.196 |e.svivaidf.il  |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
46.119. 127. 129 |lkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 1
185.106.92. 47 |Russian Federation  |147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
123. 59. 59. 64 Chi na 147.237.76.31 |nakchal.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 104|Wni ted Sates 147.237.8.28 |e.mobile-ks.idf.il|Geo- | ocati on enf or cenent ifo'r ggix“ i nbound drop 1
184. 105. 247. 244|wnited Sates 147.237.8.14 |e.orchot.idf.il |Geo-location enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141. 212. 122. 170|Wited Sates 147.237.77.212|e.dover.idf.il  |Geo- | ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
79.107. 110. 228 |G eece 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.199. 182. 150! srael 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185.106. 92. 47 |Russian Federation |147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
5.102.195. 140 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |1
184. 105. 247. 244|nited Sates 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 170|nited Sates 147.237. 77. 243 |nobi l e.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 78. 38 Net her | ands 147.237.76.34 |yohal an.idf.il drop SAMrul e drop 1
216.218.206. 79 |Lhited Sates 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 92. 47  |Russian Federation  [147.237.77.19 [lawforumidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Oount

80. 230. 224. 153 |l srael 147.237.77.216|dover.idf.i| |[Dstributed Lhauthorized LRL Access on wan idf.il/error.htm Bl ock 1
66.249.69.10 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i m showbi g. aspx |8l ock 1
120. 132. 50. 135 [Chi na 147.237.76.31 |nakchal . i df . i|Unaut hori zed URL Access to v ctri p. coni 894- he/ nakhal . aspx B ock 1
40.77. 167. 25 Lhited Sates 147.237.76.31 |nakchal . i df . i|Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
66.249.75.44 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
183.198. 2. 169 |Chi na 147.237.77. 216 |dover. i df .i| [Wauthorized URL Access to www idf.il/1283-13854-en/ dover. B ock 1
54.75.228.43 |lreland 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
66.249.75.52 |Israel 147.237.72.166 |aka. i df . i | 1D4§t rzi;;‘ftf; lﬁfl‘“r:;or:/i gziefu?g_eﬁgf?.sazgx Bl ock 1
66. 249, 64. 169 I srael 147.237.76.86 [navy. i df. 11 [ e L e hef navy. aspx. asp Bl ock 1
80. 230. 224. 17 |[lsrael 147.237.77.216|dover.idf.i| [Distributed Unhauthorized URL Access on wawidf.il/error. htm B ock 1
66.249.64. 181 |Israel 147.237.77.74 [lawidf.il Il1egal Paraneter Encodi ng searchText in wwlawidf.il/275-he/ pat zar.aspx |None
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