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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
185. 60. 147. 79 Sntzerl and 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 15993
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock | p_V¢b In dr op 4161
204. 42. 253. 2 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Bock Np All Net drop 2

204, 42. 253. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bock Np All _Net drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 2

192. 3. 220. 210 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il Bl ock_Ulp Al _Nets drop 1

192. 3. 220. 210 Lhited Sates 147.237. 77. 205 prisha.idf.il ock Wp Al _Nets drop 1

216. 218. 206. 83 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 1

185. 130. 5. 246 Li t huani a 147.237.77.170 naar achot . i df .il Bock Np All Net drop 1

204. 42. 253. 2 Lhited Sates 147.237.0. 19 madi matal .idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
157. 55. 2. 161 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
91.121.112. 142 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
149. 202. 47. 161 France 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot B ock 2
149.202.47.161  |France 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
207. 46. 13. 45 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
66. 249. 78. 120 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 69. 34 147. 237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
104. 128. 144. 131 147.237.77. 212 Canada e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147.237.76. 197 Korea, Republic of e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 87. 255. 117 147.237.0. 34 Canada ti kshuv. i df.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147. 237. 76. 196 Lhited Sates esvivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
179. 43. 144. 37 147. 237.76. 30 St zerl and hi mush. i df .i | ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.8. 14 e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147.237.76. 197 Korea, Republic of e hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 87. 255. 117 147.237.0. 35 Canada akavs. i df .il ET SCAN Potential SSH Scan 1
209. 87. 255. 117 147.237.0. 17 Canada mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Geo- 1 ocat i on i nbound

Republ i ¢ of

192. 168. 173. 102 147.237.77. 216 |dover.i df i Geo- | ocati on enf or cenent monitor  [375
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- 1 ocation enforcement |0 !ocation inbound monitor  |205
enf or cenent
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i drop SAMrule drop 30
141. 0. 14. 209 Eur ope 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
S reaming Engi ne: TCP i
79.176.127. 159 |Israel 147.237.72. 166 |aka.i df . i1 mng =g Invalid checksum Packet drop 9
I nval i d Checksum dr opped.
Sreamng Engi ne: TCP i i ssi
185.3.147.215 |Israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dr opped.
81.169.243.32  |Ger many 147.237.76. 201 |e. atal .i df .l Geo-l ocation enforcement |0 !ocation inbound drop 4
enf or cenent
. o SN retransnmit wth different .
119. 122. 247. 60 |Chi na 147.237.77. 216 |dover.i df .i | Bad TCP sequence i ndow scal e monitor |4
S reaming Engi ne: TCP i i ssi
84.95.208.20  |Israel 147.237.72. 166 |aka.i df . i1 mng Enhgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
172.56. 18. 93 Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
S reaning Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. |g ., 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP Invali d segnent retransnission
91. 108. 88. 84 Ger man 147.237.76.86 |navy.idf.il . L. " |dro 2
Y Y Inval id Retransm ssion Packet dropped. P
41.107. 8. 89 Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
2.52.140. 223 I srael 147. 237. 76. 147 |chi nuch. aka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
206.55.101.94 |Lhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |1
41.107.8.89 Ageria 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122. 169|nited Sates 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
119. 122. 247.60 |Chi na 147.237.77. 216 |dover.idf .i | Drectory Traversal directory traversal overflow noni t or 1
79.176.127. 159 |Israel 147.237.72. 166 |aka. i df .| dr op Frst packet isn't SN drop 1
186.15.186.83 |wsta Rca 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
31.39.188.171 |France 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
165. 132. 62. 117 Okfrea' Republic 1147 237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212. 122. 116|Uhited Sates 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
208.115.113.84 |lLhited Sates 147.237.77. 74 [lawidf.il drop SAMrule drop 1
. . . SYNtAXK retransmt with .
41.107.8. 89 Ageria 147.237. 77. 216 [dover. i df . i | Bad TCP sequence di fferent w ndow scal noni t or 1
185.106. 92, 47  |FUSSian 147.237.0.17 |MM-kosher-kravi.id |qyn At ack SYN -> SYN-ACK -> Tinmeout |reject 1
Federati on f.il
141.212.122. 173|Uited Sates 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.176.127. 159 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 125|nited Sates 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
95. 38. 61. 199 'Féx'bl i'i'g‘f""c 147. 237. 77. 216 |dover. i of . | Bad TCP sequence Invalid ACK nunber aert 1
Li byan Arab R .
41.254.2.72 J iriya 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
Russi an . .
185. 106. 92. 47 eration 147.237.0.33 [idf.il drop drop 1
141.212.122. 174|nited Sates 147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 110|Uited Sates 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 126|nited Sates 147.237.77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
95. 38. 61. 199 IF;EEH:??TC 147. 237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber moni tor |1
216. 218.206. 76 |Uhited Sates 147.237.8.24 |e.lifestyle. idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
66.240.213.93 |lhited Sates 147.237.72.14 |dover.idf.il(old) drop SAMrul e drop 1
185. 106. 92. 47 RJSIS::t”ion 147.237.77. 233 |atal i of i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
Iran, Islanmic . . .
164. 138. 23. 232 Republ i ¢ of 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122. 111 |nited Sates 147.237.72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
193. 163. 235. 203|Dennar k 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
41.107. 8. 89 Ageria 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |1
184. 105. 247. 236|lnited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 168|lnited Sates 147.237.0.34  [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 106|Wnited Sates 147.237.72. 217 |e.i of . Geo-1 ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
66. 249. 65. 83 I sr ael 147.237.0.33  [idf.il drop drop 1
185. 106. 92. 47 RJSf;;”ion 147. 237.77. 235 |sviva i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
Iran, Islanic . . . .
164. 138. 23. 232 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
. . |Uhaut hori zed URL Access to
213.251. 182, 103[France 147.237.77. 176 [nat pash. i df . 1| ww cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 3
68.180.231.43 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/ hebrew nain. asp B ock 1
50.116.28.209 |Lhited Sates |147.237.77.216|dover.idf.il [Uhauthorized URL Access to ww idf.il/1294-he/ v idf. il B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
87.71.136.171 [Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to v anan. i df .il/https:/waw anan.idf.il/ B ock 1
66.249. 65. 224  [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to vww i df.il/atal 1/izkor/ vi ew text.asp B ock 1
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/sip storage/files/6/ nopw2 |B ock 1
. . . URL is Above Root Drectory
119. 122. 247. 60 |Chi na 147.237.77. 216 |dover . i df .i | v i1/ ../ shar edl user cont rol s/ header upper / Bl ock 1
66.249. 66. 121  [Israel 147.237.76.42 |refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ robots. t xt Bl ock
66. 249. 75. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut horized URL Access on 147.237. 72. 166/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/j query/j query-ui.js Bl ock 1
68.180.230. 155 [lhited Sates [147.237.76.200(ei t an. aka. i df . ifunknown Paraneter &SortDir in wan eitan. aka.idf.il/1103-he/eitan. aspx |None 1
41.107.234.196 |Ageria 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to v i df.il/894-ar B ock 1
66. 249, 66. 125 I srael 147.237.76.42 |refuah.idf.j| [Wauthorized LR Access to Bl ock 1

147. 237. 76. 42/ shared/ cl i ent scri pt s/ sa_swfobj ect.js
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