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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 25484
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In drop 3710
89. 238. 166. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1389
212.34.12. 42 Jordan 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 694
197.48. 71. 132 Egypt 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 91
212.34.12. 42 Jor dan 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 34
197.48. 71.132 Egypt 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 29
197.48. 71. 132 Egypt 147.237.77.216 dover.idf.il DCS- HTTP-fi ref | ood dest - r eset 10
41.68. 43. 187 Egypt 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 6
74.91. 18. 45 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
74.91.18. 45 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 2

69. 197. 185. 22 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2

192. 3. 220. 210 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1

192. 3. 220. 210 Lhited Sates 147.237.77. 234 hal ag.idf.il Block Np All Net drop 1

192. 3. 220. 210 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il [Block Np Al Net drop 1

192. 3. 220. 210 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

123. 126. 113. 80 Chi na 147. 237.72. 166 aka.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 64. 165 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
132.74.95. 21 147. 237.77. 170 |I srael nmar achot . i df .i | ET D05 Large anount of TGP ZeroWndow - Possible N ller2 Chos 2
attack
195. 154. 49. 74  |147.237.76.34 |France yohal an. i df .i | ET SCAN Potential SSH Scan 1
195. 154, 49. 74  |147.237.8.46 |France e.chinuch.idf.il |[ET SCAN Potential SSH Scan 1
13. 92. 139. 45 147.237.72.167 |Whited Sates  |ishurimaka idf.il |ET SCAN NVAP -sS w ndow 1024 1
195. 154, 49. 74  |147.237.8.28 |France e.nobile-ks.idf.il [ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.72.14 |China dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 49. 74  |147.237.0.35 |Fance akaws. i df . i | ET SCAN Potential SSH Scan 1
210. 15. 242. 7 147.237.77. 176 |Austral i a mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
179. 43. 144. 37  |147.237. 77. 243 |Sni t zer| and nobi | e.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147.237.8. 46 |Latvia e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 154, 49. 74  |147. 237. 77. 243 |France nobi | e.idf.il ET SCAN Potential SSH Scan 1
67.211.217.180 |147.237.76.39 |Uhited Sates [mobile neitav.idf.i|ET SCAN NMAP -sS wi ndow 2048 1
195. 154. 49. 74  |147.237. 77. 178 |France e. mat pash. i df .i| ET SCAN Potential SSH Scan 1
67.211.217.180 |147.237.76.39 |Wited Sates  [nobile. neitav.idf.i|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
195. 154. 49. 74 |147. 237. 76. 196 |France esvivaidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |147. 237. 77. 205 |Chi na prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154, 49. 74  |147. 237. 72. 166 |France akaidf.il ET SCAN Potential SSH Scan 1
13. 92. 139. 45 147.237.72.167 |Whited Sates  |ishurimaka idf.il |ET SCAN NVAP -sS w ndow 4096 1
195. 154, 49. 74  |147.237.8.45 |Fance eeitanidf.il ET SCAN Potential SSH Scan 1
195. 154, 49. 74  |147.237.8.27 |Fance e.nadimatal .idf.il [ET SCAN Potential SSH Scan 1
218.108.132.58 |[147.237.76.38 [China eemitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.72. 14 |Wnited Sates dover.idf.il(od |[ET DROP Dshield B ock Listed Source 1
195. 216. 176. 244|147.237.8.14 |Latvia e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
67.211.217.180 |147.237.76.39 |Uhited Sates [mobile neitav.idf.i|ET SCAN NMAP -sS wi ndow 4096 1
195. 154, 49. 74  |147.237. 77. 233 |France atal .idf.il ET SCAN Potential SSH Scan 1
67.211.217.180 |147.237.76.39 |Lhited Sates [nobile neitav.idf.i|ET SCAN NVAP -f -sS 1
195. 154. 49. 74  |147.237.77.74 |Fance lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
197.48.71.132  |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence noni t or 10263
212.34.12.42 Jor dan 147.237.77. 216 |dover. i of .i| Bad TCP sequence monitor  [7562
197.48.71.132 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 4046
212.34.12. 42 Jor dan 147. 237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber aert 3237
C e SWNretransnmit wth different .
212.34.12. 42 Jor dan 147. 237.77. 216 |dover.idf .il Bad TCP sequence wi ndow scal & monitor  [2644
197.48.71.132  |Egypt 147. 237. 77. 216 |dover i df . Bad TCP sequence S retransmt wth different monitor  |1252
w ndow scal e
197.48.71.132 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 955
192.168. 173. 102 147.237.77. 216 |dover.idf.il Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent |noni t or 356
212.34.12. 42 Jordan 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 255
197.48.71.132 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 195
192.168. 173. 102 147.237.72. 166 |aka.idf . il Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent |noni t or 182
197.48.71.132  |Egypt 147. 237.77. 216 |dover.idf .il drop drop 164
212.34.12.42  [Jordan 147.237.77. 216 |dover. i df . i | drop drop 96
212.34.12. 42 Jordan 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 82
Russi an . . -
37.110.98. 20 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 65
176.77.57.36  |Ssian 147. 237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 45
) i ) Federati on i i i ) )
176.77.90. 222 |FUSSIan 147. 237. 77. 216 |dover. i of . i | dro First packet isn't SN dro 44
T Federation ) T o P pac P
93.80.66.215  |Ssian 147.237. 77. 216 |dover. i df .i | dr op First packet isnt SN drop 27
i ) i Federati on i i i ) )
176.77.57.22  |RsSian 147. 237. 77. 216 |dover. i of . i | dro Frst packet isn't SN dro 27
T Federation ) T o P pac P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
141. 0. 14. 145 Eur ope 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 19
e Unexpect ed post SYN packet - RST
197.48.71.132  |Egypt 147. 237.77. 216 |dover.idf.il drop or SYN expect ed drop 19
141. 0. 14. 145 Eur ope 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber aert 16
212.34.12. 42 Jordan 147.237.77. 216 |dover. i df il Bad TCP sequence aert 16
Sreaming Engine: TGP Invalid i i ssi
2.54.191.114  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dr opped.
S Unexpect ed post SYN packet - RST
212.34.12.42 Jor dan 147.237.77. 216 |dover.idf il drop or SYN expect ed drop 15
41.200. 146. 242 (A geria 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 7
160. 162. 154. 224|Mor occo 147.237.77. 216 |dover.idf.il SYN At tack rej ect 7
41. 68. 43. 187 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
88.57. 44.81 Italy 147. 237.77. 216 |dover. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i SSi
2.53.33. 84 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
41.200. 146.242 (A geria 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
37.26.147.246 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransnmi ssi on Packet dropped.
31.210. 186. 159 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |5
109. 65. 164. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
169. 229. 149. 228(lnited Sates 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |5
27.254.77.146 |Thailand 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 4
149.78.154. 69 |l srael 147. 237.77. 216 |dover.idf il drop First packet isn't SWN drop 4
169. 229. 149. 228|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
197. 133. 127. 101 |Egypt 147. 237.77. 216 |dover.idf il drop First packet isn't SWN drop 4
190. 34, 149. 226 |Panama 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 3
Sreaming Engine: TGP Invalid i i ssi
2.54.148.234  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop 3
Ret ransnm ssi on Packet dropped.
46.117.217.238 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber mnitor |3
177.13.33.19 Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
164, 138. 23. 232 'F;;E'bl e 1147, 237. 7. 216 |dover i f il Bad TCP sequence Inval i d ACK nunber al ert 3
41.200. 146. 242 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 111 |Uhited Sates 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. | 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.140. 163 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.53.8.169 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . D stributed Lhaut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
74.91.18. 45 Lhited Sates [147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized URL Access on v 867bb. com Bl ock 1
66.249.65.181 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx Bl ock
217.132.121. 138]l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx [B ock
. . D stributed Lhaut hori zed URL Access on
66. 249. 75. 44 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
157.7.154. 203 |Japan 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
66.249.66. 121 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ dat epi cker. css |B ock 1
66.249. 78.147  |Israel 147.237.0.34 |tikshuv.idf.il |Uauthorized LR. Access to tikshuv.idf.il/main/giyus/ general . aspx Bl ock 1
157.55.39. 161 |wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/aman B ock 1
. . Unaut hori zed URL Access to
66.249.66. 123 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query/ j query. nyronodal -1. 6. 2. s Bl ock !
66.249.79.178 i srael 147.237.77.176 |mat pash. i df .| ["2ameter Type Violation PageNimin Bl ock 1
) T ) o P ’ ) Wi cogat . i df . i1/ 1926- he/ cogat . aspx
41.225.184.95 [Tunisia 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
197.48.71.132  |Egypt 147.237.77. 216 |dover.i df . i | D stributed Uhaut horized URL Access on 147.237. 77. 216/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249.66.125 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ ui / ui . dat epi cker. j s Bl ock !
] . . Paraneter Type Mol ati on PageNumin

68.180.230. 108 [lhited States |147.237.76.31 |nakchal .idf.il | = "= 2l 1073 hef makhal . aspx B ock 1
66.249.64.119 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forum asp/ showforumasp [B ock 1
212.34.12. 42 Jordan 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
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