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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
2.54.130. 188 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 228
120. 60. 12. 211 Indi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 192
66. 249. 75. 52 Lhited Sates 147.237.77.233 |atal.idf.il Bl ock I p Véb In drop 103
76.201. 80. 16 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 103
66. 249. 75. 44 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_V¢b In drop 61
66. 249. 69. 58 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In drop 60
66. 249. 69. 74 Lhited Sates 147.237.77.233 |atal.idf.il Bl ock |p Véb In drop 53
66. 249. 69. 66 Lhited Sates 147.237.77.233 |atal.idf.il B ock |p_Véb In dr op 47
66. 249. 75. 60 Lhited Sates 147.237.77.233 |atal.idf.il Bl ock | p Véb In drop 42
66. 249. 67. 14 Lhited Sates 147. 237.76. 86 navy. idf.il Bl ock Ip Véb In drop 32
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_V¢b In drop 28
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 23
66. 249. 67. 22 Lhited Sates 147. 237.76. 86 navy.idf.il Bl ock |p Véb In drop 23
66. 249. 64. 121 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Ip Véb In dr op 23
66. 249. 64. 129 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Ip Vb In drop 22
66. 249. 78. 97 Lhited Sates 147.237.77.170 |n@arachot.idf.il Bl ock Ip Véb In drop 22
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock | p_V¢b In drop 21
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 20
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 19
66. 249. 64. 146 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock | p V¢b_In drop 19
66. 249. 67. 13 Lhited Sates 147.237.77.176  |natpash.idf.il Bl ock | p Véb In drop 18
66. 249. 78. 104 Lhited Sates 147.237.77.170 |n@arachot.idf.il Bl ock Ip Véb In drop 17
66. 249. 67. 21 Lhited Sates 147.237.77.176 nat pash. i df il Bl ock | p_V¢b In drop 17
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 15
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p V¢b In drop 14
66. 249. 78. 2 Lhited Sates 147.237.72.166  |aka.idf.il Block Ip Véb In dr op 14
66. 249. 78. 153 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock | p Véb In drop 12
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 12
66. 249. 67. 5 Lhited Sates 147.237.77.176 nat pash. i df il Bl ock | p_V¢b_In drop 11
66. 249. 64. 154 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Block Ip Véb In drop 11
66. 249. 64. 125 Lhited Sates 147. 237.76. 42 refuah.idf.il B ock | p Véb In drop 10
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il B ock | p Véb In drop 9
5. 102. 254. 148 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 9
66. 249. 64. 150 Lhited Sates 147.237.77. 226 wn chanat z. aka. i df . i | Bl ock_Ip Véb In drop 9
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_ V¢b_In drop 9
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 9
66. 249. 78. 9 Lhited Sates 147.237.72.166 |aka.idf.il B ock Ip Vb In dr op 8
66. 249. 78. 146 Lhited Sates 147.237.72.166 |aka.idf.il B ock | p Véb In drop 8
66. 249. 67. 116 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Véb In drop 8
66. 249. 78. 148 Lhited Sates 147.237.72.156 |anan.idf.il Bl ock Ip Véb In drop 7
66. 249. 78. 61 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il Bl ock | p_ V¢b_In drop 6
66. 249. 64. 169 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In drop 5
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il B ock | p Véb In drop 5
66. 249. 64. 46 Lhited Sates 147.237.72.166  |aka.idf.il Block Ip Véb In drop 4
66. 249. 64. 150 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock I p Véb In drop 4
66. 249. 83. 182 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock Ip Véb In drop 4
66. 249. 67. 131 Lhited Sates 147.237.76. 31 nakchal . i df.il Bl ock | p_ V¢b_In drop 4
66. 249. 78. 76 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 4
66. 249. 67. 51 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Ip Vb In dr op 4
66. 249. 78. 141 Lhited Sates 147.237.72.156  |anan.idf.il Block Ip Véb In drop 4
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry |Tar get Address |S te |Narre |Davi ce Action |Oount |
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per ni t 24

89. 138. 57. 123 | srael 147.237.76. 31 nakchal .idf.il |CL000004: HTTP: options nmet hod (M crosoft) B ock 7
37.236.41. 169 Iragq 147.237.77.176 |matpash.idf.il |14170: HITP. B ank User-Agent (descriptor but no string) ock 3

89. 139. 185. 104 |l srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
212.28.230.202 |Lebanon 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1

91. 200. 12. 28 Lkrai ne 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
198. 13. 107. 107 Lhited Sates 147.237. 76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237. 76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43.255. 191. 161 Japan 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
198. 13. 107. 107 Lhited Sates 147.237.0. 16 ny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 147 chinuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 161 Japan 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
193. 107. 17. 72 Russi an Federation 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
171.111. 158. 210 Chi na 147.237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.0. 35 akaws. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
171.111. 158. 210 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 130 147.237. 76. 202 e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.255.191. 161 Japan 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
198. 13. 107. 107 Lhited Sates 147.237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147, 237. 76. 200 eitan. aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
198. 13. 107. 107 Lhited Sates 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237.76. 201 e ata .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 235 sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
198. 13. 107. 107 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 Japan 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
198. 13. 107. 107 Lhited Sates 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237. 76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 161 Japan 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 136. 216. 7 Chi na 147.237.0. 17 m ny- kosher - kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
171.111. 158. 210 Chi na 147. 237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
171.111. 158. 210 Chi na 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.76. 198 e. yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
211. 155. 16. 154 Chi na 147.237.0.19 nadi matal .idf.il GPL SCAN nnap TCP 1
198. 13. 107. 107 Lhited Sates 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
198. 13. 107. 107 Lhited Sates 147.237. 76. 148 ggcenter.aka. i df.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 Japan 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Qount ry Target Address ‘S te ‘Massage
94.188. 132. 2 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2791
66. 87. 75. 6 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 244
76.201. 80. 16 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 157
212. 28. 230. 202 |Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 80
212.179. 61. 127 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 48
69. 66.249. 129 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 48
50. 100. 251. 66 |Canada 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 40
212.76.127. 111 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 29
96. 20. 176. 223 |Canada 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 23
37.48.120.214 |Netherl ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 21
212.179.23.22 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 18
89. 138. 67. 88 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SYN drop drop 18
108. 59. 253. 71 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 14
85. 65. 20. 15 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
87.68.81. 17 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 11
213.57.229.70 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
37.26.147.213 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 9
149.78.154. 69 |lLhited Sates [147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 9
45. 64.237.12 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
70.199. 76. 32 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
82. 80. 25. 221 | srael 147.237.77.216|dover.idf.il |SAMrul e dr op drop 7
94, 159. 158. 110 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 6
91. 200. 12. 28 Lkrai ne 147.237.77.216|dover.idf.il [SAMrul e drop drop 6
194. 90. 119. 162 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
62. 90. 255. 10 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
82.102. 141. 253 |l srael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 6
190. 181. 201. 93 |Hondur as 147. 237.77. 216 |dover . i df i1 |/ VA 1d segnent retransmssion. Packet  [Streamng Engine: TGP Invalid drop 6
dr opped. Ret r ansnii ssi on
46.19. 86. 237 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
93. 168. 248. 246 |Ronani a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
52. 16. 5. 197 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 6
176. 12. 140. 152 |1 srael 147. 237.77. 216 |dover . i df i1 |/ VA 1d segnent retransmssion. Packet  [Streamng Engine: TGP Invalid drop 6
dr opped. Ret r ansnii ssi on
162. 205. 78. 141 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
176. 12. 149. 142 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
50. 87. 144. 145 |lLhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 5
66.61.7.196 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
192. 249. 64. 249 |Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 5
46.19. 86. 142 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
71.59. 249. 54 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
79.179. 139. 167 |l srael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 4
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
79.183. 5. 45 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
46. 19. 85. 40 | srael 147.237.76.31 |nakchal .idf.i[SAMrul e drop drop 4
77.125. 163. 240 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
212.76.127.44 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
54.72.0.55 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 4
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
46.121. 65. 142 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 3
46. 19. 85. 40 | srael 147.237.77.216|dover.idf.il [SAMrul e drop drop 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Devi ce

Country

‘Target Addr ess ‘Ste

Action

‘Count

waw aka. i df . i |/ mai n/ sachar/ hone. aspx

207. 46. 13. 79 Lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/mai n/rabanut/webresource. axd B ock 2

72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2

46.10.85.134  |Israel 147.237.72. 166 |aka if.i|  [D Stributed thauthorized UL Access on Bl ock 2
wwy aka. i df . il // mai n/rabanut/webresource. axd

207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf .il Suspi ci ous Response Code Qust om Tenpor ary B ock 1

] s Uhaut hori zed URL Access to waw aka.idf.il/nilui nitenpl ates/

68.180.228.232 |[lhited Sates  |147.237.72. 166 |aka. i df.i http: /v aka. i cf.i1/si pstoragelfil es/ 6/ 66556, paf B ock 1

37.142.224.61 |israel 147.237.72. 166 |aka idf.i]  |OPKnown Parameter VI EVBTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

157.55.39.136 |lhited Sates 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to waw aka.idf.il/iturimasp/list.asp B ock 1

62.90. 10. 14 lsrael 147 237. 72. 166 laka i df i1 Unknown _Par grret er ct | 00%ct | 00$cphMai n$cphSachar $bt nSubmit. x in None 1
vwv aka. i df . i | / nai n/ sachar/

193. 47. 165. 251 |l srael 147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/main/scripts/css3pie. htc B ock 1

. . . |Wauthorized URL Access to

62.210.114. 129 - [France 147.237.76.42 Jrefuah. it 11|\ of o atal i of i1 /i p_storagel fil es/ & 3198, pdf / t r ackback/ Bl ock !

31.44.134.167 |Israel 147.237.72. 166 |aka if.i|  [D Stributed thauthorized UL Access on Bl ock 1
wwy aka. i df . il // mai n/rabanut/webresource. axd

79.178.155.71 | srael 147.237.72. 166 |aka idf i1 [KNown Parameter VI EVETATEGENERATCR i n None 1
wn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

54.245.64.111 |lhited Sates 147.237.77. 176 |nat pash.idf.il|Mil ti pl e Uhaut hori zed UR. Access from 54. 245. 64. 111 B ock 1

193. 201. 224. 176|\krai ne 147.237.77. 176 [nat pash.idf.il|Mil ti pl e Unhaut hori zed URL Access from 193. 201. 224. 176 B ock 1

68. 180.228. 117 |lhited Sates 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 68.180. 228. 117 B ock 1

Russi an S o

31.184.195. 166 eration 147.237.77. 216 |dover.idf.il |Suspici ous Response Code B ock 1

157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

54.245.64.111 |Lhited Sates 147.237.77. 176 [nat pash. i df . i ||Uhaut hori zed URL Access to ww cogat.idf.il/894-he B ock 1

193. 201. 224. 176|\krai ne 147.237.77. 216 |dover.idf.il |Lhauthorized UR. Access to wmww i df.il/newsite/english/main. stm B ock 1

68. 180.228. 117 |lhited Sates 147.237.77.216 |dover.idf.il |Uhauthorized URL Access to wan idf.il/jenin/sitel/english/nain index.stm B ock 1

31.193.51. 84 France 147.237.77. 216 |dover.idf.il |Dstributed Suspicious Response ode B ock 1

157.55.39.136 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1

62.90. 10. 14 I srael 147.237.72. 166 |aka idf i |OPKnown Parameter VI EVBTATEGENERATCR i n None 1
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