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|Top Attackers | n DDoS- Def ence |
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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 64. 125 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock |p Véb In drop 87
66. 249. 64. 121 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 81
66. 249. 69. 58 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 73
66. 249. 64. 129 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b I n drop 65
66. 249. 75. 44 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In drop 62
66. 249. 69. 74 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 49
66. 249. 69. 66 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb In drop 47
66. 249. 75. 52 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip V¢b In drop 44
66. 249. 75. 60 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 44
66. 249. 67. 21 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p V¢b In drop 44
66. 249. 67. 13 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 38
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df.il B ock Ip Véb In drop 37
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 34
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 31
66. 249. 67. 5 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p V¢b In drop 27
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 27
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 26
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 23
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Vb In drop 21
66. 249. 78. 254 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 21
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 19
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_Ip V¢b I n drop 19
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_|p VWb In drop 18
66. 249. 67. 22 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip Véb In drop 17
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 16
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 15
66. 249. 78. 153 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 14
66. 249. 78. 9 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 13
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 13
66. 249. 81. 202 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip Véb In drop 11
66. 249. 81. 196 Lhited Sates 147.237.0.34 tikshuv.idf .il Bl ock |p V¢b In drop 10
66. 249. 78. 146 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 9
66. 249. 64. 146 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock_Ip V¢b In drop 9
66. 249. 64. 154 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | B ock_Ip V¢b I n drop 8
66. 249. 78. 2 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 8
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip Véb In drop 7
66. 249. 67. 116 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 7
66. 249. 67. 159 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock |p Vb In drop 7
66. 249. 64. 150 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock_Ip V¢b In drop 7
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 6
66. 249. 64. 117 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 5
66. 249. 67. 104 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Ip Véb In drop 5
66. 249. 64. 146 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 5
66. 249. 89. 103 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 5
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 5
66. 249. 75. 72 Lhited Sates 147.237.0.19 nadi matal .idf.il Bl ock | p V¢b In drop 4
66. 249. 78. 222 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock_|p VWb In drop 4
66. 249. 83. 182 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 4
66. 249. 80. 67 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 4
66. 249. 67. 151 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip V¢b In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount |
46.137. 134. 188 I rel and 147.237.72. 156 anan. i df.il DVRep_P- N _40- 59 Per mt 10
46.137. 134. 188 I rel and 147.237.72. 166 aka.idf.il DVRep_P- N _40- 59 Per mt 10

93. 120. 27. 62 Ronmani a 147.237.76. 31 nakchal .idf.il DVRep B-N 60 100 B ock 1

98. 118. 10. 246 Lhited Sates 147.237.77. 170 naar achot . i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 1

93. 120. 27. 62 Ronani a 147.237.72. 167 ishurimaka.idf.il |DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
43. 255.191. 168 Japan 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
114.113.149. 70 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 168 Japan 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
114.113. 149. 70 Chi na 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 168 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
106. 186. 31. 127 Japan 147.237. 76. 148 gocenter. aka. idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237. 72. 156 anan.idf.il ET SCAN NVAP -sS wi ndow 3072 1
106. 186. 31. 127 Japan 147.237.72. 156 anan. i df.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
106. 186. 31. 127 Japan 147.237.0. 16 ny- kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237. 76. 197 e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173. 21 te DIvoire 147.237. 76. 196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
43. 255. 191. 168 Japan 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
177.85. 235. 107 Bazil 147.237.76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255.191. 168 Japan 147.237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
114.113.149. 70 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 168 Japan 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
106. 186. 31. 127 Japan 147.237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 4096 1
106. 186. 31. 127 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
106. 186. 31. 127 Japan 147.237.0. 17 m ny- kosher - kravi . i df . i | ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 130 147.237.76. 199 e. nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
221.235.188. 210 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1
196.47.173. 21 Mte DIvoire 147.237. 76. 196 e.sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255.191. 168 Japan 147.237.77. 234 hal ag.idf .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te ‘Message Acti on ‘Count
46.19. 85. 175 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 139
108. 26. 211. 158 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 107
46.117.187.198 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 71
37.26. 146. 233 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 65
84.109. 116. 71 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 34
66. 58. 211. 137 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 32
104. 237.108. 104 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 32
98.166.181.35 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 31
87.68. 76. 179 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 31
98.233.133.238 |Lhited Sates 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 31
37.142.109. 23 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 30
77.127.134.13 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 27
212.199. 104. 162|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
97. 89. 153. 18 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 16
37.142.109.23 [ srael 147.237.77. 233 |atal i of i1 Sgg;e”ansm‘t wthdifferent wndow gy 1p sequence mnitor |15
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 14
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
66. 57. 245. 64 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 12
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|SAMrul e drop drop 11
176. 12. 138. 153 |Israel 147.237.72. 166 |aka. i of i1 | V3 1d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 10
dr opped. Ret r ansni ssi on
73. 0. 86. 48 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
176. 12. 143. 193 |1 srael 147. 237. 72. 166 |aka i df i1 Invalid segnent retransmssion. Packet Sream ng Er_19i ne TP Invalid drop 10
dr opped. Ret r ansnii ssi on
69. 246. 170. 208 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
38.111.147.86 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
17.142.152.68 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
212.199. 182. 150|! srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 8
17.142.152.111 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 7
192.198.232. 94 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
70. 210. 16. 39 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
17.142.152. 111 |Wited Sates  |147.237. 77. 216 |dover. i of .| V& 1 d segnent retransmssion. Packet — (Sreaning Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
17.142.149.126 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
17.142.152.89 |Wited Sates  |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmssion. Packet  (Streamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 6
17.142.152.72 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
172.56. 39. 178 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
207.46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
17.142.152.89 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
160. 3. 12. 193 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
166.137.136.94 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 5
177.32.239. 241 |Brazil 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
38.111. 147. 86 Lhited Sates 147.237.77. 216 |dover.i df . i drop drop 5
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
17.142.152. 110 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
17.142.152.85 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 4
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
89.139. 185. 104 |Israel 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 3
98. 224. 44, 27 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry [ Target Address ‘S te Action ‘Count
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response GCode Qust om Tenpor ary B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il |Uhaut horized URL Access to www navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
173.233.5.51 Lhited Sates 147.237.72. 166 |aka.idf.il |D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
68. 180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il|Mil tipl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 2
188. 165. 15. 75 |Fance 147.237.76.42 |refuah.idf.i|Uhaut hori zed URL Access to 147.237.76. 42/ 994- 8928- he/ r ef uah. aspx B ock 1
68. 180. 228. 232 |[Lhited Sates 147.237.72. 166 |aka.idf.il |Di stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
157.55.39. 136 |Lhited Sates 147.237.72. 166 |aka.idf.il |Uhauthorized UR. Access to aka.idf.il/kiosk B ock 1
31.184. 195. 166 RUss an 147.237. 77. 216 |dover . i df .il|Suspi ci ous Response Code B ock 1
Federati on
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf.il |D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
37.142.109. 23 |Israel 147.237.77.233|atal .idf.il |Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
207. 46. 13. 79 Lhited Sates 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
109. 253. 149. 30 |l srael 147.237.77.233|atal .idf.il |Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
176.12. 138. 153 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code_ Qust om Tenpor ary B ock 1
207.46.13.104 |lhited Sates 147.237.77.233|atal.idf.il |Uhaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx B ock 1
157. 55. 39. 66 Lhited Sates 147.237.72. 166 |aka.idf.il |D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
176. 12. 143. 193 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response GCode Qust om Tenporary B ock 1
. . . . |Uhaut hori zed URL Access to
68. 180. 228. 217 [Lhited Sates 147.237.77. 234 |hel ag. i f .| viwn | ogi stics. atal .idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
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