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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 419018
23.27.13. 48 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 25210
212.34.23. 105 Jordan 147.237.77.216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 16100
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock |p Ve¢b In drop 3525
212. 34. 23. 105 Jor dan 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2712
212. 34. 23. 105 Jor dan 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 810
36. 79. 138. 183 | ndonesi a 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 37
197.0.178. 136 Tuni si a 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 28
185. 95. 206. 86 Iraq 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 11
2.54.190. 47 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6

190. 151. 178. 4 H Sal vador 147.237.76. 147 chinuch. aka.idf.il |L4 Source or Dest Port Zero drop 4

5. 102. 254, 188 | srael 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 3

176. 77. 90. 190 Russi an Federation 147.237. 76. 200 eitan.aka.idf.il |JLMPurple Gon Limt Htp drop 3
81.218. 101. 66 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 3
52.53.222.9 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |Bock Np All Net drop 1

176. 77. 90. 190 Russi an Federati on 147.237.76. 200 eitan.aka.idf.il |JLM Under Attack Con Htp drop 1
185.94.111. 1 Russi an Federation 147.237.77.121 e navy.idf.il ock Wdp Al _Nets drop 1
37.26.149. 171 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address [Site Sgnature

80. 246. 130. 145 |[Israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.0l in the URL B ock 6
184.168.193.34 |lhited Sates |147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
62.90. 2. 157 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL B ock 4
217.132.28.224 |[israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.0l in the URL B ock 2
5.102.254.188 [Israel 147.237.77.216|dover.i df.i| [12026: HITP. LA C DDoS Tool (Q\LY enabl e when under DoS att ack) B ock 2
51.254.97.192 |Fance 147.237.72. 166 |aka. i df . i | C1000074: HTTP. maj estic bot B ock 2
162. 250. 190. 142|Canada 147.237.77.216|dover. i df.i|l |CLO0O0008: HTTP: Xenu User Agent B ock 1
68.68.96.231  |Wnited Sates |147.237.77.74 |lawidf.il ﬁfgab'?my PHP-C3 Qeery String Paraneter Information O sclosure B ock 1
106. 38. 241. 106 [Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou-+web+spi der B ock

106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i [|C1000071: HTTP: User Agent Sogou+web+spi der B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count|
66. 249. 66. 15 147.237.77.170 |Wnited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 106
184.168.193.34  [147.237.77.74 |Lnited Sates lawidf.il SQ Injection - Select From 9
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
212.34.23. 105 147.237.77.216 |Jordan dover.idf.il portscan: TCP D stributed Portscan 2
82.81.14. 118 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
213.57.231.197  |147.237.72.166 |[lIsrael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 255 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
46.4.79.76 147.237.0. 16 Ger many ny- kosher - kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
185.6.57. 25 147.237.77.216 |Palestinian Territory, Qrcupied |dover.idf.il portscan: TCP DO stributed Portscan 1
14. 189. 248. 238 147.237.76.34 |V etnam yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 8. 100. 84 147.237.77.178 |Fance e. mat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
159. 8. 100. 84 147.237.0. 17 France mny-kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 65. 12. 69 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
88. 249. 106. 23 147.237.76.177 |Turkey ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.76.39  [Netherl ands nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 1024 1
216.227.58.7 147.237.77.234 |Wited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
46.151. 52. 139 147.237.77.74  |lkraine lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.4.79.76 147.237.8.24 Ger nany elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 120. 159. 146 |147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
40. 84. 159. 128 147.237.77.212 |Wited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 8. 100. 84 147.237.76.39  |France nobi | e. nei tav. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
112.196.49. 101  |147.237.8.14 I ndi a e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.173. 99. 58 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address |Ste Signature Action ‘Count

197.0.178.136 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1760

2.54.172. 210 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 345

212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 327

23.27.13.48 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 298

36.79.138. 183 |l ndonesi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 237

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 74
Sreanming Engine: TCP Invalid i i ssi

212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. 64
Ret ransm ssi on Packet dr opped.

66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 56

66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 51

66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41

134.191. 232.68 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor  [35

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31

212.76.127.219 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 30

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28

176. 77. 90. 190 RJSIS::t”ion 147.237.76.200 |eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 26

152. 62. 109. 209 |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24

66. 249. 65.224 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
Sreanming Engine: TGP Invalid i i ssi

80. 246. 139. 177 |l srael 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. g 21
Ret ransm ssi on Packet dr opped.

212.76.127.10 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
Sreamng Engine: TCP Invalid i i ssi

176.13. 4. 41 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Imvalid segnent retransmssion. g 21
Ret r ansn ssi on Packet dr opped.

50.117. 45. 59 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 20

62. 90. 94. 218 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20

41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 20

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi

109. 253. 141. 46 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dr opped.

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16

109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15

46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14

46. 19. 85. 215 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 13

192.114.187.77 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i Ssi

2.54.146.75 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 12
Ret r ansmi ssi on Packet dr opped.

212.179. 132. 203|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

212.117. 154. 242l srael 147.237.72.167 |ishurimaka. i f .i[Bad TCP sequence Invalid ACK nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi

2.55.61. 118 I'srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi

2.53.32. 46 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 12
Ret r ansmi ssi on Packet dr opped.

105. 188. 125. 44 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

86.99. 182, 23g | ted Arab 147. 237. 77. 216 |dover i df . i Bad TCP sequence SN retransnit with different monitor  [12

Emrat es wi ndow scal e

2.54.190. 47 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
Sreamng Engine: TCP Invalid i i ssi

66.249.79.10  |Wnited Sates  |147.237.72. 166 |aka i df.il 9 =g Imvalid segnent retransmssion. g 11
Ret r ansn ssi on Packet dr opped.

41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11

46. 19. 85. 158 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11

66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10

136. 237. 18. 10 Lhited Sates 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10

68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

2.54.187. 207 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i ssi

176.13.10.131 |Israel 147.237.77. 243 |nobi l e. i of . 9 =g Invalid segnent retransmssion. 9
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
87.70.8.19 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
176.13.21.101 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 65
46.19. 85. 193 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 49
109. 253. 150. 242|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
176.13. 16. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
46.19.85.119  |Israel 147.237.77. 243 |nobi | e. i df . i | fbﬁ”:t o T?'f’fs:cﬁ;ra; Lﬁgngi:z;jo"‘%d in B ock 13
5. 29. 103. 206 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthori zed Method for Known URL from 5. 29. 103. 206 B ock 12
46.19. 85. 246 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
213. 8.10. 16 I srael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HITP Mt hod B ock 5
176.13. 4. 41 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Gode B ock 5
80. 246. 139. 177 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
109. 253. 141. 46 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code Bl ock 4
176.13.4. 77 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 201. 101 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 129 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
213.57.70.14 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Gode B ock 3
176.13.10. 131 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
46.19. 86. 211 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.53.58. 66 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.29.178. 115 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.190. 47 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 158 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
193. 254.206.6 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed URL Access from 193. 254, 206. 6 B ock 2
46.19.85.117  |israel 147.237.77. 243 |nobi | e. i df . i | fbﬂf%T’i’f’?s\gcﬂaﬁiczgnz%‘gsﬁzmd in B ock 2
194. 90. 128. 185 |l srael 147.237.77.216|dover . i df . i Ml tiple Unhauthorized URL Access from 194. 90. 128. 185 B ock 2
176.13.16. 113  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
45.32.73.23 Net her | ands 147.237.77.216|dover.idf . i Unaut hori zed URL Access to waw idf.il/anan Bl ock 1
213. 8. 10. 16 I srael 147.237.76.31 |nakchal .idf.i|l |Unauthorized LR. Access to vww nakhal .idf.il/sip_storage/files/8/ B ock 1
95.102.62.178 [Yovakia 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df .il/1133-19265- he/ dover. aspx. [B ock 1
81.218. 251. 252 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout . css B ock 1
2.54.190. 127 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
68.180.229. 154 [lnited Sates 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/5/ 112745, pdf  |Bl ock 1
213.57.224.195 |lsrael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
31.154. 41. 17 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
212.179.21.194 |Israel 147.237.76. 200 |ei tan. aka. i df . i | m“;hto;;ig_ :\’3; hﬂd/gh';?; o, aspx None 1
91. 231. 54. 26 kr ai ne 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/404. aspx' Bl ock 1
62.90.77.198  |israel 147.237.72.166 |aka. i df . i | m;&;ﬂt;ﬂlﬁi‘;ﬁ ';j’rs'aéﬁ:r /'\f;;‘_oadsgxor Known LRL on Bl ock 1
150.70.173.50  [Japan 147.237.77.233|at al . i df . i | el ot ot zed W .Agscsis on Bl ock 1
109. 65. 43. 128 |l srael 147.237.77. 216 |dover.idf .l Dstributed Unauthorized URL Access on wwuidf.il/https:/wwidf.il/ [B ock

46.19. 85. 68 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock
82.81.101.178 [Israel 147.237.77.216|dover.idf . il Dstributed Wauthorized URL Access on waw idf.il/error. htm Bl ock
193.254.206.6 |Israel 147.237.76.86 |navy.idf.il m”;;f’;_'izdiéi T’f’;i g‘jgfifa;; {11 o5/ 3/ i 263380/ 1633, pg Bl ock 1
176.13.7.177 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
68.180.230.45 |[hited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
109. 253. 215. 235]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
213.57.224.195 |lsrael 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
31. 184. 238. 200 g{sj:;;nl on 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/656-en/ Bl ock 1
212.235.62. 200 |l srael 147.237.77.216|dover. i df . il Distributed Unhaut hori zed HTTP Met hod Bl ock

94.188. 161. 145 |l srael 147.237.77.216|dover.idf . il Distributed Unaut horized HTTP Met hod Bl ock 1
2.53.43. 48 I srael 147.237.76.42 |refuah.idf.jl  [PStributed thadthorized URL Access on Bl ock 1

147. 237. 76. 42/ st yl e/ shared/ r eset . css
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