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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address

|9 gnature | Devi ce Action |Count |

|veb Ste

37.142.227.19 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 108
66. 249. 79. 32 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock Ip Vb In drop 92
66. 249. 79. 40 Lhited Sates 147.237.77.170 naar achot . i df. il Bl ock Ip Vb In drop 86
66. 249. 79. 24 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock_|p Veb In drop 78
66. 249. 73. 211 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p_ V¢b_In dr op 76
66. 249. 73. 203 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 72
66. 249. 65. 191 Lhited Sates 147.237.0. 34 tikshuv.idf .il Bl ock |p Véb In drop 59
66. 249. 67. 29 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p Véb In drop 56
66. 249. 65. 195 Lhited Sates 147. 237.0. 34 tikshuv.idf.il Bl ock I p Véb In drop 55
66. 249. 73. 233 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Véb In drop 48
66. 249. 73. 219 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ V¢b_In dr op 45
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df.il Block Ip Vb In drop 44
66. 249. 67. 21 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Ip Véb In drop 41
66. 249. 73. 129 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p Véb In drop 40
66. 249. 73. 187 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 39
66. 249. 73. 195 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 37
66. 249. 79. 34 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock |p_ V¢b In dr op 34
66. 249. 67. 89 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Ip Vb In drop 33
66. 249. 78. 144 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock |p Véb In drop 32
66. 249. 67. 81 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Ip Vb In drop 29
66. 249. 73. 241 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Véb In drop 29
66. 249. 78. 137 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_|p Veb In drop 29
66. 249. 65. 199 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_ V¢b_In dr op 27
66. 249. 79. 50 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Vb In drop 26
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p Véb In drop 26
66. 249. 78. 204 Lhited Sates 147. 237. 77. 176 nat pash. i df i | Bl ock Ip Vb In drop 26
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock Ip Véb In drop 25
66. 249. 79. 157 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock Ip Véb In drop 23
66. 249. 79. 34 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ V¢b_In dr op 23
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 23
66. 249. 67. 37 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock |p V¢b In drop 22
66. 249. 78. 130 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock |p V¢b_In drop 22
66. 249. 79. 42 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 19
66. 249. 67. 136 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock_|p Veb In drop 17
66.249.79.5 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ V¢b_In dr op 15
66. 249. 78. 147 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Vb In drop 13
66. 249. 64. 114 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock Ip Véb In drop 12
66. 249. 75. 96 Lhited Sates 147. 237. 77. 234 hal ag. i df i Bl ock Ip Vb In drop 12
66. 249. 67. 120 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock Ip Vb In drop 12
66. 249. 65. 132 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Véb In drop 11
66. 249. 79. 42 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock | p_ V¢b_In dr op 11
66. 249. 80. 83 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 10
66. 249. 67. 74 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 10
66. 249. 65. 200 Lhited Sates 147. 237. 77. 233 atal.idf.il Bl ock Ip Vb In drop 10
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Vb In drop 9
66. 249. 65. 136 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Véb In drop 9
66. 249. 64. 45 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p_ V¢b_In dr op 9
66. 249. 75. 104 Lhited Sates 147.237.77. 234 hal ag.idf.il Block Ip Vb In drop 9
66. 249. 67. 73 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Vb In drop 8
66. 249. 93. 242 Lhited Sates 147.237. 72. 166 aka.idf.il Bl ock | p Véb In drop 8
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te | Name | Devi ce Action |Oount |
109. 163. 226. 153 [Ronani a 147.237.77.216 |dover.idf.il DVRep_B-N _60_100 Bl ock 2
50. 141. 72. 15 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.201 |e.atal.idf.il DVRep_B-N _60_100 Bl ock 1
93. 120. 27. 62 Rormani a 147.237.76.200 |eitan.aka.idf.il |DVRep_B-N 60_100 B ock 1
93.120. 27. 62 Ronani a 147.237.77.178 |e.natpash.idf.il |DVRep_B-N 60_100 B ock 1
50. 7. 159. 11 Cer many 147.237.77.233 |atal.idf.il DVRep_B-N _60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N _60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name | Count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
173.243.112. 103 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il ET SCAN NVAP -f -sS 1
43.255. 191. 141 Japan 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
173.230. 174. 84 Canada 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 141 Japan 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
117.135. 163. 104 Chi na 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 141 Japan 147.237.76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
107.167.181. 107 Lhited Sates 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.196. 147. 122 Cer many 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 226. 2. 99 Chi na 147.237.77. 19 lawforumidf.il ET SCAN NVAP -sS w ndow 2048 1
1.192.129. 232 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 226. 2. 99 Chi na 147.237.77.19 |l awforumidf.il ET SCAN NVAP -f -sS 1
207.188. 83. 213 Canada 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 67 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 243.112. 103 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 141 Japan 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
173.230.174. 84 Canada 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255.191. 141 Japan 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
117.135.163. 104 Chi na 147.237.77.74 lawidf.il ET SCAN NVAP -sS w ndow 3072 1
43.255. 191. 141 Japan 147.237. 76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
107.167.181. 107 Lhited Sates 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS w ndow 3072 1
43.255. 191. 141 Japan 147.237.76. 30 hi nush.idf.il ET SCAN Potential SSH Scan 1
107.167.181. 107 Lhited Sates 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -f -sS 1
1.192.129. 232 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
101. 226. 2. 99 Chi na 147.237.77. 19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
1.192.129. 232 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -f -sS 1
88. 163. 237. 65 Fance 147.237. 0. 200 nu.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 Lhited Sates 147.237.77. 216 dover.idf.il ET DRCP Dshiel d B ock Listed Source 1
61. 240. 144. 65 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.243.112.103 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
58. 20. 54. 249 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country
46. 116. 159. 233 |Israel 147.237.77. 243 |mbile.icf. i1 | v 1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 28
dr opped. Ret r ansn ssi on
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 28
176.12.150.2  |israel 147.237.0.19  |madi matal .icf.i[ "3 d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on
24.44.234.157 |nited Qates |147.237.77. 216 |dover.idr.it | V@ 1d segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on
46. 19. 86. 183 | srael 147.237.77. 176 |natpash.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 3
37.26. 147. 214 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.120.2.117  |israel 147. 237. 77. 216 |dover. i df . i | i:;';e”ansmt wthdifferent wndow 1o 1p sequence noni t or 2
188. 120. 148. 223l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
84.111.187.17 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
37.16.72.139 France 147.237.77.74 |lawidf.il I nval i d ACK nunber Bad TCP sequence alert 1
216.218.206.91 |lhited Sates |147.237.77.61 |e.cogat.idf.il |Geo-location inbound enforcenent Geo- 1 ocati on enf or cenent drop 1
46.19. 86. 183 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
84.111.187.17 |lsrael 147.237.72. 166 |aka. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
220.181.108. 172|Chi na 147.237.72. 166 |aka.idf.il FHrst packet isn't SN drop drop 1
46. 19. 85. 183 | srael 147.237.77.74 |lawidf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 241 | srael 147.237.72. 166 |aka.i df.i | I nval i d ACK nunber Bad TCP sequence noni t or 1
198. 20. 69. 74 Lhited Sates |[147.237.77.216|dover.idf.il SAMrul e drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |[Ste Action ‘Count
176. 12. 139. 92 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 399
176. 12. 150. 2 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 289
176.12.144.99 |lIsrael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 73
176. 12. 149. 92 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 49
157.55.39.176 |lited Sates  |147.237.76.86 |navy.idf.il Wnaut hori zed LRL Access to B ock 3
W navy. i df . il /gi yus/forum asp/ showf or um asp
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il whn navy. i df . i | /994- 8613- hel navy. aspx. aspx B ock 2
84.228.113. 160 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
185. 32. 176. 22 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
5.29.137.7 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
157.55.39.176 |lhited Sates 147.237.76.86 |navy.idf.il Ml tipl e Uhaut hori zed URL Access from 157. 55. 39. 176 B ock 2
80. 246. 130. 151 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i |/ bamahane B ock 1
; s Unaut hori zed URL Access to
207.46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il i df i 1/ nevsi t ef engl i sh/ 111803- 2. st m B ock 1
5. 255. 253. 124 :ZZ:;} o 147. 237. 77. 216 |dover. i df .i| Unaut hori zed URL Access to wani df . il/1294- he/ v i df i1 B ock 1
157.55. 39. 3 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df.il/capt cha. ashx B ock 1
S Unaut hori zed URL Access to
188. 165. 15. 238 |FRance 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ 994- 8832- he/ r ef uah. aspx B ock 1
84.111.187. 17 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
207.46. 13. 37 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover . aspx |B ock 1
31.193.51. 84 France 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 1
78.46.174. 137 Cer many 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
190. 122. 127. 72 Eég:t:l“i (éan 147.237.72. 166 |aka.idf. il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
207.46. 13. 95 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
s Unaut hori zed URL Access to
37.16.72.139 France 147.237.76.86 |navy.idf.il W navy. i df . i | / 1132- 8613- he/ navy. aspx. aspx B ock 1
: s Unaut hori zed URL Access to
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il wan i df i 1/ nevsi t e/ engl i sh/ 0608-2. stm B ock 1
78.46. 174. 143 Cer many 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
195. 200. 205. 225|i srael 147.237.72. 166 |aka.i df . Wnknown Paraneter _VI BASTATEGENERATCR i n None 1
wn aka. i df . i |/ mai n/ sachar/f agsel ecti on. aspx
176.12.140. 201 |l srael 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
87.68.44.174  |israel 147. 237. 72. 166 |aka i df .i Unknown Parameter __VI ENETATEGENERATCR i n None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
212.117. 135. 226|l srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter g in ww aka.idf.il/nain/giyus/login. aspx None 1
46.120.2.117  |israel 147.237.77. 216 |dover. i f . i1 Ml tiple Ful lw dth/ sl fw dth Uhi code Encoding on UR/ Paraneter (+) (g o 1
from46.120. 2. 117
188. 165. 15. 23  |Fance 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39. 137 |Lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
79.178. 166. 159 |Israel 147.237.0.17 [PV kosher-kravi.1df-1 1sg Untraceabl e Connection - Unknown Server Gertificate None 1
195.244.23.42  |Israel 147.237.72. 166 |aka i df . i1 Wnknown Paranet er modul eT. 0GTo in None 1
wwy aka. i df.il/nai n/gi yus/| ogi n. aspx
157.55.39. 3 Lhited Sates 147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 157.55. 39. 3 B ock 1
70. 167. 8. 42 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ 321- en/ pat zar . aspx  |B ock 1
s Unaut hori zed URL Access to
188.165.15.198 |France 147.237.77. 216 |dover. i df. 11 wwi i df . i 1/ engl i sh/ announcenent s/ 2003/ nar ch/ 06z. st m Bl ock !
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