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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 73. 203 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 87
66. 249. 79. 32 Lhited Sates 147.237.77.170 naar achot . i df . il B ock |p Vb In drop 77
66. 249, 73. 211 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 75
66. 249. 79. 24 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_Ip V¢b I n drop 70
66. 249. 79. 40 Lhited Sates 147.237.77.170 naar achot . i df .l B ock_|p VWb In drop 69
66. 249. 67. 73 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 64
66. 249. 73. 219 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Véb In drop 45
66. 249. 73. 233 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 43
66. 249. 65. 195 Lhited Sates 147.237.0.34 tikshuv.idf.il Bl ock | p V¢b In drop 36
66. 249. 67. 89 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b I n drop 35
66. 249. 78. 204 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 35
66. 249. 65. 199 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip Véb In drop 34
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock |p Véb In drop 30
66. 249. 78. 154 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 29
66. 249. 67. 81 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 27
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 27
66. 249. 65. 191 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_|p VWb In drop 27
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . il B ock Ip Véb In drop 26
66. 249. 73. 129 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Vb In drop 24
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 23
66. 249. 79. 50 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock_Ip V¢b In drop 23
66. 249. 79. 42 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 22
66. 249. 73. 241 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In drop 21
66.249.79.5 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 21
66. 249. 73. 238 Lhited Sates 147.237.72. 156 aman, i df il Block Ip Vb In drop 20
66. 249. 73. 195 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 20
66. 249. 67. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 19
66. 249. 78. 137 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b I n drop 19
66. 249. 79. 34 Lhited Sates 147.237.77. 226 vy chamat z. aka. i df . i | B ock_|p VWb In drop 18
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 18
66. 249. 75. 104 Lhited Sates 147.237.77. 234 hal ag. i df .i | Block Ip Vb In drop 18
66. 249. 65. 132 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock Ip Véb In drop 17
66. 249, 73. 187 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 16
66. 249. 78. 147 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b I n drop 15
66. 249. 78. 130 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 15
66. 249. 65. 200 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 15
66.249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 14
66. 249. 78. 161 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 14
66. 249. 79. 34 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 14
66. 249. 79. 157 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 14
66. 249. 79. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 12
66. 249. 67. 37 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 12
66. 249. 65. 136 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb In drop 11
66. 249. 69. 3 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock |p V¢b_In drop 11
66. 249. 67. 29 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 10
66. 249. 78. 144 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b I n drop 10
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_|p VWb In drop 7
66. 249. 79. 31 Lhited Sates 147.237.77.170 naar achot . i df.il B ock Ip Véb In drop 7
66. 249. 75. 96 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Ip Véb In drop 6
66. 249. 65. 139 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip V¢b In drop 6
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|Top Attackers In IPS|

Attacker Address |Att acker Gountry |Tar get Address |S te |Name |Davi ce Action |Oount |
180. 76. 5. 193 Chi na 147.237.76. 86 navy.idf.il DVRep_P- N 40- 59 Per mt 67
46.137.134.188 |lrel and 147.237.72.166 |aka.idf.il DVRep_P- N 40- 59 Per mt 10
46.137.134.188 |lrel and 147.237.72.156 |anan.idf.il DVRep P- N 40-59 Per mt 10

75. 63. 16. 102 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
209.179.77.109 |lhited Sates 147.237.76. 86 navy.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2

198. 20. 69. 98 Lhited Sates 147.237.76.201 |e.atal.idf.il DVRep B-N 60_100 B ock 1

198. 20. 69. 98 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 B ock 1

93. 120. 27. 62 Romani a 147.237.8. 14 e.orchot.idf.il |[DVRep_B-N 60_100 B ock 1

198. 20. 69. 98 Lhited Sates 147.237.76.197 |e.hinush.idf.il |DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

A(;tuarl]ikre)r/ ‘Tar get Address |Ste
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 6
196.47.173.21 |Gte Dlvoire 147.237.0. 19 nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
122 4.175.179 |china 147 237.0.35 lakavs.icf.il Egr(fﬁl\l Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
89. 248. 162. 228 |Net her| ands 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 |Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
219.95.136. 73 |Mi aysia 147.237.76.31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
61.240. 144. 66 |China 147.237.8.27 |e.nadimatal.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
217.21.62.243 |Belarus 147.237.76.200|eitan. aka.idf.il |ET SCAN Potential SSH Scan 1
217.21.62.243 |Belarus 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 1
217.21.62.243 |Belarus 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |Gte Dlvoire 147.237.0.19 nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 4096 1
99. 196. 255. 145 |Lhited Sates 147.237.77. 216 |dover.idf.il C5- WNDOMAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 1
85. 204. 147. 132 |Rormani a 147.237. 77. 227 |e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 67 |China 147.237.8.27 |e.nadimatal.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
217.21.62.243 |Belarus 147.237.76.201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.77.19 [lawforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
217.21.62.243 |Belarus 147.237. 76. 199 |e. nakchal .i df . il ET SCAN Potential SSH Scan 1
217.21.62.243 |Belarus 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
217.21.62.243 |Belarus 147.237. 76. 148 |gqcenter. aka. i df . i |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 8

71.15.43.145 |tited Sates  |147.237.77. 216 |dover.idf .il nvalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on

116. 100. 176. 35 |M et nam 147. 237.77. 216 |dover.i df . i | Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 3
dr opped. Ret r ansni ssi on

105. 210. 180. 197 |South Arica 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2

130. 211. 181. 48 147.237.0.35 |akaws.idf.il drop drop 2

184. 105. 139.88 |lhited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

8.37.228. 81 g”;(;‘lym“s 147.237.77. 233 |atal i df .l Response out of state Bl ock HTTP Non Conpl i ant monitor |1

36. 85. 216. 62 | ndonesi a 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1

37.46. 39. 247 | srael 147.237.72. 166 |aka.idf .i | I nval id ACK nunber Bad TCP sequence noni t or 1

46.117.22. 61 | srael 147.237.72. 167 |i shurimaka.i df.il|l nval i d ACK nunber Bad TCP sequence noni t or 1

5.9.97.92 CGer many 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation i nbound enforcenent Geo-| ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address ‘S te Action ‘Count
99. 196. 255. 145 |Lhited Sates 147.237.77. 216 |dover.idf.il |Miltipl e Unaut hori zed URL Access from 99. 196. 255. 145 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
95. 86. 88. 239 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to www aka.idf.il/nai n/haredi niwebresource. axd |B ock 2
157.55. 39. 6 Lhited Sates 147.237.77.216|dover.idf.il |Uhauthorized URL Access to wwidf.il/aman/ B ock 1
Russi an s Unhaut hori zed URL Access to
5. 255. 253. 124 Feder at i on 147.237.77. 216 |dover.idf.il waw i dff i 1/ engl i sV or gani zat i on navy/ servi ce. stm B ock 1
188. 138. 17. 205 |Fance 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
157. 55. 39. 42 Lhited Sates 147.237.77.216|dover.idf.il |Uhauthorized URL Access to www idf.il/newsitelenglish/0227-1e.stm B ock 1
58.26.102.194 |M aysia 147.237.77. 216 |dover.idf.il |D stributed Unknown HTTP Request Mt hod B ock 1
201. 246. 150. 160 l e 147. 237.77. 176 |nat pash. i of .i || U7KNOWn HTTP Request Method GOXX in LR Bl ock 1
waw cogat . i df . i | /894- en/ nat pash. aspx
99. 196. 255. 145 |Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to ww i df.il/shared/ clientscripts/{0} B ock 1
157. 55. 39. 55 Lhited Sates 147.237.77. 176 |nat pash. i df . i | |Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
212.143.152.29 |Israel 147.237.72. 166 |aka icf i1 [Known Parameter VI EVBTATEGENERATCR i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
99. 196. 255. 145 |Lhited Sates 147.237.77. 216 |dover.idf.il |XSS- Basic 3 B ock 1
157. 55. 39. 103 Lhited Sates 147.237.77.233|ata .idf.il D stributed Whaut hori zed URL Access on 147.237.77.233// B ock 1
79.177.32. 15 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
116. 100. 176. 35 |Vi et nam 147.237.77. 216 |dover.idf.il |Dstributed Suspici ous Response Code B ock 1
2.54.59.192 | srael 147.237.72. 166 |aka.idf .il Uhknown Par anet er ct | 00$ct | 00$t xt Sear ch in ww aka. i df.il/nai n/ sachar/ None 1
184.105. 139. 67 |Lhited Sates 147.237.77.216|dover.idf.il |Uhaut horized URL Access to 147.237.77.216/ B ock 1
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