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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
66. 249. 73. 203 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 125
66. 249. 79. 32 Lhited Sates 147. 237. 77. 170 n@ar achot . i df . i | Block Ip V¢b In drop 119
41.105. 183. 243 Ageria 147.237.77. 216 dover.idf.il DCB- HTTP-fi ref | ood dest - r eset 107
66. 249. 79. 24 Lhited Sates 147.237.77.170 naarachot . i df . il ock | p Wb _In drop 90
66. 249. 79. 40 Lhited Sates 147.237.77.170 naar achot . i df .i | ock | p_ VWb In dr op 80
66. 249. 73. 211 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 68
66. 249. 73. 219 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 68
66. 249. 78. 197 Lhited Sates 147. 237. 77. 176 nat pash. i df i | Block Ip V¢b In drop 57
66. 249. 67. 81 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock_Ip Véb In drop 51
66. 249. 65. 199 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | ock |p Wb In drop 47
66. 249. 67. 89 Lhited Sates 147. 237. 76. 42 refuah.idf.il ock | p_ VWb In dr op 44
66. 249. 67. 73 Lhited Sates 147.237. 76. 42 refuah.idf.il Block Ip Véb In drop 44
66. 249. 73. 195 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 43
66. 249. 73. 129 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Véb In drop 37
66. 249. 65. 191 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Bl ock | p Véb In drop 35
66. 249. 73. 233 Lhited Sates 147.237.77. 233 atal.idf.il ock |p Wb In drop 35
66. 249. 73. 187 Lhited Sates 147.237.77. 74 lawidf.il ock | p_ VWb In dr op 30
66. 249. 78. 161 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Véb In drop 25
66. 249. 78. 159 Lhited Sates 147. 237. 77. 216 dover.idf.il Block Ip V¢b In drop 24
66. 249. 78. 190 Lhited Sates 147. 237. 77. 176 nat pash. i df i | Block Ip V¢b In drop 24
66. 249. 65. 200 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Véb In drop 24
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover. i df.il ock |p Wb In drop 23
66. 249. 78. 154 Lhited Sates 147.237.76. 86 navy.idf.il ock | p_ VWb In dr op 23
66. 249. 79. 50 Lhited Sates 147.237.77. 226 W chanmat z. aka. i df . i | Block Ip Véb In drop 22
66. 249. 79. 34 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p Vb In drop 22
66. 249. 65. 132 Lhited Sates 147. 237. 77. 233 atal .idf.il Block Ip V¢b In drop 22
66. 249. 79. 42 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock | p Véb In drop 19
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover. i df.il ock |p Wb In drop 19
66. 249. 79. 50 Lhited Sates 147.237.72. 166 aka.idf.il ock | p_ VWb In dr op 19
66. 249. 67. 37 Lhited Sates 147.237. 76. 42 refuah.idf.il Block Ip Véb In drop 19
66. 249. 79. 157 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip V¢b In drop 18
66.249.79.5 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_V¢b In drop 17
66. 249. 78. 144 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ip Véb In drop 17
66. 249. 78. 130 Lhited Sates 147.237. 76. 86 navy.idf.il ock | p Wb _In drop 16
66. 249. 67. 21 Lhited Sates 147. 237. 76. 42 refuah.idf.il ock | p_ VWb In dr op 15
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Véb In drop 15
66. 249. 65. 136 Lhited Sates 147.237.77. 233 atal .idf.il B ock |p Wb In drop 15
66. 249. 73. 241 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock |p Véb In drop 15
66. 249. 78. 147 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ip Véb In drop 14
66. 249. 78. 137 Lhited Sates 147.237. 76. 86 navy.idf.il ock | p Wb _In drop 14
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il ock | p_ VWb In dr op 14
66. 249. 79. 34 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | Block Ip Véb In drop 13
66. 249. 67. 29 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock | p Vb In drop 12
66. 249. 65. 139 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_V¢b In drop 11
66. 249. 65. 195 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Bl ock |p Véb In drop 10
66. 249. 79. 42 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | ock I p Vb _In drop 10
66. 249. 79. 39 Lhited Sates 147.237.77.170 naar achot . i df .i | ock | p_ VWb In dr op 9
66. 249. 65. 135 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Véb In drop 8
66. 249. 67. 136 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock |p Vb In drop 8
66. 249. 92. 63 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_V¢b In drop 7
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te | Name |mvi ce Action |Ooum |
198. 20. 69. 98 Lhited Sates 147.237.72. 156 anan.idf.il DVRep_B-N 60_100 B ock 1
62. 210. 254. 239 France 147.237.77. 216 dover.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.212 e.dover.idf.il DVRep B-N 60 100 B ock 1
68.117.176. 190 Lhited Sates 147.237.77. 216 dover.idf.il C1000004: HITP. options nethod (M crosoft) B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.234 hal ag.i df .il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.72. 156 anan. i df.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 24 e.lifestyle.idf.il|DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | At tacker Country | Target Address |ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
122.228. 207. 77 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
91.224.132.118 Russi an Federation 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
130. 0. 232. 53 Lkr ai ne 147.237.76. 86 navy.idf.il @@L WB SERVER webal i zer access 1
89. 248. 162. 228 Net her | ands 147.237.0. 17 mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 77 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
80. 55. 55. 59 Pol and 147.237.77.176 nat pash. i df .| ET SCAN NVAP -sS w ndow 4096 1
122.228.207. 77 Chi na 147.237.77.179 enazi.idf.il ET SCAN Potential SSH Scan 1
80. 55. 55. 59 Pol and 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -f -sS 1
122.228. 207. 77 Chi na 147.237.77.19 |l awforumidf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.76.176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
122.228. 207. 77 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
217.21. 62. 243 Bel ar us 147.237. 76. 30 hi nush. i df.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
130. 0. 232. 53 Lkr ai ne 147.237. 76. 86 navy.idf.il SERVER WEBAPP webal i zer access 1
89. 248. 162. 228 Net her | ands 147.237.77. 212 e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 77 Chi na 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 Tur key 147.237.77. 19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 77 Chi na 147.237.77. 226 waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
80. 55. 55. 59 Pol and 147.237.77. 176 nat pash. i df.i | ET SCAN NVAP -sS w ndow 2048 1
122.228. 207. 77 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
62.33.1.12 Russi an Federation 147.237.77. 226 wan chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 77 Chi na 147.237.76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.76.176 test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.228.207. 77 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 28

176.12.145.37 |Israel 147.237.77. 216 |dover.icf. i1 | V@ 1d segnent retransmssion. Packet (Sreanmng Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on

24.96.244.159 |United Sates  |147.237.77. 216 |dover.icf.i1  |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on

176.12. 137. 242 |israel 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransnission. Packet Sreannng @gl ne: TP Invalid drop 12
dr opped. Ret r ansni ssi on

176.12. 136. 222 |Israel 147.237.77. 216 |dover. i of i1 | VA 1d segment retransmssion. Packet |Streamng Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on

105. 210. 180. 197|South Africa 147.237.77. 216 |dover.idf.il SAMrul e drop drop 4

101. 226. 33. 218 |chi na 147. 237. 77. 216 |dover i df . i1 Invalid segnent retransmssion. Packet Srearmng qul ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on

180. 153. 206. 17 |cni na 147. 237. 77. 216 |dover i df i1 Invalid segnent retransnission. Packet Sreamng qul ne. TGP Invalid drop 2
dr opped. Ret r ansni ssi on

157.55.39.42  |Wited Sates  |147.237.77. 216 |dover.icf.i1 | VA 1d segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 2
dr opped. Ret r ansn ssi on

112. 65. 193. 14 Chi na 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2

31. 184. 195. 166 Russi an 147. 237. 77. 216 |dover i df i1 Inval id segnent retransnission. Packet Sreannng EI'.]gI ne: TP Invalid drop 2

Federation dr opped. Ret r ansni ssi on

46. 19. 86. 49 | srael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1

141.212.122.51 |lLhited Sates 147.237. 76. 198 |e. yohal an.i df .i1|Geo- | ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1

5.9.97.92 CGer many 147.237.76. 201 |e.atal .idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

96.44.189.100 |Whited Sates 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1

5.9.97.92 Ger many 147.237.77.61 |e.cogat.idf.il |Geo-location inbound enforcenent Geo- | ocat i on enf or cenent drop 1

198. 20. 69. 74 Lhited Sates 147.237.77.19 |lawforumidf.il|SAMrul e dr op drop 1

65.95.220.12  |canada 147.237.77.216|dover.idf.il  [invalid checksum Packet dropped. ghr:?;"sngmﬁqg' ne: TP Invalid drop 1

98.248.77.179 |Whited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1

216.218. 206. 78 |lhited Sates 147.237.76.44 |e.refuah.idf.il |Geo-1ocation i nbound enforcenent Geo- | ocat i on enf or cenent drop 1

141.212.121. 163|lhited Sates 147.237.76.202|e.halag.idf.il |Geo-1ocation inbound enf or cenent Geo- | ocati on enf or cenent drop 1

65.95.220.12  |Canada 147.237.77. 233 |atal .i df il Invalid checksum Packet dropped. ghr:?;"sngmﬁqg' ne: TP Invalid drop 1

98.248.77.179 |Whited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.121. 167|Lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1ocation i nbound enforcenent Geo- | ocat i on enf or cenent drop 1

70.39.186.222 |Satellite Provide|147.237. 77. 233 |atal .idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te Action ‘Count
i i i i =x?xy" X?. X?X’
109. 67. 55. 24 | srael 147. 237. 72. 166 |aka. i of i | Unaut horluzed lR_’mAccess t‘0 wawv aka. i df . i1/ mai n/ horme/ &g=x?%>" x?, X?X'x£ B ock 5
X>X— X?X“X?, x: x™ xce, x: X'x?

72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il |Unhauthorized URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2

130. 0. 232. 53 Lkrai ne 147.237.76.86 |navy.idf.il [Uhauthorized URL Access to navy.idf.il/webalizer/ B ock 1

5. 29. 58. 247 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

203. 133. 169. 157 kafxea, RePUDI T C 11 47 237,77, 216 |dover.idf. il |thaut hori zed URL Access to v idf.i1/nevsitel engl i sh0116- 1. stm B ock 1

81.215.86.162 |Turkey 147.237.77. 216 |dover.idf.il |Uhauthorized UR. Access to wwuidf.il/qgar/ B ock 1
. . .. |Whauthorized URL Access to

178.255. 215. 87 |France 147.237.77. 216 |dover. i 11| 05 66 i1/ newsi t ef engl i sh/ kkkkkkk=36698001kkkkkkk 36698001 Bl ock !
: . . |Unaut hori zed URL Access to

23.95.92.3 Lhited Sates 147.237.77. 216 |dover.idf.il wnan i df i1/ engl i shf rk=0/ r s=kh9pavznsse3mtj | plcyo i dxzg- B ock 1

207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwuidf.il/international training/ B ock 1
] .. ., |[URL is Above Root Drectory

96. 44.189.100 [lhited Sates 147.237. 77. 216 |dover.i df . i | wwi o i1/, Jshared ¢l i entscri pts/j querylj query-1. 4. 2. nin | s B ock 1

180. 76. 4. 211 Chi na 147.237.76.31 |nakchal .idf.i|Unaut hori zed URL Access to 147.237.76. 31/ B ock 1

31.184. 195, 166 |USSIan 147.237.77. 216 |dover. i df i1 |Suspi ci ous Response Code B ock 1

Federati on

109. 67. 55. 24 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to

188.165. 15. 169 |France 147.237.77.74 Jlawidf. il wan | aw i df. il /tenpl at es/ t enpl at econtrol s/ news/ si p_storagel fil es/ 7/ 1437. pdf / Bl ock !

37.26.147.137 |lsrael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource. axd B ock 1

188. 165. 15. 238 |FHance 147.237.76.42 |refuah.idf.il|Unaut horized URL Access to 147.237.76. 42/ 994- 8804- he/ r ef uah. aspx B ock 1
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