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|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
89. 138. 53. 124 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 113
46. 120. 80. 101 | srael 147.237. 72. 156 anan. i df .| Anonal y-TLS-renegoti ation-d i dest - r eset 91
46. 19. 85. 38 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 83
66. 249. 65. 148 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | ock I p Véb In drop 70
66. 249. 81. 215 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 68
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 64
66. 249. 65. 152 Lhited Sates 147.237.77.170 naarachot . i df .il Bl ock Ip Véb In drop 54
66. 249. 81. 218 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 46
66. 249. 93. 160 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I'p Véb In drop 45
66. 249. 83. 194 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I p Vb In drop 42
66. 249. 65. 173 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 42
66. 249. 83. 182 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 40
66. 249. 65. 177 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock |p Vb In drop 38
66. 249. 65. 181 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 36
66. 249. 93. 164 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I'p Véb In drop 34
66. 249. 83. 188 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I p Vb In drop 33
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 31
66. 249. 65. 156 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Véb In drop 30
66. 249. 79. 34 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p VWb In drop 27
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 26
66. 249. 78. 159 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I'p Véb In drop 22
66. 249. 78. 204 Lhited Sates 147. 237.77. 176 nat pash. i df . i | ock I p Vb In drop 21
66. 249. 79. 26 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In dr op 19
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 19
66. 249. 93. 243 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock |p Vb In drop 18
66. 249. 93. 239 Lhited Sates 147.237. 72. 166 aka.idf.il Bl ock Ip V¢b In drop 18
66. 249. 79. 42 Lhited Sates 147. 237. 77. 233 atal.idf.il ock I'p Véb In drop 17
66. 249. 78. 197 Lhited Sates 147. 237.77. 176 nat pash. i df . i | ock I p Vb In drop 17
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In dr op 16
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock Ip Véb In drop 16
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 15
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip V¢b In drop 15
66. 249. 78. 144 Lhited Sates 147.237. 76. 86 navy.idf.il ock Ip Wb _In drop 14
66. 249. 78. 51 Lhited Sates 147. 237. 77. 234 hal ag.i df . i ock I p Vb In drop 14
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock | p VWb In dr op 13
66. 249. 78. 137 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Véb In drop 12
66. 249. 93. 242 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip V¢b In drop 11
66. 249. 78. 254 Lhited Sates 147.237. 72. 166 aka.idf.il Bl ock Ip V¢b In drop 11
66. 249. 79. 124 Lhited Sates 147. 237. 77. 233 atal.idf.il ock I'p Véb In drop 11
66. 249. 65. 191 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | ock I p Vb In drop 10
66. 249. 78. 130 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In dr op 9
66. 249. 93. 245 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 9
66. 249. 78. 160 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock |p Vb In drop 9
66. 249. 92. 63 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 8
66. 249. 78. 2 Lhited Sates 147. 237. 72. 166 akaidf.il ock I'p Véb In drop 8
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock Ip Wb _In drop 8
66. 249. 78.9 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 8
66. 249. 93. 240 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 8
66. 249. 73. 128 Lhited Sates 147.237.77. 170 naar achot . i of . | Bl ock |p Vb In drop 8
66. 249. 69. 83 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In dr op 7




04-05-2015-09:03:00 to 04-05-2015-10:03:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te \ Name |mvi ce Action |Count |
41. 249. 97. 185 Mor occo 147.237.77.216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 2
46. 120. 240. 148 |l srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
109. 64. 165. 186 |l srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
37.247.97.194 Tur key 147.237.76.38 |e.e.neitav.idf.il|[DVRep_B-N 60 100 B ock 2
87.68. 253. 61 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |[DVRep_B-N 60 100 B ock 1
93. 115. 82. 54 Anonynous Proxy [147.237. 8. 46 e.chinuch.idf.il |[DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.176 |natpash.idf.il DVRep_B-N 60_100 B ock 1
46.19. 85. 104 | srael 147.237.76.86 |navy.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Ronani a 147.237.8. 14 e.orchot.idf.il [DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep B-N 60_100 B ock 1
93.172.57.58 | srael 147.237.77.170 |naarachot.idf.il |CLO00004: HITP. options nethod (M crosoft) B ock 1
2.52.177.193 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
50. 7. 159. 11 Ger many 147.237.77.234 |halag.idf.il DVRep_B-N 60_100 B ock 1




04-05-2015-09:03:00 to 04-05-2015-10:03:00

|Top Attackers In |D|

A tacker

Attacker Address Qount ry ‘Target Address ‘S’ te Name ‘Oount
2.52.175. 156 | srael 147.237.77. 243 |nobi le.idf . i | PCLI Cy- OTHER TCP packet with urgent flag attenpt 30
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
89. 139. 182. 210 |l srael 147.237.77. 216 |dover.idf.il portscan: TP D stributed Portscan 2
46.117.125. 165 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
196.47.173.21 |Qte Dlvoire 147.237.77.178|e. natpash.i df .i | ET SCAN NVAP -sS wi ndow 2048 1
84.94. 33. 184 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
61.240.144.66 |China 147.237. 77. 226 |ww chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 |Chi na 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Rapi d PGP3 Gonnecti ons - Possi bl e Brute Force Attack 1
37.247.97.194  |Turkey 147.237.76.38 |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
196.47.173.21 |Qte Dlvoire 147.237.77.178|e. natpash.i df .i | ET SCAN NVAP -f -sS 1
65.254.187.41 |lhited Sates 147.237.77. 205 |prisha.idf.il SERVER WEBAPP bad HTTP/ 1.1 request, Potential ly wormattack 1
61. 240 144. 66 |cni na 147.237.76.38 e e meitav.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force
5.28.174. 233 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf .il SAMrul e drop drop 26
212.179. 85. 102 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 22
87.69.128. 4 | srael 147.237.76.42 |refuah.idf.il SYNretransmt wth different w ndow scal e Bad TCP sequence nonitor |21
176.12. 145. 147 [ srael 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Packet Streaning Engi ne: TQP drop 18
dr opped. Invalid Retransnissi on
176.12. 146. 216 |l srael 147. 237. 77. 216 |dover. i df . i | Invalid segent retransmssion. Packet Streamng Engine: TCP drop 18
dr opped. Inval i d Retransnissi on
176.12.148.17 | srael 147.237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Packet Streaning Engi ne: TQP drop 12
dr opped. Invalid Retransnissi on
2.52.175. 156 | srael 147.237.77. 243 |nobil e.idf . il Frst packet isn't SN drop drop 10
176.12.142.76  |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segent retransnission. Packet Streamng Engi ne: TCP drop 6
dr opped. Inval i d Retransnissi on
82.102. 169. 113 [l srael 147.237.77. 216 |dover. i of . i | Invalid segment retransmssion. Packet Streamng Engine: TCP drop 6
dr opped. Inval i d Retransnissi on
176.12.142.191 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransnission. Packet Streamng Engine: TP drop 6
dr opped. Inval i d Retransnissi on
TCP segnent with urgent pointer (no data). . .
2.52.175.156  |Israel 147.237.77.243|mobile.icf. il |Ugent gdata i ndi catign V\ag stri ppéd. A eas)e Streamng Engi ne: TP al ert 5
U gent Data Enforcenent
refer to sk36869.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
149. 129. 169. 221|lLhited Sates 147.237.77.61 |e.cogat.idf.il Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enforcenent  |drop 4
65.254.187.41 |lLhited Sates 147.237.77. 212 |e.dover.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enforcenent |drop 4
149. 129. 169. 221|lhited Sates 147.237.77. 121 |e.navy.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enforcenent  |drop 4
65.254.187.41 |Lhited Sates 147.237.77. 227 |e. hanaz. i df . i | Geo- | ocat i on i nbound enf or cenent Geo- | ocation enforcenent |drop 4
65.254.187.41 |lhited Sates 147.237.77.61 |e.cogat.idf.il Geo-1 ocati on i nbound enf or cenent @eo-| ocati on enforcenent  |drop 4
94. 230. 86. 233 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence nonitor |4
65.254.187.41 |lhited Sates 147.237.77. 121 |e. navy.i df .i | Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enf orcenent  |drop 4
65.254.187.41 |lhited Sates 147.237.77. 178 |e. nat pash.idf.il |Geo-1ocation inbound enforcenent Geo-| ocati on enforcenent  |drop 4
80. 246. 139. 60 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
220.255.1.111 |4 ngapore 147. 237. 77. 216 |dover. i df . i | Invalid segent retransmission. Packet Streamng Engine: TP drop 3
dr opped. Inval i d Retransnissi on
94. 230. 86. 157 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
87.69. 77. 45 | srael 147.237.72. 166 |aka. i df.i | Inval id ACK nunber Bad TCP sequence noni t or 3
46. 19. 85. 38 | srael 147.237. 72. 167 |i shurimaka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 3
212.179.21.195 |lsrael 147.237.77.233|ata .idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
46. 19. 86. 138 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence nonitor |3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
2.54.5. 13 | srael 147.237.0.19 |nadimatal.idf.il|lnvalid ACK nunber Bad TCP sequence noni t or 2
Pal esti ni an
46.244.73.246 |Territory, 147.237.77. 176 |nat pash. i df . i Frst packet isn't SYN drop drop 2
Qcecupi ed
46. 19. 86. 43 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni tor |2
212.179.21.195 |lsrael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni tor |2
80. 246. 139. 60 | srael 147.237.72. 166 |aka. i df . il Inval i d sequence nunber Bad TCP sequence noni t or 2
2.54.5.13 | srael 147.237.0.19 |nadimatal.idf.il|lnvalid sequence nunber Bad TCP sequence noni t or 2
212.179.21.195 |lsrael 147.237.77. 233 |atal .idf.il Inval id ACK nunber Bad TCP sequence alert 2
46.117. 137. 26 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
188. 165. 15. 198 |France 147.237.77. 216 |dover.i df . i | Invalid segment retransmssion. Packet Streanng Engine: TCP drop 2
dr opped. Inval i d Retransnissi on
155. 94. 254. 133 147.237.76. 199 |e. nakchal .idf.il |Geo-1ocati on i nbound enf or cenent Geo- | ocati on enforcenent |drop 2
37.26.146.205 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni tor |2
23.254.129.17 |Whited Sates 147.237.76.86 |navy.idf.il SYNretransmt wth different w ndow scal e Bad TCP sequence noni t or 2
2.54.5. 13 | srael 147.237.0.19 |nadimatal.idf.il|lnvalid ACK nunber Bad TCP sequence alert 2
37.26. 146. 205 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2
46. 19. 85. 63 | srael 147.237.76. 31 |[nakchal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
84.228.231.83 |Bulgaria 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
218.22.211.69 |China 147.237.0.35 |akaws.idf.il drop drop 1
23.254.129.17 |Lhited Sates 147.237.77.74 |lawidf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant |nonitor 1
176. 12. 151. 63 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
91. 227.164.5 | srael 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 1
46. 19. 85. 16 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
84. 108. 43. 246 | srael 147.237.77. 234 |hal ag.i df .i | Invalid ACK nunber Bad TCP sequence alert 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

Country

Action

‘Count

2.54.5.13 | srael 147.237.0.19 |nadimatal.idf.il Too Many of the Sane Response Code (404) in Session from?2.54.5.13 |B ock 276
46.19.85.51  |israel 147.237. 72. 166 [aka i f .i thaut hor i zed URL Access to Bock |7
ww aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
23.254.129.17 |lhited Sates [147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock
2.54.35. 15 I srael 147.237.72. 166 |aka. i df . i1 Distributed Lhaut horized LR. Access on Bock |2
wawv aka. i df . i | // mai n/ har edi mi webr esour ce. axd
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il whn navy. i df . i |/ 994- 8613- hel navy. aspx. aspx Bl ock 2
23.254.129.17 |lhited Sates [147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 2
23.254.129.17 |lhited Sates |[147.237.77.170 |naarachot.idf.il D stributed Suspi ci ous Response Gode Bl ock 2
80 178. 169. 196 |1 srael 147 237. 72. 166 |aka. i df i1 Unhknown _Par:_;\rret er ctl 00sct | 00$_cphMa| n$cphSachar $ct | 104. x in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
50. 97. 37. 202 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to www aka. i df.il/eitan/ pratinipirteychayal B ock 1
Unhaut hori zed URL Access to
! e www i df . i |/ 1133- 13437- he/ dover . aspxx® & & A G 465G Ac G a€3
207. 46. 13. 16 Lhited Sates |147.237.77.216 |dover.idf.il CP Avacs A2x3 (3 R A CP A€SCR Ay (P AESCE Avac (B R A (P A€SCP Ay (7 A€S B ock 1
Cr Ayaxs A£
149.129. 169. 221|lhited Sates [147.237.77.19 |lawforumidf.il D stributed Unhauthori zed URL Access on //tnunbl ock. cgi Bl ock 1
87.69. 128. 4 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd Bl ock 1
65.254.187.41 |lhited Sates |147.237.77.226 |ww chanat z. aka. i df.i| |Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
37.0.125. 165 gj:;;”i on 147. 237. 77. 216 |dover . i df .i | Uhaut hori zed URL Access to wawidf.il/). htm( B ock 1
188. 120. 133. 202|l srael 147.237.72. 166 |[aka. i df .i | Unknown Paraneter — EVENTARGUMENT in aka.idf.il/nain/sachar/ None 1
109. 203. 99. 4 zlnt:gom 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/test/wp-adm n/ Bl ock 1
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed URL Access on www i df.il//nazi B ock 1
64.111.115.35 |lhited Sates |[147.237.77.170 |naarachot.idf.il Uhaut hori zed URL Access to naarachot.idf.il/wordpress/wp-adm n/ Bl ock 1
207.46.13.79  |wnited Sates |147.237.72.166 |aka.idf.il tnaut hori zed URL Access to . Bock |1
wn aka. i df . i |/ mlui ndhovot/t enpl at es/ nai n. asp
149.129. 169. 221 |lhited Sates [147.237.77.74 |lawidf.il D stributed Uhauthori zed URL Access on //tnunbl ock. cgi Bl ock 1
89. 138. 45. 215 |lsrael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
68.142.232.11 |lhited Sates |[147.237.77.170 |naarachot.idf.il Uhaut hori zed URL Access to naarachot. i df.il/wp-admn/ Bl ock 1
s Unknown Par anet er docl d&ageNum i n
37.16.72. 139 France 147.237.72. 166 |aka. i df . i | wiw aka, i o i | / kanar/ f agy def aul t . asp None 1
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 198 Bl ock 1
125. 209. 235. 178 g}ﬁg o |147.237.77.216|dover.idf il Unaut hori zed URL Access to waw i df .il/894-en/i df gdover . aspx Bock [1
80. 246. 133. 164 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww idf.il/nazi Bl ock 1
Unknown Par anet er
212.143.137.18 |[Israel 147.237.72. 166 |aka. i df.il ct 1 00$ct | 00%ct | 00$cphMai n$cont ent Mai nAr ea$bt nPr evPhase i n None 1
waw aka. i df . i |/ honas/ si t e/ honasf or nphase2. aspx
65.254.187.41 |lhited Sates |[147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to /tmunbl ock. cgi Bl ock 1
157.55.39. 137 |lhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
23.254.129.17 |lhited Sates |[147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 1
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