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|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
79.181.139.179 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 400
80. 246. 138. 156 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 180
66. 249. 65. 152 Lhited Sates 147. 237.77. 170 naar achot . i of . | ock Ip Wb In drop 99
66. 249. 65. 156 Lhited Sates 147.237.77. 170 naar achot . i df . i | ock Ip Wb In drop 99
66. 249. 65. 148 Lhited Sates 147.237.77. 170 naar achot . i df . il B ock_|p VWb In drop 79
66. 249. 65. 177 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Ip Véb In drop 43
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock |p Vb In drop 30
66. 249. 65. 173 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock Ip V¢b In drop 27
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock Ip Wb In drop 25
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover. i df.il ock Ip Wb In drop 22
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In drop 21
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 20
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df .i | Block Ip V¢b In drop 20
66. 249. 78. 130 Lhited Sates 147.237. 76. 86 navy.idf.il B ock | p Vb In drop 19
66. 249. 79. 63 Lhited Sates 147. 237.72. 156 anan. i df il ock Ip Wb In drop 19
66. 249. 80. 67 Lhited Sates 147.237.77. 216 dover.idf.il ock I p Wb _In drop 17
66. 249. 78. 144 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 16
66. 249. 65. 181 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Ip Véb In drop 16
66.249. 79. 71 Lhited Sates 147. 237.72. 156 anan. i df .l Bl ock |p Vb In drop 15
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip V¢b In drop 15
66. 249. 79. 42 Lhited Sates 147.237.77. 233 atal.idf.il ock Ip Wb In drop 14
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock Ip Wb In drop 14
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In dr op 14
66. 249. 79. 26 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 13
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock |p VWb In drop 11
66. 249. 81. 212 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 10
66. 249. 79. 124 Lhited Sates 147.237.77. 233 atal.idf.il ock Ip Wb In drop 10
66. 249. 78. 146 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 10
66. 249. 80. 83 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In dr op 10
66. 249. 78. 148 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Ip Véb In drop 10
66. 249. 78. 127 Lhited Sates 147.237.0. 34 ti kshuv. i df il Bl ock |p Vb In drop 9
66. 249. 73. 128 Lhited Sates 147.237.77. 170 naar achot . i of . | Bl ock | p V¢b In drop 8
66. 249. 78. 9 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 8
66. 249. 65. 187 Lhited Sates 147.237.77.170 naar achot . i df . il ock Ip Wb _In drop 8
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il B ock | p VWb In dr op 7
66. 249. 80. 75 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 7
66. 249. 67. 66 Lhited Sates 147.237.77.216 dover.idf.il B ock |p VWb In drop 7
66. 249. 78. 141 Lhited Sates 147. 237.76. 30 hi nush. i df i | Bl ock Ip V¢b In drop 7
66. 249. 79. 34 Lhited Sates 147.237.77. 233 atal.idf.il ock Ip Wb In drop 7
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock Ip Wb _In drop 6
66. 249. 92. 63 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In dr op 6
66. 249. 90. 86 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Véb In drop 6
66. 249. 79. 55 Lhited Sates 147.237.72. 156 anan.idf.il Bl ock Ip Véb In drop 6
66. 249. 79. 140 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Vé¢b In drop 6
66. 249. 75. 31 Lhited Sates 147.237.76. 31 nakchal .idf.il ock Ip Wb _In drop 5
66. 249. 84. 188 Lhited Sates 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 5
66. 249. 78. 137 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 5
66. 249. 78. 2 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 5
66. 249. 64. 118 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Ip Véb In drop 5
66. 249. 84. 162 Lhited Sates 147.237.77. 170 naar achot . i of . | Bl ock | p Véb In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount \
128.242.249.12 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Perm t 22
46. 19. 85. 37 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
46.19. 85. 255 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
198. 20. 69. 98 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il |DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nmany 147.237.8.45 |e.eitan.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237. 76. 147 |chinuch. aka.idf.il |DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
213. 57. 159. 49 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
46. 19. 85. 233 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
37.26. 146. 158 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
122. 228. 207. 76 Chi na 147.237.76. 148 ggcenter.aka. idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.76. 30 hi nush. i df.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
140. 119. 80. 110 Tai wan 147.237.77. 226 Wi chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
122.228. 207. 76 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
140. 119. 80. 110 Tai wan 147.237.77. 226 Wi chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
89. 248. 162. 228 Net her | ands 147.237.0. 35 akaws. i df . il ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 76 Chi na 147.237.77.178 e.natpash.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.228.207. 76 Chi na 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 76 Chi na 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.77. 243 nobi le.idf.il ET SCAN NVAP -sS w ndow 3072 1
122.228. 207. 76 Chi na 147.237. 76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.228.207. 76 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
140. 119. 80. 110 Tai wan 147.237.77. 226 v chamat z. aka. i df . i | ET SCAN NMVAP -sS wi ndow 2048 1
104. 207. 149. 204 147.237.77. 205 prisha.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
122.228. 207. 76 Chi na 147.237.77. 226 Wi chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 76 Chi na 147.237.77.176 nat pash. i df .i | ET SCAN Potential SSH Scan 1
122. 228. 207. 76 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
222.69.94.13 Chi na 147.237.77. 243 nobi le.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
122.228.207. 76 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1




04-05-2015-07:03:04 to 04-05-2015-08:03:04

|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address [Ste

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 26
70.195.201. 235 |Lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SYN drop drop 12
91. 200. 12. 28 Lkr ai ne 147.237. 77. 176 |nat pash. i df . i | SAMrul e dr op drop 7
70.195.201. 235 |Lhited Sates 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 6
70.195.201.235 |Lhited Sates 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 6
70.195.201. 235 |Lhited Sates 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 5
46. 19. 85. 242 | srael 147.237.76. 31 |[nakchal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 4
46. 19. 85. 255 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence alert 4
70.195. 201. 235 |[Uhited Sates 147.237. 72. 166 |aka.i df .1 TCP segnent out of naximmallowed |Streamng Engine: TCP Segnent | 4

sequence. Packet dropped. Li nit Enf or cenent

46. 19. 85. 255 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
46. 19. 86. 84 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
46. 19. 85. 55 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
46. 19. 85. 37 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46.19. 85. 233 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 187 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
62. 219. 233. 22 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
155. 94. 254. 133 147.237.76. 197 |e. hinush.i df . i Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2
46.19. 85. 233 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
31.168.79.187 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
176.12.141. 91 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
112.111.188. 109|Chi na 147.237.77. 216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
37.26.147.253 |israel 147.237.72. 166 |aka.i df . fz;;e”a”sm” wWth different window o, top sequence monitor |1
185.2.101. 170  |Ger many 147.237.77. 178 |e.natpash.idf.il |SAMrul e dr op drop 1
85. 15. 1. 230 L;;Ebl :il 2rfmc 147.237.8.28 |e.nobile-ks.idf.il [Geo-1ocation inbound enf or cerment Geo-| ocati on enf or cenent drop 1
46. 19. 86. 99 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.57 |lhited Sates 147.237. 76. 148 |gacenter. aka. i df . i | drop drop 1
38.229.1.15 Lhited Sates 147.237.76. 198 |e.yohal an.idf.il |Geo-|ocati on i nbound enf or cenent Qeo-| ocati on enf or cenent drop 1
62.219.187. 138 |Israel 147.237.76.86 |navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
2.52.43.94 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
149. 88.127.27 |lhited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 22 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
109. 253. 151. 172|l srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 210 | srael 147.237.77. 170 n@arachot.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
8. 37.228. 81 Anonynous Proxy|147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
46. 19. 85. 37 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
112. 25. 25. 24 Chi na 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Devi ce
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. . D stributed Uhaut hori zed URL Access on
62.0.34. 177 | srael 147.237.72. 166 |aka.idf.il viun aka, i df i 1 // i n/  abanut / vebr esour ce. axd Bl ock 3
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il |Uhaut horized URL Access to www navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
. . |Uhaut horized URL Access to
188.165.15. 198 [France 147.237.77. 216 |dover. i df .1 waw i df . i |/ engl i sh/ announcenent s/ 2004/ j anuary/ 28. st m B ock !
157. 55. 39. 67 Lhited Sates 147.237.72.166|aka.idf.il |Uhaut horized URL Access to waww aka.idf.il/mai n/rabanut/webresour ce. axd Bl ock 1
37.140. 141. 27 RJF S|S::Ini on 147.237.72. 166 |aka.idf.il |lhauthorized URL Access to ww aka.idf.il/hinuch B ock 1
192. 116. 175. 1221 sr ael 147. 237 72. 166 |aka i df i1 Unhknown _Pargrret er ct | 00%ct | 00$cphMai nscphSachar $t xt M spar I shi i n None 1
v aka. i df . i |/ nai n/ sachar/
93.172.44.24  |israel 147.237.72. 166 |aka idf. i1 |NKnown Paraneter VI EVBTATECENERATCR in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
184.171.246.30 |lhited Sates 147.237. 76. 42 |refuah.idf.i|lhaut hori zed URL Access to refua.atal .idf.il/bl og/ wp-adm n/ B ock 1
46.19.86.199  |Israel 147.237.72. 166 |aka i df i1 |KnOWn Parameter VI ENBTATEGENERATCR in None 1
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il|Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 1
93.173.151. 230 |Israel 147.237.77. 216 |dover.idf.il|lhaut hori zed URL Access to wawidf.il/https:/vwwnidf.il/ B ock 1
5.29.77. 162 I srael 147.237.72. 166 |aka i df i1 | koW Parameter VI ENBTATEGENERATCR in None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
187.45.241. 209 |Brazil 147.237.76.42 |refuah.idf.i|lhauthorized URL Access to refua.atal .idf.il/wp/wp-admn/ B ock 1
50.31.168.193 |Lhited Sates 147.237. 76. 42 |refuah.idf.i|lhaut hori zed UR. Access to refua.atal.idf.il/wordpress/wp-admn/ B ock 1
119.81. 196. 37 |S ngapore 147.237.76.42 |refuah.idf.i|lhaut hori zed URL Access to refua.atal.idf.il/ol d/ wp-adnin/ B ock 1
5. 255. 253. 124 R‘Sf:;”ion 147. 237. 77. 216 |dover. i df . 1|Mil ti pl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 1
188. 35. 138. 45 RJF S|S::Ini on 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
: . . |Uhaut horized URL Access to
157.55.39. 42 Wited Sates 147.237.77. 216 |dover . i df .1 wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
31.193. 51. 80 France 147.237.77. 216 |dover.idf.il|D stributed Suspicious Response Code B ock 1
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