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|Top Attackers | n DDoS- Def ence |

Attacker Address | At tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count |
66. 249. 65. 148 Lhited Sates 147.237.77. 170 raar achot . i of . i | Bl ock |p Vb In drop 98
66. 249. 65. 156 Lhited Sates 147.237.77. 170 naar achot . i of . i | Bl ock |p Véb In drop 90
66. 249. 65. 152 Lhited Sates 147. 237. 77. 170 naar achot . i of . i | Bl ock Ip V¢b In drop 80
66. 249. 93. 164 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I'p Véb In drop 44
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ VWb In dr op 37
66. 249. 65. 181 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In drop 34
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 33
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip V¢b In drop 31
66. 249. 65. 173 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock_Ip Véb In drop 30
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock I'p Véb In drop 27
66. 249. 65. 191 Lhited Sates 147.237.77. 170 naar achot . i df . i | Bl ock | p_ VWb In dr op 27
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 27
66. 249. 78. 137 Lhited Sates 147. 237.76. 86 navy. i df.il Block Ip V¢b In drop 25
66. 249. 78. 153 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip V¢b In drop 25
66. 249. 78. 144 Lhited Sates 147. 237. 76. 86 navy. i df.il Bl ock Ip V¢b In drop 24
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock I'p Véb In drop 23
66. 249. 65. 177 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Wb In dr op 22
66. 249. 78. 130 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Véb In drop 21
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Wb In drop 21
66. 249. 78. 2 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock |p Ve¢b In drop 20
66. 249. 78. 254 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip V¢b In drop 19
66. 249. 78. 204 Lhited Sates 147. 237.77. 176 nat pash. i df . i | ock I'p Véb In drop 18
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ VWb In dr op 16
66. 249. 65. 187 Lhited Sates 147.237.77.170 naar achot . i df . i | Block Ip Véb In drop 15
66. 249. 78.9 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 15
66. 249. 79. 71 Lhited Sates 147. 237.72. 156 anan. i df i Bl ock |p Ve¢b In drop 15
66. 249. 79. 42 Lhited Sates 147. 237. 77. 233 atal.idf.il Bl ock Ip V¢b In drop 15
66. 249. 79. 34 Lhited Sates 147. 237. 77. 233 atal.idf.il ock I'p Véb In drop 14
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ VWb In dr op 14
66. 249. 79. 55 Lhited Sates 147.237.72. 156 anan.idf.il Block Ip Véb In drop 14
66. 249. 79. 63 Lhited Sates 147.237.72. 156 anan.idf.il Bl ock | p Wb In drop 14
66. 249. 75. 39 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In drop 13
66. 249. 78. 134 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock Ip V¢b In drop 13
66. 249. 93. 160 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I'p Véb In drop 11
66. 249. 90. 82 Lhited Sates 147.237.77. 170 naar achot . i df . il Bl ock | p_ VWb In dr op 11
66. 249. 64. 42 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 10
66. 249. 65. 195 Lhited Sates 147.237.77.170 naar achot . i df . il Block Ip Véb In drop 9
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Véb In drop 8
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock_Ip Véb In drop 8
66. 249. 64. 8 Lhited Sates 147.237.77. 74 lawidf.il ock I'p Véb In drop 8
66. 249. 79. 140 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ VWb In dr op 8
66. 249. 79. 26 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In drop 8
66. 249. 75. 31 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In drop 7
66. 249. 79. 132 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Véb In drop 6
66. 249. 69. 83 Lhited Sates 147. 237.76. 31 nakchal .i df . il Bl ock Ip V¢b In drop 6
66. 249. 78. 146 Lhited Sates 147. 237. 72. 166 aka.idf.il ock I'p Véb In drop 6
66. 249. 78. 148 Lhited Sates 147.237.76. 30 hi nush. i df.il Bl ock | p_ Wb In dr op 5
66. 249. 64. 45 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Véb In drop 5
66. 249. 64. 117 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock |p Vb In drop 5
66. 249. 80. 83 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 4
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|Top Attackers In IPS|

Attacker Address \Attacker Qountry |Target Address |S te |NarTe | Devi ce Action |Oount \
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per mi t 25
46.137.134.188 |lreland 147.237.72.156 |anan.idf.il DVRep_P- N _40- 59 Per ni t 10
46.137.134.188 |[lreland 147.237.72.166 |aka idf.il DVRep_P- N _40- 59 Per nit 10
93.115. 82. 54 Anonynous Proxy |147.237.77.234 |halag.idf.il DVRep_B-N 60 _100 B ock 1

198. 20. 69. 98 Lhited Sates 147.237.76.198 |e.yohalan.idf.il |DVRep_B-N 60_100 B ock 1
147.226. 238. 247 |lLhited Sates 147.237.77.170 |maarachot.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1

198. 20. 69. 98 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |[DVRep _B-N 60_100 B ock 1
89.139.182.210 |Israel 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1

198. 20. 69. 98 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il|[DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
61. 160. 224. 128 Chi na 147. 237. 76. 148 gacenter.aka. i df.i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 1
211. 144.94. 227 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
211. 144.94. 227 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
31.192. 105. 59 Russi an Federation 147.237.0. 16 ny- kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 138. 9. 51 Ger many 147.237.8. 24 e lifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 66 Chi na 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147. 237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
211. 144.94. 227 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
31.192. 105. 59 Russi an Federation 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
211. 144.94. 227 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
188.138.9. 51 Ger many 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
111. 203. 22. 56 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1




04-05-2015-05:03:07 to 04-05-2015-06:03:07

|Top Attackers In FW |

Attacker Address Atacker

Devi ce

Target Address ‘ Ste

‘ Message

‘Count

Country Action

176.12. 140. 170 |Israel 147. 237. 77. 216 |dover. i of i1 V@ 1 d segment retransmssion. Packet |Streaning Engi ne: TQP Invalid drop 18
dr opped. Ret r ansni ssi on

176.12. 143. 144 | srael 147. 237. 77. 216 |dover . i of i1 V@ 1d segment retransmssion. Packet |Streaning Bngi ne: TGP Invalid drop 12
dr opped. Ret r ansn ssi on

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il|SAMrul e drop drop 10

17.142.152.85 |Wited Sates  |147.237.77. 216 |dover. i of i1 V@ 1 d segment retransmssion. Packet  |Streaming Engine: TGP Inval id drop 8
dr opped. Ret r ansni ssi on

23.28.137.23 Lhited Sates 147.237.72.166 |aka.idf.il |Frst packet isn't SN drop drop 6

207.46.13. 5 Uhited Sates 147 237. 72. 166 laka i df i1 Invalid segnent retransnission. Packet Srearmng Et'1g| ne. TGP Invalid drop 6
dr opped. Ret r ansni ssi on

46.19.85.4 | srael 147.237.76.42 |refuah.idf.i|l nvalid ACK nunber Bad TCP sequence noni t or 2

220. 181. 108. 145|hi na 147. 237. 77. 216 |dover . i of i1 V@ 1d segment retransmssion. Packet |Streaning Engi ne: TGP Invalid drop 2
dr opped. Ret r ansn ssi on

220. 181. 108. 152|chi na 147. 237. 77. 216 |dover. i of i 1| V@ 1 d segment retransmssion. Packet |Streaning Engi ne: TCP Inval id drop 2
dr opped. Ret r ansni ssi on

46.19. 86. 134 | srael 147.237.72.166 |aka.idf.il |lInvalid ACK nunber Bad TCP sequence noni t or

220. 181. 108. 174|chi na 147. 237. 77. 216 |dover . i of i1 V@ 1d segment retransmssion. Packet |Streaning Bngi ne: TCP Invalid drop 2
dr opped. Ret r ansni ssi on

17.142.152. 111 |Wited Sates  |147.237. 77. 216 |dover. i of i1 V@ 1 d segment retransmssion. Packet  |Streaming Engi ne: TGP Inval id drop 2
dr opped. Ret r ansni ssi on

82.102. 141. 255 |Israel 147.237.72.166 |aka.idf.il |lInvalid ACK nunber Bad TCP sequence alert 1

82.102. 141. 255 |lsrael 147.237.72.166 |aka.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1

8. 37. 227. 69 g”&;ymus 147. 237. 77. 216 |dover. i df . i I|Response out of state Bl ock HTTP Non Compl i ant noni t or 1

176.12.147.192 |lsrael 147.237.77.233|atal .idf.il |Invalid ACK nunber Bad TCP sequence alert 1

46.19. 85. 72 | srael 147.237.77.233|ata .idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1

82.102. 141. 255 |l srael 147.237.72.166 |aka.idf.il |lnvalid sequence nunber Bad TCP sequence noni t or 1

176. 12. 147.192 |l srael 147.237.77.233|ata .idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1

92.19.110.120 |Wnited Kingdom |147.237.77.74 |lawidf.il |Hrst packet isn't SYN drop drop 1

193. 106. 206. 10 |l srael 147.237.72. 156 |anan.idf.il |Frst packet isn't SYN dr op drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Qount ry Target Address ‘S te Action ‘Count

72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2

93.172.56.42 |Israel 147.237.72. 166 |aka iof i1 |O0known Parameter VI ENSTATEGENERATOR in None 1
wwy aka. i df. i |/ nai n/ sachar/ regi strati onw zard/ regi st er. aspx

188. 165. 15. 198 |Fance 147.237.77.216 |dover.idf.il |Dstributed Suspici ous Response (ode B ock 1

s Distributed Lhaut hori zed URL Access on

37.26.147.255 |lsrael 147.237.72. 166 |aka. i df .i | i aka, i df i 1// i n/  abanut / webr esour ce. axd B ock 1

93.172.56.42 |Israel 147.237.72. 166 |aka idf i1 |U'Known Parameter __VI EVBTATEGENERATR i n None 1
wan aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx

5.29.49.127 | srael 147.237.77. 216 |dover.idf.il |Miltiple Uhauthorized URL Access from 5. 29. 49. 127 B ock 1

. R Unaut hori zed URL Access to

202.46.49. 138 |Chi na 147.237.76.86 navy.idf.il ww navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

54.245.64. 111 |lhited Sates [147.237.77. 176 |nmat pash.idf.il|Unaut hori zed URL Access to www cogat. i df.il/894-he B ock 1

107. 208. 97. 151 |Lhited Sates |147.237.77.216|dover.idf.il |Dstributed Suspici ous Response (ode B ock 1

5.29.49.127 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwidf.il/tenplates/article/6 s3 B ock 1

207.46.13.5 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/registrati onw zard/ regi ster. aspx B ock 1

157.55. 39. 6 Lhited Sates |[147.237.77.216|dover.idf.il |Unauthorized URL Access to wawn i df.il/newsite/french/1219-2.stm B ock 1

32.209.208. 112 |Lhited Sates |147.237.77.216|dover.idf.il |DO stributed Suspici ous Response Gode B ock 1

72.181.140. 122 |United Sates [147. 237.77. 216 |dover. i df. i1 |12Uthori zed LRL Access to o B ock 1
wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df . |

157. 55. 39. 42 Uited Sates |147.237. 77. 216 |dover i df il Unaut hor i ze.d URL Access to ww idf.il/1133-20038- he/ dover. aspx<span B ock 1
styl e= col or: red

37.26.146.175 |lsrael 147.237.72. 166 |aka.idf.il Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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