04-05-2015-04:03:04 to 04-05-2015-05:03:04

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

04-05-2015-04:03:04

Nunber
(6]
At acks

Top Tar get

M rmaar achot . i df . il
M dover.idf.il
M aka.idf.il
M refuah.idf.il
M nat pash. i df . il
M anan.idf.il
I navy.idf.il
Wiawid.il

atal .idf.il
M hinush. i df .l

Nunber
(6]
At acks

Top Attackers

M 66. 249. 65. 152

66. 249. 65. 156
I 66. 249. 65. 148
. 249. 78. 137
. 249. 65. 173
. 249. 65. 181
.228.72.218
W 66. 249. 78. 190

66. 249. 65. 177
W 66. 249. 78. 197




04-05-2015-04:03:04 to 04-05-2015-05:03:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
84.110.86.5 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 170
149. 78. 219. 199 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 160
46.19. 85. 180 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 77
66. 249. 65. 152 Lhited Sates 147.237.77. 170 naar achot . i df . i | ock Ip Wb In drop 74
66. 249. 65. 156 Lhited Sates 147.237.77. 170 naar achot . i df . il B ock_|p VWb In drop 73
66. 249. 65. 148 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Véb In drop 71
66. 249. 78. 137 Lhited Sates 147. 237.76. 86 navy. i df . il Bl ock |p Vb In drop 39
66. 249. 65. 173 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 36
66. 249. 65. 181 Lhited Sates 147.237.76. 42 refuah.idf.il ock Ip Wb In drop 32
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock Ip Wb In drop 29
66. 249. 65. 177 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 28
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 26
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df .i | Block Ip V¢b In drop 26
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock Ip V¢b In drop 23
66. 249. 88. 228 Lhited Sates 147.237.77. 216 dover. i df.il ock Ip Wb In drop 21
66. 249. 78. 153 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 20
66. 249. 79. 42 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In drop 19
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 17
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock |p VWb In drop 17
66. 249. 78. 2 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 15
66. 249. 88. 230 Lhited Sates 147.237.77. 216 dover. i df.il ock Ip Wb In drop 15
66. 249. 79. 55 Lhited Sates 147. 237.72. 156 anan. i df il ock Ip Wb In drop 14
66. 249. 79. 63 Lhited Sates 147.237.72. 156 anan.idf.il B ock_|p VWb In dr op 14
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 12
66. 249. 69. 99 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In drop 11
66. 249. 79. 71 Lhited Sates 147. 237. 72. 156 aman.idf.il Bl ock Ip V¢b In drop 11
66. 249. 78. 144 Lhited Sates 147.237. 76. 86 navy.idf.il ock Ip Wb _In drop 11
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv. i df il ock Ip Wb In drop 11
66. 249. 88. 232 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In dr op 11
66. 249. 78. 141 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Ip Véb In drop 11
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 10
66. 249. 78. 160 Lhited Sates 147.237. 72. 166 aka.idf.il Bl ock Ip V¢b In drop 10
66. 249, 79. 132 Lhited Sates 147.237.77. 233 atal.idf.il ock Ip Wb In drop 9
66. 249. 78. 9 Lhited Sates 147. 237.72. 166 aka.idf.il ock |p Wb In drop 9
66. 249. 78. 130 Lhited Sates 147.237.76. 86 navy.idf.il B ock | p VWb In dr op 9
66. 249. 79. 124 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 8
66. 249. 79. 34 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock |p Vb In drop 8
66. 249. 65. 187 Lhited Sates 147.237.77. 170 naar achot . i of . | Bl ock | p Vé¢b In drop 8
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 8
66. 249. 92. 63 Lhited Sates 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 8
66. 249. 78. 148 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock_|p VWb In dr op 8
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 7
66. 249. 78. 44 Lhited Sates 147. 237. 77. 234 hal ag.i df .i | Block Ip V¢b In drop 7
66. 249. 78. 254 Lhited Sates 147.237. 72. 166 aka.idf.il Bl ock Ip V¢b In drop 7
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 7
66. 249. 65. 169 Lhited Sates 147.237.76. 42 refuah.idf.il ock Ip Wb _In drop 7
66. 249. 69. 115 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_|p VWb In drop 5
66. 249. 65. 195 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Véb In drop 5
66. 249. 64. 49 Lhited Sates 147.237.77.176 nat pash. i df . il Bl ock Ip Véb In drop 4
66. 249. 64. 41 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p Véb In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te \ Name |Davi ce Action |Oount \
46.117.76. 113 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
85. 25. 43. 94 Ger many 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 2
93.115. 82. 54 Anonynous Proxy |147.237.76.198 |e.yohalan.idf.il DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Ronani a 147.237. 8. 28 e.nobi | e-ks.idf.il |DVRep_B-N 60 100 B ock 1
84.110. 86.5 | srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
61. 240. 144. 65 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
31.184.242.17 Russi an Federation 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
178.19.107. 114 Pol and 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
130.211. 138. 52 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 4096 1
69. 12. 92. 160 Lhited Sates 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.77.178 e.natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77.235 sviva.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 Cer many 147.237. 0. 200 mdu. i df . i | ET SCAN NVAP -sS w ndow 1024 1
178.19. 107. 114 Pol and 147.237.0. 17 mny- kosher -kravi .idf . il ET SCAN NVAP -sS w ndow 1024 1
130. 211. 138. 52 147.237. 0. 33 idf.il ET SCAN NVAP -sS wi ndow 3072 1
61. 240. 144. 67 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

49.228.72.218 |Thail and 147.237.77. 216 |dover.idf.il SAMrul e drop drop 30

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 26

109. 253. 141. 198 srael 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

37.247.36.109 |Netherl ands 147.237.8.50 |e.tikshuv.idf.il |Geo-location inbound enforcenent |Geo-1ocation enforcenent drop 4

46.19. 85. 180 | srael 147.237.72. 167 |i shurimaka. i df.il|l nval i d ACK nunber Bad TCP sequence noni t or 4

5.255.253.124  |Russi an Federation |[147.237.77.216 |dover.idf.il Invali d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 3
Packet dropped. Ret r ansni ssi on

109. 253. 143. 12 |Israel 147. 237. 77. 216 |dover. i df . i1 nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

Iran, Islamc R .
5.144.131.170 Republ i ¢ of 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 2
Iran, Islamc S . .

5.144.131.170 Republ i ¢ of 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

155. 94. 254. 133 147.237.76. 198 |e.yohal an.idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 2

114.34.15.160 |Tai wan 147. 237. 77. 216 |dover . i of . i Invalid segent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

188.138. 17. 205 |Rance 147.237.76. 198 |e.yohal an.idf.il |Geo-1ocation i nbound enforcenment |Geo-I| ocation enf or cenent drop 1

141.212.122. 155|lhited Sates 147.237.76.44 |e.refuah.idf.il |Geo-location inbound enforcenent |Geo-1ocation enforcenent drop 1

5.9.97.92 Ger many 147.237.8.28 |e.nobile-ks.idf.il|Geo-|ocation inbound enforcenent |Geo-|ocation enforcenent drop 1

149. 88. 109. 167 |lLhited Sates 147.237.72. 166 |aka.idf .i | I nval i d ACK nunber Bad TCP sequence alert 1

149. 88.109. 167 |lhited Sates 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

112.111. 188. 109|Chi na 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1

74.82.47.59 Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address [Attacker Gountry|Target Address ([Ste Action ‘Count
] C e Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wa navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
144. 76. 15. 235 |Ger many 147.237. 72. 156 |anan. i df .i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/defaul t.aspx B ock 1
203. 133. 169. 157 Okfre& Republic 147 537 77. 216 |dover.idf.i1  |nauthorized URL Access to wmidf.il/nevsi telenglish/021022-2.stm  |B ock 1
149. 88. 109. 167 |lhited Sates 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to www aka.idf.il/sip storage/fil es B ock 1
5. 255. 253. 124 R‘SS::I”i o 147.237.77. 216 |dover.idf.il  |[Mitiple Wauthorized URL Access from 5. 255. 253. 124 B ock 1
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf .il Uhknown Paraneter docl in www aka.idf.il/main/giyus/general . aspx None 1
80. 246. 133. 135 |l srael 147.237. 72. 166 |aka.i df .i | Lhaut hori zed URL Access to waw aka. i df.il/nai n/ rabanut/webresour ce. axd |B ock 1
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww i df.il/video B ock 1
37.26.147.255 |Israel 147. 237.72. 166 |aka. i of . i | Distributed haut horized URL Access on Bl ock 1
wwn aka. i df . i | // mai n/ rabanut / webresour ce. axd
207.46.13.112 |lhited Sates 147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1125-2.stm B ock 1
114. 34.15. 160 |Tai wan 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
184. 105. 139. 68 |lLhited Sates 147.237.0. 19 nadi matal .idf.i|Uaut hori zed URL Access to 147.237.0.19/ B ock 1
66.199. 231. 242 |lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
213.151.55. 247 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
121.9.118.150 |China 147. 237.77. 216 |dover.idf. i1 |Oknown HITP Request Method GOXK in URL Bl ock 1
wa i df . i1/1116-en/ dover . aspx
188.165.15.23  |France 147, 237.72. 166 |aka. i of . i | Wnaut hori zed URL Access to Bl ock 1
wawn aka. i df . i1/ consol e/ core/ doc_ngr/ gener al . aspx
70. 167. 8. 42 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag.idf.il/879-he/sb itemlev2 B ock 1
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