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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count |
66. 249. 65. 148 Lhited Sates 147.237.77. 170 n@ar achot . i df . i | Block Ip Vb In dr op 102
66. 249. 65. 152 Lhited Sates 147.237.77. 170 n@ar achot . i df i | Bl ock Ip Vb In dr op 78
66. 249. 65. 156 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | Bl ock Ip Vb In drop 62
66. 249. 65. 173 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 48
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df.i | B ock _|p VWb In dr op 46
66. 249. 84. 194 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 40
66. 249. 65. 177 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Ip Vb In dr op 37
66. 249. 84. 182 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 36
66. 249. 65. 181 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock Ip Vb In drop 27
66. 249. 84. 188 Lhited Sates 147. 237.77. 216 dover.idf.il B ock Ip Vb In drop 26
66. 249. 78. 204 Lhited Sates 147.237.77.176 nat pash. i df.i | B ock _|p VWb In dr op 25
66. 249. 78. 144 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Vb In drop 25
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Vb In drop 24
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock Ip Vb In dr op 23
66. 249. 78. 9 Lhited Sates 147. 237. 72. 166 akaidf.il Bl ock Ip Vb In drop 22
66. 249. 78. 166 Lhited Sates 147. 237.77. 216 dover.idf.il B ock Ip Vb In drop 21
66. 249. 65. 187 Lhited Sates 147.237.77.170 naar achot . i df . il B ock _|p VWb In dr op 20
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 18
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 18
66. 249. 79. 63 Lhited Sates 147.237. 72. 156 anan. i df .i | B ock |p Vb In drop 17
66. 249. 79. 42 Lhited Sates 147. 237.77. 233 atal.idf.il Bl ock Ip Vb In drop 15
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 15
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il B ock _|p VWb In drop 15
66. 249. 78. 130 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Vb In drop 14
66. 249. 79. 34 Lhited Sates 147.237.77.233 atal.idf.il B ock |p Vb In drop 12
66. 249. 78. 37 Lhited Sates 147.237.77. 234 hal ag.i df il Bl ock Ip Vb In dr op 12
66. 249. 78. 146 Lhited Sates 147. 237. 72. 166 akaidf.il Bl ock Ip Vb In drop 11
66. 249. 79. 71 Lhited Sates 147. 237. 72. 156 aman. i df il B ock Ip Vb In drop 11
66. 249. 79. 26 Lhited Sates 147.237.77. 233 atal.idf.il B ock _|p VWb In drop 11
66. 249. 79. 55 Lhited Sates 147.237.72. 156 anan.idf.il B ock Ip Vb In drop 11
66. 249. 69. 91 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In dr op 10
66. 249. 75. 23 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock | p V¢b In drop 10
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Vb In drop 10
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 10
66. 249. 78. 148 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock _|p VWb In drop 10
66. 249. 79. 132 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 9
66. 249. 79. 124 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p V¢b In drop 8
66. 249. 78. 160 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 8
66. 249. 67. 66 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 7
66. 249. 78. 134 Lhited Sates 147. 237.76. 30 hi nush. i df . i | B ock Ip Vb In drop 7
66. 249. 78. 228 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock _|p VWb In drop 7
66. 249. 79. 140 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 7
66. 249. 65. 195 Lhited Sates 147.237.77.170 naar achot . i df .i | B ock |p Vb In drop 7
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip V¢b In drop 7
66. 249. 81. 144 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock Ip Vb In drop 6
66. 249. 69. 99 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Ip V¢b_In drop 6
66. 249. 78. 2 Lhited Sates 147.237.72. 166 aka.idf.il B ock _|p VWb In drop 6
66. 249. 78. 140 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip Vb In drop 6
66. 249. 73. 136 Lhited Sates 147.237.77. 170 naar achot . i df . | Bl ock | p V¢b In drop 6
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Target Address |S te |NarTe |mvi ce Action | Count |
198. 20. 69. 98 Lhited Sates 147.237.8. 27 e nadi matal .idf.il DVRep_B-N 60 100 B ock 1
198.20.70.114 |Lhited Sates 147.237.0.34  |tikshuv.idf.il DVRep_P- N _40- 59 Per nit 1
198. 20. 69. 98 Lhited Sates 147.237. 76. 148 |gqacenter. aka. i df .i | DVRep B-N 60 100 B ock 1
198.20.70.114 |Lhited Sates 147.237.77.234 |hal ag.idf .il DVRep_P- N _40- 59 Per nit 1
85. 25. 43. 94 Cer many 147.237.77. 226 |wan chanat z. aka. i df il |DVRep_B- N _60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.178 |e.natpash.idf .il DVRep_B-N 60 100 B ock 1
89. 139. 182. 210 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.200 |mdu.idf.il DVRep_B-N 60 _100 B ock 1
198.20.70.114 |Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep_P- N _40- 59 Per nit 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
61. 240. 144. 64 Chi na 147.237.0. 17 m ny- kosher - kravi . i df . i | ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 213 Chi na 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
140. 113.110. 21 Tai wan 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
41. 140. 40. 209 Mor occo 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 4096 1
221.235.188.213 Chi na 147.237. 76. 147 chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
140. 113. 110. 21 Tai wan 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
221.235.188. 213 Chi na 147.237. 76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
140. 113.110. 21 Tai wan 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237.0. 200 ndu. i df . il ET SCAN Potential SSH Scan 1
140.113.110. 21 Tai wan 147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
207.241.229. 213 Lhited Sates 147.237.72. 166 aka.idf.il VB- O3 redirect access 1
118. 186. 216. 62 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
99. 244. 135. 30 Canada 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
140.113.110. 21 Tai wan 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237. 76. 196 e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140. 113. 110. 21 Tai wan 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN NMVAP -sS wi ndow 1024 1
221.235.188. 213 Chi na 147.237.77.176 nat pash. i df . il ET SCAN Potential SSH Scan 1
140. 113.110. 21 Tai wan 147.237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77. 178 e. nat pash. i df .il ET SCAN NVAP -sS w ndow 1024 1
221.235.188.213 Chi na 147.237.77. 19 | awforumidf.il ET SCAN Potential SSH Scan 1
140. 113. 110. 21 Tai wan 147.237. 76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
41. 140. 40. 209 Mor occo 147.237.77. 243 nobi | e.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
221.235.188. 213 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
140.113. 110. 21 Tai wan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237. 8. 24 e lifestyle.idf.il ET SCAN Potential SSH Scan 1
140.113.110. 21 Tai wan 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
118. 186. 216. 62 Chi na 147.237. 0. 200 ndu. i df.il ET SCAN Potential SSH Scan 1
104. 128. 144. 130 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
140.113. 110. 21 Tai wan 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
69.12. 92. 160 Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140.113.110. 21 Tai wan 147.237.76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237.77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 227 e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140.113. 110. 21 Tai wan 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 26
C o Inval i d segnent retransnission. Sreamng Engine: TP Invalid
220.255. 1. 151 S ngapor e 147.237. 77. 216 |dover.idf.il Packet dr opped. Ret r ansni ssi on drop 6
8. 37.228. 77 Anonynmous Proxy [147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 2
94. 230. 86. 138 |l srael 147.237.77. 243 |nobi | e.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
8. 37.227.81 Anonynous Proxy |[147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
61.135.190. 72 |China 147.237.0.34 |tikshuv.idf.il SAMrul e drop drop 1
141.212.122.91 |Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | dr op drop 1
70.39.186.218 |Satellite Provider |147.237.77.216|dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
5.144. 131. 170 IRrem)l : z' i?"c 147. 237. 77. 216 |dover. i of . i | I'nval i d ACK nunber Bad TCP sequence al ert 1
141.212.122. 97 |Lhited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-location i nbound enforcenent Geo- | ocati on enf or cenent drop 1
8.37.228. 81 Anonynous Proxy |147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
70.39.186.222 |Satellite Provider |[147.237.77.216|dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
5.144. 131. 170 'Rrem)”'z' i?"c 147. 237. 77. 216 |dover. i of . i | I'nval i d ACK nunber Bad TCP sequence monitor |1
194. 72. 238. 241 |Uhi t ed Ki ngdom 147.237.77. 216 |dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
46. 19. 86. 41 | srael 147.237.72. 156 |anan.idf . il Inval id ACK nunber Bad TCP sequence noni t or 1
8.37.227.70 Anonynous Proxy |147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
216.218. 206. 86 |Lhited S ates 147.237.76. 200 |ei tan. aka.i df .i | drop drop 1
49.151. 61. 85 Phi | i ppi nes 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address ‘Attacker Qountry | Target Address ‘S te Action ‘Count
109. 67. 157. 176 |l srael 147.237.77. 216 |dover.i df.il|lhaut hori zed URL Access to wanidf.il/tenplates/article/6 s3 B ock 1
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il|Mil tiple Unauthorized URL Access from 188. 165. 15. 198 B ock 1
70. 167. 8. 42 Lhited Sates 147.237.72. 166 |aka.idf.il |Wauthorized URL Access to ww aka. i df.il/yohal anf ag/ f ag. asp B ock 1
207.46.13.112 |Lhited Sates 147.237.77. 216 |dover.idf.il|Uhaut hori zed UR. Access to v i df.il/1133-19667-he/i df gdover. aspx) B ock 1
: . - |Uhaut hori zed URL Access to
157.85.39.12 United Sates 147.237.76. 42 refuah. idf.i 147.237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
. . Uhaut hori zed URL Access to
5.29.202.22 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get user detai | s Bl ock !
. . . |Waut hori zed URL Access to
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il waw i dff . i 1/ hebrew i df i n_pi ct ur es/ 2001/ mar ch 20, stm B ock 1
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il |Uhauthorized URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx Bl ock 1
216.218.206. 68 |Lhited Sates 147.237.77. 243 |nobi | e. i df . i |Uhaut hori zed URL Access to 147.237.77.243/ B ock 1
157. 55. 39. 17 Lhited Sates 147.237.76. 42 |refuah.idf.i|Uhaut hori zed URL Access to 147.237.76. 42/ scri ptresour ce. axd B ock 1
5. 255. 253. 124 stls;;”ion 147. 237.77. 216 |dover. i df il [Mil ti pl e Uhauthorized LRL Access from 5. 255, 253. 124 B ock 1
190. 105. 222. 168|Argenti na 147.237.77. 216 |dover.i df .il|Unknown HTTP Request Method OOCK in URL waw i df.il/1116-en/dover.aspx |B ock 1
91. 143. 235. 243 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
220. 181. 108. 185|Chi na 147.237.77. 216 |dover.idf.il|lhaut hori zed URL Access to www i df.il/anan/ B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72.166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
37.26.148. 132 | srael 147.237.76.42 |refuah.idf.i|D stributed Unaut hori zed URL Access on 147.237.76. 42/ / webr esour ce. axd B ock 1
194. 72.238. 241 |United Kingdom |147.237.77.216 |dover.idf.il|Unaut horized UR. Access to / Bl ock 1
109. 67. 157. 176 |l srael 147.237.77. 216 |dover.idf.il|Mil tipl e Unauthorized URL Access from 109. 67. 157. 176 Bl ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il |Lhauthorized URL Access to wwv aka.idf.il/mlitary-police B ock 1
52.4.217.116 Lhited Sates 147.237.77. 216 |dover.idf.il|Uhaut hori zed URL Access to wwwu i df.il/newsite/english/0119-3.stm B ock 1
207.46.13. 72 Lhited Sates 147.237.76. 42 |refuah.idf.i|Uhaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1

04-05-2015-03:03:02 to 04-05-2015-04:03:02




