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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
79.178.177.132 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 216
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Vb In drop 82
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock I p Véb In drop 66
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 65
66. 249. 78. 28 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock |p_ V¢b_In dr op 45
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df.il Block Ip Vb In drop 34
66. 249. 93. 239 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p V¢b In drop 31
66. 249. 93. 242 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Vb In drop 29
66. 249. 78. 21 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock Ip Vb In drop 28
66. 249. 93. 245 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock Ip Véb In drop 26
66. 249. 78. 14 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock | p_ V¢b_In dr op 25
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 25
66. 249. 78. 204 Lhited Sates 147. 237. 77. 176 nat pash. i df . i | Block Ip Véb In drop 25
66. 249. 93. 234 Lhited Sates 147. 237.76. 31 nakchal .i df i1 Bl ock Ip Vb In drop 24
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock Ip Véb In drop 20
105. 104. 2. 204 Ageria 147.237.77. 216 dover.idf.il DC5- HITP-fi ref | ood dest - r eset 19
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock |p_ V¢b In dr op 18
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 18
66. 249. 93. 168 Lhited Sates 147. 237. 77. 216 dover.idf.il Bl ock |p Véb In drop 18
66. 249. 67. 157 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p Véb In drop 18
66. 249. 67. 42 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 17
66. 249. 67. 13 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock Ip Véb In drop 16
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ V¢b_In dr op 16
66. 249. 67.5 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Vb In drop 16
66. 249. 78. 184 Lhited Sates 147. 237.76. 31 nakchal . i df .| Bl ock Ip Véb In drop 15
66. 249. 67. 24 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock |p V¢b_In drop 14
66. 249. 93. 237 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock Ip Véb In drop 14
66. 249. 64. 118 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_|p Veb In drop 13
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock | p_ V¢b_In dr op 13
66. 249. 64. 114 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Vb In drop 13
66. 249. 78. 159 Lhited Sates 147. 237. 77. 216 dover.idf.il Bl ock Ip Véb In drop 12
66. 249. 67. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Vb In drop 12
66. 249. 75. 95 Lhited Sates 147. 237. 72. 156 anan. i df il Bl ock Ip Véb In drop 11
66. 249. 64. 110 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_|p Veb In drop 11
105. 104. 18. 8 Ageria 147.237.77. 216 dover.idf.il DCS- HTTP-fi ref | ood dest - r eset 11
66. 249. 67. 40 Lhited Sates 147.237.77.170 naar achot . i df.il Block Ip Vb In drop 10
66. 249. 67. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip VWb In drop 10
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Vb In drop 10
66. 249. 93. 131 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 9
66. 249. 78. 38 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock_Ip Véb In drop 8
66. 249. 78. 44 Lhited Sates 147.237.77. 234 hal ag.i df .il Bl ock | p_ V¢b_In dr op 8
66. 249. 78. 187 Lhited Sates 147.237. 76. 31 nakchal .idf.il Block Ip Vb In drop 8
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 7
66. 249. 67. 124 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p Véb In drop 7
66. 249. 64. 123 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Ip Vb In drop 6
66. 249. 78. 51 Lhited Sates 147. 237. 77. 234 hal ag.idf . i Bl ock Ip Véb In drop 6
66. 249. 93. 254 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ V¢b_In dr op 6
66. 249. 78. 141 Lhited Sates 147.237. 76. 30 hi nush. i df . i | Block Ip Vb In drop 5
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf .il Bl ock |p Véb In drop 5
66. 249. 78. 148 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Bl ock | p Véb In drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name | Devi ce Action \Ooum \
198. 20. 70. 114 Lhited Sates 147.237.77.170 |maarachot.idf.il |DVRep_P- N 40-59 Per nit 22
5.29.53. 20 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 6
46.117. 62. 67 | srael 147.237.76.42 |refuah.idf.il 7120; TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
79. 180. 54. 144 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
109. 186. 133. 232 |l srael 147.237.77. 170 |maarachot.idf.il |CLO0O0004: HTTP. options net hod (M crosoft) B ock 2
83. 226. 154. 245 |Sweden 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
93. 120. 27. 62 Romani a 147.237.76.38 |e.e.neitav.idf.il |DVRep_B-N 60 100 B ock 1
80. 246. 137. 42 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 0. 33 idf.il DVRep_P- N _40- 59 Per mit 1
85. 25. 43. 94 Ger many 147.237.8.28 e.nobi | e-ks.idf.il |[DVRep_B-N 60_100 B ock 1
85. 250. 218. 222 |lsrael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address

A tacker

‘Tar get Address |[Ste

Country
105. 104. 18. 8 Ageria 147. 237. 77. 216 |dover i of .i | ET QURRENT_BEVENTS H gh Qbit lon Cannon (HOCQ Attack Inbound Generic Detection 9
Doubl e Spaced UA
105.104.2.204 |Ageria 147. 237. 77. 216 |dover i df .1 ET QURRENT_BEVENTS Hgh Qbit Ion Cannon (HOC Attack Inbound Generic Detection 9
Doubl e Spaced UA
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWWP wth fake user agent 5
5.29.207.9 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
122.228.207. 77 |China 147.237.72. 156 |anan.idf.i| ET SCAN Potential SSH Scan 1
104. 128. 144. 130 147.237.76.197 [e.hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
177.129.79. 177 |Bazil 147.237. 8. 50 e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 3072 1
58. 20. 54. 249 Chi na 147.237.76.86 [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.129.79.177 |Bazil 147.237.8.50 e.tikshuv.idf.il |ET SCAN NVAP -f -sS 1
8. 29. 144. 205 Lhited Sates 147.237.72. 156 |anan.idf .i| ET SCAN NMAP -sS wi ndow 1024 1
122.228.207. 77 |Chi na 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237. 76. 199 |e. nakchal .idf.il |ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237. 72. 167 |i shuri maka.idf.i |[ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.8. 24 e lifestyle.idf.i|ET SCAN Potential SSH Scan 1
89. 248. 162. 228 |Net her| ands 147.237.77.121 |e.navy.idf .il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.76.202|e. hal ag.idf .il ET SCAN NMVAP -sS wi ndow 1024 1
177.129.79. 177 |Bazil 147.237.8.50 |e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
8. 29. 144. 205 Lhited Sates 147.237. 72. 156 |anan.i df .il ET SCAN NVAP -sS w ndow 2048 1
122.228.207. 77 |Chi na 147.237.77. 178 |e.nat pash.i df.i| |ET SCAN Potential SSH Scan 1
8. 29. 144. 205 Lhited Sates 147.237. 72. 156 |anan.i df .i | ET SCAN NVAP -f -sS 1
122.228.207. 77 |Chi na 147.237.77.19 |[lawforumidf.il |ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country

SYNretransmt with different w ndow

178. 32.128. 216 |Fance 147.237.77.74 |lawidf.il scale Bad TCP sequence noni t or 70
213.57.215.129 | srael 147.237.76.42 |refuah.idf.il :g;e”ansmt wth different wndow g4 1cp sequence mnitor  [32
105. 104. 18. 8 Ageria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 17
176.12.141. 149 |Israel 147.237.77. 216 |dover.icf. i1 | v 1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 12
dr opped. Ret r ansni ssi on
41.196.79.106  |Egypt 147.237.77. 216 |dover.i of . i Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 9
dr opped. Ret r ansni ssi on
37,142 98. 69 | srael 147,237 0.19  |nadimatal idf.i Invalid segnent retransnission. Packet |Sream ng Er_]gi ne: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
85. 64. 243. 220 |l srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 6
85. 64. 243. 220 |l srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence alert 5
5.29.153.115  |israel 147.237.77. 243 |mbile.icf. i1 | v 1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid dr op 4
dr opped. Ret r ansn ssi on
91. 200. 12. 55 Lkr ai ne 147.237.77. 176 [natpash.idf.il |[SAMrul e drop drop 3
41.218.168. 44 |Egypt 147.237. 77. 216 |dover.i df .i | First packet isn't SN drop drop 3
103. 231. 161. 86 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2
79.179. 166. 18 | srael 147.237.77. 170 [naarachot . i df . il |l nval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 62 | srael 147.237.72. 166 |aka. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
5.102. 254.179 |lsrael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122. 159|lhited Sates |147.237.76.200|eitan. aka.idf.il drop drop 1
50. 74. 50. 202 Lhited Sates |[147.237.72.166|aka.idf.il First packet isn't SN drop drop 1
37.142.207. 134 |lsrael 147.237.72. 166 |aka. i df . il Inval i d ACK nunber Bad TCP sequence noni t or 1
198. 20. 69. 74 Lhited Sates |[147.237.8.45 |e.eitan.idf.il |SAMrule drop drop 1
141.212.122.82 |lhited Sates |147.237.76.198|e.yohal an.idf.il |Geo-I|ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
84. 109. 0. 86 | srael 147.237.77. 233 |atal .idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 98 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
37.46. 39. 122 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
74.82.47.39 Lhited Sates |[147.237.76.198]|e.yohal an.idf.il |Geo-1 ocation i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
41.196.79. 106 |Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
213.57. 45. 159 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.84 |lLhited Sates |[147.237.8.24 |e.lifestyle.idf.|Geo-|ocation i nbound enforcenent Geo- | ocati on enf or cenent drop 1
46.19. 86. 106 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
77.125.18. 79 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
5.22.130. 194 | srael 147.237.77. 176 |natpash.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.91 |lhited Sates |147.237.76.196|e.sviva.idf.il |Geo-location i nbound enforcenent Geo- 1 ocati on enf or cenent drop 1
46.19. 86. 106 | srael 147.237.72. 166 |aka. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
37.142.100.10 |lsrael 147.237.77. 176 |natpash.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
184.105.139. 76 |lhited Sates |147.237.0.33 |idf.il drop drop 1
112.111.188. 109|Chi na 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1
79.178.122. 41 |israel 147.237.72. 166 |aka.i df . i Invalid checksum Packet dropped. g]':s';“s”l?ma’g' ne: TP Invalid drop 1
141.212.122.92 |lLhited Sates |[147.237.77.61 |e.cogat.idf.il |Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 1
85. 65. 228. 88 | srael 147.237.76.31 |nakchal.idf.il |lnvalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 160 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
37.142.207. 134 |lsrael 147.237.72. 166 |aka.i df.i | I nval i d ACK nunber Bad TCP sequence alert 1
188. 120. 148. 235|l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.121.128|lhited Sates |147.237.8.14 |e.orchot.idf.il |Geo-location i nbound enforcenent Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

‘Count

wwn aka. i df . i 1/ sites/resources/chi nuch/ styl es/i nport/bott onmavi gat on. asp

Country Action
. . D stributed Uhaut hori zed URL Access on
46.19.86.98 I srael 147.237.72. 166 |aka. i df .11 wwv aka. i df .il//sites/resources/chi nuch/ styl es/i nport/bott ormavi gat on. asp B ock 16
85. 64. 66. 173 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 5
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 188. 165. 15. 198 Bl ock 4
R D stributed Unaut hori zed URL Access on
77.125. 156. 137 |l srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// i n/ r abanut / vebr esour ce. axd Bl ock 4
109. 186. 133. 232|l srael 147.237.77. 170 |naar achot . i df . i | |[Unaut hori zed HTTP Met hod Bl ock 3
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
R D stributed Unaut hori zed URL Access on
176. 12. 140. 149 |[Israel 147.237.72. 166 |aka.idf.il v aka. i df i1/ / i n/ r abanut / webr esour ce. axd Bl ock 2
109. 65. 51. 129 I srael 147.237.77. 216 |dover.idf.il O stributed Uhaut horized URL Access on waw idf.il//https:/wwidf.il/ Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 170 |naarachot . i df . i | |[Unaut hori zed URL Access to 147.237.77. 170/ Bl ock 1
46.117. 62. 67 | srael 147.237.76. 42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147. 237. 76. 42/ | webr esour ce. axd Bl ock 1
207. 46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsitel hebrew 0307-1.stm Bl ock 1
R D stributed Unaut hori zed URL Access on
79.181.55.9 I srael 147.237.72. 166 |aka.idf.il ww aka, i df i 1//ht t ps: / v aka, i of i1/ Bl ock 1
2.54.30. 169 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to ww aka. i df.il/main/rabanut/webresource. axd Bl ock 1
R Unaut hori zed URL Access to
46.120. 95. 180 | sr ael 147.237.72. 166 |aka. i df .11 wnv aka. i df . i | / nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdet ai | s Bl ock !
208.113. 224. 193|lhited S ates 147.237.77. 170 [naarachot . i df . i | [Uhaut hori zed URL Access to naarachot. i df.il/wp-adm n/ Bl ock 1
83.222.232.214 |Wnited Ki ngdom|147.237.72. 156 |anan.idf.il Unhaut hori zed Met hod HEAD for / Bl ock 1
5. 255. 253. 124 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsitelenglish/0302-3.stm Bl ock 1
178. 32.128. 216 |FHance 147.237.77.74 |lawidf.il b | eech 6 Bl ock 1
69. 164. 231. 219 |lhited Sates 147.237.77.19 |lawforumidf.il|Uhaut horized URL Access to /tnunbl ock. cgi Bl ock 1
212.116. 166. 10 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/https:/wwidf.il/ Bl ock 1
31.168.210.16 |l srael 147.237.72. 166 |aka i df .i Wnaut hor i zed URL Access to Bl ock 1
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