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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Vb In drop 112
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 76
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 68
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 28
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 26
66. 249. 64. 118 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip Véb In drop 24
66. 249. 78. 21 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock |p Véb In drop 23
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . il B ock |p Vb In drop 20
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 20
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock |p Vb In drop 19
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 19
66. 249. 67. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 15
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 15
66. 249. 78. 198 Lhited Sates 147.237.76. 31 nakchal . i df il Bl ock | p V¢b In drop 13
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 13
66. 249. 67. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock |p Vb In drop 13
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In drop 13
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 13
66. 249. 78. 38 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | B ock |p Vb In drop 12
66. 249. 93. 239 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb _In drop 11
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip V¢b In drop 11
66. 249. 78. 127 Lhited Sates 147.237.0. 34 ti kshuv.idf.il Bl ock |p Vb In drop 11
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 11
66. 249. 67. 42 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 11
66. 249. 64. 110 Lhited Sates 147. 237.76. 86 navy. i df .i| Bl ock |p Véb In drop 10
66. 249. 67. 40 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip V¢b In drop 9
66. 249. 67. 24 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_Ip V¢b In drop 9
66. 249. 75. 7 Lhited Sates 147. 237. 72. 156 aman. i df il Bl ock |p Vb In drop 8
66. 249. 67. 157 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 8
66. 249. 75. 95 Lhited Sates 147.237. 72. 156 anan. i df.il B ock Ip Véb In drop 7
66. 249. 67. 37 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 6
66. 249. 64. 114 Lhited Sates 147. 237.76. 86 navy. i df .i | Bl ock | p V¢b In drop 6
66. 249. 67. 5 Lhited Sates 147. 237. 72. 166 aka.idf.il B ock Ip V¢b In drop 6
66. 249. 67. 66 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 6
66. 249. 75. 103 Lhited Sates 147.237.72. 156 anan. idf.il B ock_|p VWb In drop 5
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 5
66. 249. 78. 134 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock |p V¢b In drop 4
66. 249. 78. 240 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 4
66. 249. 75. 111 Lhited Sates 147. 237. 72. 156 aman. i df il B ock Ip V¢b In drop 4
66. 249. 93. 242 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Vb In drop 4
66. 249. 93. 245 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 4
66. 249. 64. 45 Lhited Sates 147.237.77.176 nat pash. i df.il B ock Ip Véb In drop 4
66. 249. 78. 234 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 4
66. 249. 67. 23 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip V¢b In drop 3
66. 249. 78. 54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock_Ip V¢b In drop 3
66. 249. 78. 44 Lhited Sates 147.237.77. 234 hal ag. i df . i Bl ock |p Vb In drop 3
66. 249. 78. 31 Lhited Sates 147.237.77. 226 vy chamat z. aka. i df . i | B ock_|p VWb In drop 3
66. 249. 67. 31 Lhited Sates 147.237.77.170 naar achot . i df.il B ock Ip Véb In drop 3
66. 249. 64, 49 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Vb In drop 3
66. 249. 64. 55 Lhited Sates 147.237.76. 31 nakchal . i df . il B ock |p Vb In drop 2
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

Target Address

Ste

84.228. 124, 245 |lsrael 147.237.76. 42 |refuah.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
118. 201. 145. 178| ngapore 147. 237. 77. 216 |dover. i cf . i | tff’s;abﬁy PHP-G3 Qeery Sring Paraneter Information Disclosure g o 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 199 |e. nakchal .i df . il DVRep_P- N _40-59 Per nit 1
198. 20. 69. 98 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 227 |e. hanaz.i df .i | DVRep_P- N 40-59 Per mt 1
198. 20. 69. 98 Lhited Sates 147.237. 76. 199 |e. nakchal . i df .i | DVRep_B-N 60 100 B ock 1
89. 139. 182. 210 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
198. 20. 70. 114 Lhited Sates 147.237.0. 35 akavs. i df.il DVRep_P- N 40-59 Pernit 1
93. 120. 27. 62 Romani a 147.237. 72. 156 |anan.i df .i | DVRep_B-N 60_100 B ock 1
198. 20.70.114 |lhited Sates 147.237.76.39 |nobile neitav.idf.i|DVRep_P- N 40- 59 Per it 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 30
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
59.41. 39. 125 Chi na 147.237.8.50 e. tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
59.41. 39. 125 Chi na 147.237.8.50 e. tikshuv.idf.il ET SCAN NVAP -f -sS 1
36.72.228.72 | ndonesi a 147.237.0. 35 akaws. i df . il ET SCAN NVAP -sS w ndow 1024 1
173.242.113. 152 Lhited Sates 147.237.77.170 naar achot . i df .i | ET SCAN Potential SSH Scan 1
114.112.90. 54 Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 110. 213. 46 Italy 147.237.76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237.77.121 e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
61.183.1.2 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
59. 41. 39. 125 Chi na 147.237. 8. 50 e. tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 98 Lhited Sates 147.237.76. 199 e.nakchal .idf.il ET DRCP Dshi el d B ock Listed Source 1
36.72.228.72 | ndonesi a 147.237.0. 35 akaws. i df.i | ET SCAN NVAP -sS w ndow 3072 1
178.19.107. 114 Pol and 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 242.113. 152 Lhited Sates 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 130 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
88. 249. 106. 23 Tur key 147.237.77. 234 hal ag.i df .il ET SCAN NVAP -sS w ndow 1024 1
81.200.91.2 Russi an Federation 147.237.77.121 e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
81.200.91.2 Russi an Federation 147.237.77.121 e.navy.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Country
84.228. 124. 245 |Israel 147.237.76. 42 |refuah.idf.il :;;e”ansm't W th different wndowle | 1p sequence monitor |7
198. 164. 188. 88 |Canada 147.237.8.27 |e.nadimatal.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 4
198. 164. 188. 88 |Canada 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 4
198. 164. 188. 88 |Canada 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 4
198. 164. 188. 88 |Canada 147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 4
198. 164. 188. 88 |Canada 147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 4
109. 253. 157. 112|l srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46.19. 85. 181 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 2
5. 102. 254. 75 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 181 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
50.7.138.133  |Netherlands  |147.237.72. 156 [anan.icf.il Invalid segnent retransmssion. Streaming Engine: TCP I nval i d drop 2
Packet dr opped. Ret r ansni ssi on
46.19. 85. 181 | srael 147.237.77. 176 |nat pash. i df .i | Inval i d ACK nunber Bad TCP sequence alert 1
50.198.201.34 |Wited Sates |147.237.77.216 |dover.idf.il :‘ﬁitrej ection pattern found in o Ry ection monitor |1
141.212.122. 155|lhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 1
85.130.239.12 |lsrael 147.237.77. 176 |nat pash. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 181 | srael 147.237.77. 176 |nat pash. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
112.111.188. 109|Chi na 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1
80. 246. 139. 121 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
5.9.97.92 CGer many 147.237.8.27 |e.nadimatal.idf.il Geo- | ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 1
141.212.122. 161|lhited Sates [147.237.76.202|e. halag.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 1
104. 128. 144. 130 147.237. 76. 147 |chi nuch. aka. i df .i | dr op drop 1
141.212.122.84 |lhited Sates [147.237.76.200|eitan. aka.idf.il drop drop 1
80. 246. 139. 121 |Israel 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
109. 186. 151. 208 || srael 147.237.77. 226 :":”’“ chanatz. aka. 1df. o1 g AK nunber Bad TCP sequence alert 1
216.218. 206. 116|lhited Sates |147.237.76.201|e. atal .idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1
141.212.122.86 |lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
80. 246. 139. 121 |Israel 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
46. 19. 85. 58 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
109. 253. 157. 112]l srael 147.237.76.86 [navy.idf.il Inval id ACK nunber Bad TCP sequence alert 1
141.212.122.95 |lhited Sates [147.237.76.200|eitan. aka.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 198 B ock 3
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
136.243.36.97  |Ger many 147.237.77.74 |lawidf.il Ml ti pl e Uhaut hori zed URL Access from 136. 243. 36. 97 B ock 2
84.228.124. 245 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
213.251.182. 10 |Fance 147.237.77. 170 |naar achot . i df . i [JUnhaut hori zed URL Access to maarachot.idf.il/wp/wp-adm n/ B ock 1
157.55.39.67  |Wited Sates |147.237.72.166 |aka.idf.il Distributed Lhaut hori zed LRL Access on B ock 1
wan aka. i df . i | // nai n/ har edi nd webr esour ce. axd
188. 165. 15. 238 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8879- he/ r ef uah. aspx B ock 1
95.175. 35. 73 | srael 147.237.76.31 |nakchal .idf.il |Dstributed Suspici ous Response Code B ock 1
46.119. 120. 118 |lkrai ne 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwidf.il/+ B ock 1
157.55.39. 137 |Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter itemd in waww aka.idf.il/kanhar/gal | ery/ showpi ct ure. asp None 1
81.218.195.13 |Israel 147. 237. 72. 166 |aka. i of . i | Unknown Par amet er __VI ENBTATEGENERATCR i n None 1
viwv aka. i df . i | / mai n/ sachar/ t f asi m aspx
195. 234. 14. 143 |Sweden 147.237. 77. 170 |naar achot . i df . i I|Uhaut hori zed UR. Access to naarachot.idf.il/ol d/ wp-adm n/ B ock 1
50. 7. 138. 133 Net her | ands 147.237. 72. 156 |anan. i df .i | Suspi ci ous Response Code B ock 1
157.55.39. 227 |Lhited Sates |147.237.0.34 |tikshuv.idf.il |Uhauthorized URL Access to www tikshuv.idf.il/site/links. aspx B ock 1
82. 166. 247. 66 | srael 147.237. 72. 166 |aka.i df .i | Uhknown Paraneter q in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
199.30.25.91  |United Sates |147.237.72.166 |aka idf.il Distributed Lhaut hori zed LRL Access on Bl ock 1
wwy aka. i df . i 1//mai n/ har edi i webr esour ce. axd
Unhaut hori zed URL Access to
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il wawy, i df . i |/ 1133-19021- he/ dover . aspxx3 (3 A" A C» A3 Aox3 3 A2 As @ Avs B ock 1
x3 A A2 Ayx3 A
50.198.201.34 |lhited Sates |[147.237.77.216|dover.idf.il Enai |l collector robots 14 B ock 1
83.9. 236. 236 Pol and 147.237.77. 216 |dover.idf.il D stributed PH? At enpt B ock 1
Kor e s Unhaut hori zed URL Access to
203.133. 169. 157 I%pug] ic of 147.237.77.216 |dover . df .| vy i df . i | /english/idf in pictures/2002/january/5.stm Bl ock !
157. 55. 39. 42 Lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 1
50.198.201.34 |lLhited Sates |[147.237.77.216|dover.idf.il eMii | Hoar di ng B ock 1
s Unhaut hori zed URL Access to
188. 165. 15. 198 |FRance 147.237. 77. 216 |dover.idf.il ww i df . i 1/ engl i sh/ announcenent s/ 2004/ rar ch/ 25. st m B ock 1
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