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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 69. 76 Lhited Sates 147.237.77.74 lawidf.il B ock |p Vb In drop 103
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 96
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 84
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock |p Vb In drop 46
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 32
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 24
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 23
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 23
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 22
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock |p Vb In drop 20
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 17
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df.il B ock Ip Véb In drop 17
66. 249. 75. 95 Lhited Sates 147.237.72. 156 anan. i df .il B ock |p Vb In drop 17
66. 249. 64. 118 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 12
66. 249. 75. 113 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 11
66. 249. 67. 40 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_Ip V¢b I n drop 9
66. 249. 75. 103 Lhited Sates 147.237.72. 156 anan. idf.il B ock_|p VWb In drop 9
66. 249. 78. 54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Ip Véb In drop 9
66. 249. 64. 114 Lhited Sates 147. 237.76. 86 navy. i df .i | Bl ock |p Véb In drop 8
66. 249. 67. 42 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 8
66. 249. 67. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il B ock Ip V¢b In drop 8
66. 249. 92. 57 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 8
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_|p VWb In drop 7
66. 249. 64. 45 Lhited Sates 147.237.77.176 nat pash. i df . il B ock Ip Véb In drop 7
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 7
66. 249. 64. 110 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 7
66. 249. 78. 194 Lhited Sates 147.237.76. 31 nakchal .i df. il B ock Ip V¢b In drop 7
66. 249. 75. 111 Lhited Sates 147. 237. 72. 156 aman. i df il Bl ock |p Vb In drop 6
66. 249. 65. 154 Lhited Sates 147.237.77. 226 vy chamat z. aka. i df . i | B ock_|p VWb In drop 6
66. 249. 67. 157 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 6
66. 249. 67. 5 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 6
66. 249. 78. 191 Lhited Sates 147.237.76. 31 nakchal . i df il Bl ock | p V¢b In drop 6
66. 249. 67. 42 Lhited Sates 147. 237.77. 233 atal.idf.il B ock Ip V¢b In drop 6
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il B ock_Ip V¢b I n drop 6
66. 249. 67. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 5
66. 249. 78. 201 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Ip Véb In drop 5
66. 249. 67. 34 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 5
66. 249. 78. 44 Lhited Sates 147.237.77. 234 hal ag. i df . i Bl ock Ip Véb In drop 5
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 4
66. 249. 75. 77 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b I n drop 4
66. 249. 78. 47 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock_|p VWb In drop 4
66. 249. 67. 24 Lhited Sates 147.237.77.170 naar achot . i df.il B ock Ip Véb In drop 4
66. 249. 67. 58 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 4
66. 249. 78. 51 Lhited Sates 147.237.77. 234 hal ag.idf.il Bl ock | p V¢b In drop 4
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 4
66. 249. 81. 147 Lhited Sates 147. 237. 72. 156 aman. i df il Bl ock |p Vb In drop 4
66. 249. 64. 49 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 4
66. 249. 67. 140 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 4
66. 249. 78. 134 Lhited Sates 147.237.0.34 tikshuv.idf il Bl ock |p V¢b In drop 3
66. 249. 64. 30 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip V¢b In drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
89. 139. 182. 210 |l srael 147.237.77.216 |dover.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
66.240.192. 138 |lhited Sates 147.237.76.199 |e.nakchal.idf.il |DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.0. 19 nadi matal .idf.il |[DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Rormani a 147.237.77.227 |e.hanaz.idf.il DVRep_B-N 60 _100 B ock 1
66. 240. 192. 138 |Lhited Sates 147. 237. 8. 45 e.etanidf.il DVRep_B-N _60_100 B ock 1
218. 6. 132. 45 Chi na 147.237.72.167 |ishurimaka.idf.il |DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address

A tacker

Target Address

dte

Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
89 234. 68. 85 Irel and 147 237 72. 166 |aka i df il aISEF\’\/EQ-t o, APACHE Apache nod_ssl non-SSL connection to SSL port denial of service 4
81.218.215. 141 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
218.6.132. 45 Chi na 147.237. 72. 167 |ishurimaka.i df.il [ET SCAN NVAP -sS w ndow 4096 1
177.85. 235. 107 |Brazil 147.237. 76. 148 |gqcenter. aka. i df . i |ET SCAN NVAP -sS w ndow 2048 1
173.242.113. 152|Lhited Sates 147.237.77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
173.242.113. 152|Lhited Sates 147.237.77. 176 |nat pash. i df .i| ET SCAN Potential SSH Scan 1
173.242.113. 152|lhited Sates 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
173.242.113. 152|lhited Sates 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
114.113.149.70 |Chi na 147.237.0.200 |nrdu.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 173 |Net her| ands 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.72. 167 |i shurimaka.idf.il |ET SCAN Potential SSH Scan 1
177.85. 235. 107 |Brazil 147.237. 76. 148 |gqcenter. aka. i df . i |ET SCAN NVAP -f -sS 1
173.242.113. 152|lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
173.242.113. 152|lhited Sates 147.237. 77. 170 |n@arachot . i df .i | ET SCAN Potential SSH Scan 1
173.242.113. 152|lhited Sates 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
173.242.113. 152|lhited Sates 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
114.112.90.54 |China 147.237.8.28 |e.nobile-ks.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country

212.34.12.146 |Jordan 147.237.77. 176 |nat pash. i df . i | FHrst packet isn't SN drop drop 27
37.140. 141. 38 g;z:;nl on 147.237.77. 176 |nat pash. i df .i | First packet isn't SN drop drop 6
89.17.36.82 gz:;;”i on 147. 237. 72. 166 |aka.i df .i | SAMrule drop drop 2
89. 17. 36. 82 Russi an 147.237. 72. 167 |ishurimaka. i df .i [|SAMrul e drop drop 2
Federation
61.135.190.199 |China 147.237.0.200 [mdu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2
84.109. 194. 139 |lsrael 147.237.77. 216 [dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
52.4.217.116  |lited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on
77.237.138.202 |Czech Republic [147.237.77.178|e. natpash.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 2
89. 17. 36. 82 gz:;;nl on 147. 237. 72. 156 |anan.i df . il SAMrule drop drop 2
54.144. 23. 45 Lhited Sates 147.237.72. 166 |aka.idf.il SAMrul e drop drop 2
80. 246. 130. 219 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1
5.9.97.92 Cer many 147.237.77. 212 |e.dover.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
61. 135.190. 71 Chi na 147.237.0. 33 idf.il drop drop 1
188. 138. 17. 205 |FHance 147.237.76.34 |yohal an.idf.il drop drop 1
80. 246. 130. 219 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
61.135.190.72 |China 147.237.0.34 |tikshuv.idf.il SAMrul e drop drop 1
84.109. 194. 139 |lsrael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1
37.247. 36. 96 Net her | ands 147.237.0.35 |akaws.idf.il drop drop 1
112.111.188. 109|Chi na 147.237.77. 216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
184.105. 139.83 |Lhited Sates 147.237.8.28 |e.nobile-ks.idf.ilJGeo-1ocation i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
5.9.97.92 CGer many 147.237.0.200 [mu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
184. 105. 247. 208|lhited Sates 147.237.76. 200 |eitan. aka.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte } Count
Country Action
46.19. 86. 253 | srael 147.237.77. 243 |nobi le.idf . i1 Mil tipl e Uhaut horized URL Access from 46. 19. 86. 253 B ock 4
A, Unaut hori zed URL Access to
46.19. 86. 253 | srael 147.237.77. 243 |mbi | €. of .1 nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 2042 Bl ock 4
89. 234. 68. 85 Irel and 147.237.72. 166 |aka.idf .il Lhtraceabl e SS. Sessions: Protocol violation (SSLGONN Gl ENT HELO None 2
199. 203. 77.63 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
R Unaut hori zed URL Access to
62.210.114. 129 - [France 147.237.76. 42 |refuah.idf. il viwv refua. atal .idf.il/sip storage/fil es/ 8/ 3198. pdf/ t r ackback/ Bl ock !
207. 46. 13. 104 Lsh'mt:: 147.237.77. 233 |ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx B ock 1
136. 243. 36. 97  |Ger many 147.237.77. 176 |nat pash.idf . i1 Uhaut hori zed URL Access to waw cogat . i df.il/894-he B ock 1
46.119. 120. 118 |lkrai ne 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to aka.idf.il/+ B ock 1
184. 105. 247. 196 g];::: 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Lhited S Unhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 navy.idf. il wan navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock !

R Uhaut hori zed URL Access to
136.243.36. 97 |Ger many 147.237.77.234 hal ag. i of .11 wwv | ogi stics.atal.idf.il/tenpl ates/ shared user control s/ header upper/ Bl ock !

Lhi ted

52.4.217. 116 Sates 147.237.77. 216 |dover.idf.il Mil tiple Wauthorized URL Access fromb52. 4.217. 116 B ock 1
188. 165. 15. 23  |Fance 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157. 55. 39. 19 Lsh'mt:: 147.237.77. 176 |nat pash. i df . i Unaut hori zed URL Access to 147.237.77.176/ 901- 9135- he/ cogat . aspx  |Bl ock 1
61.135.190.71 |China 147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
188. 165. 15. 238 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8941- he/ r ef uah. aspx B ock 1
112.111. 188. 109|Chi na 147.237.77. 216 |dover.idf.il Adm n B ocki ng B ock 1
Wi ted Unaut hori zed UR. Access to wwvidf.il/aman/site- AfEceAle AfEceA
157. 55. 39. 42 Sates 147.237. 77. 216 |dover.i df .i AsAfEccAA+Afa,tA.. A AfEcAA® AfExAA8Afa,¢ACA,~AVAfEGRA, B ock 1
A AfEceAARAfA,CABE Afa,¢Aca-A¥ 2-12-2004
61.135.190. 201 [China 147.237.0.17 |"™ kosher-kravi 1df-1 1 2t hori zed URL Access to 147.237.0.17/ Bock |1
136. 243. 36. 97  |Ger many 147.237.77. 176 |nat pash.i df .i | Ml ti pl e Uhaut hori zed URL Access from 136. 243. 36. 97 B ock 1
176. 228. 18. 25 | srael 147.237. 72. 166 |aka. i df .i | Uhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
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