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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | Count |
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Véb In drop 99
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 97
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 69
66. 249. 78. 197 Lhited Sates 147.237. 77. 176 nat pash. i df . i | Bl ock |p Véb In drop 37
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df.il Bl ock | p_ V¢b_In dr op 29
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 25
66. 249. 67. 50 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p V¢b In drop 24
66. 249. 67. 157 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip Véb In drop 24
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock Ip Véb In drop 23
66. 249. 67. 5 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock |p Véb In drop 21
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb _In dr op 20
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 19
66. 249. 64. 114 Lhited Sates 147. 237.76. 86 navy. i df.il Bl ock Ip Véb In drop 19
66. 249. 67. 32 Lhited Sates 147.237.77. 170 naar achot . i df . i | Bl ock | p Véb In drop 18
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 18
66. 249. 64. 110 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_|p Véb In drop 17
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ Vb _In dr op 16
66. 249. 67. 24 Lhited Sates 147.237.77.170 naar achot . i df il Block Ip Vb In drop 16
66. 249. 67. 34 Lhited Sates 147. 237.72. 166 aka.idf.il B ock |p Véb In drop 15
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p Véb In drop 13
66. 249. 67. 42 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 12
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_|p Véb In drop 12
66. 249. 67. 40 Lhited Sates 147.237.77. 170 naar achot . i df . i | Bl ock | p_ Vb _In dr op 12
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 10
66. 249. 75. 111 Lhited Sates 147. 237.72. 156 anan.idf.il B ock |p Véb In drop 9
66.249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Ip Vb In drop 9
66. 249. 78. 194 Lhited Sates 147.237.76. 31 nakchal . i df . il Bl ock Ip Véb In drop 9
66. 249. 78. 148 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock Ip Véb In drop 8
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb _In dr op 7
66. 249. 78. 37 Lhited Sates 147.237.77. 234 hal ag.idf.il Block Ip Vb In drop 7
66. 249. 80. 75 Lhited Sates 147.237.77.216 dover.idf.il Bl ock |p V¢b In drop 7
66. 249. 64. 118 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock Ip Vb In drop 6
66. 249. 67. 13 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 5
66. 249. 78. 44 Lhited Sates 147. 237. 77. 234 hal ag. i df . i Bl ock Ip Véb In drop 5
66. 249. 75. 95 Lhited Sates 147.237.72. 156 anan.idf.il Bl ock | p_ Vb In dr op 5
66. 249. 78. 61 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Ip Vb In drop 5
66. 249. 78. 51 Lhited Sates 147.237.77. 234 hal ag.idf . i B ock |p Véb In drop 4
66. 249. 81. 206 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p Véb In drop 4
66. 249. 78. 191 Lhited Sates 147.237.76. 31 nakchal . i df . il Bl ock Ip Véb In drop 4
66. 249. 67. 29 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 4
66. 249. 78. 248 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ V¢b_In dr op 4
66. 249. 64. 77 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Ip Vb In drop 3
111. 216. 15. 41 Japan 147.237.76. 44 e.refuah.idf.il Bl ock Wdp All Nets drop 3
66. 249. 67. 42 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p Véb In drop 3
66. 249. 67. 37 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 3
66. 249. 75. 103 Lhited Sates 147. 237. 72. 156 aman. i df il Bl ock Ip Véb In drop 3
66. 249. 78. 174 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ V¢b_In dr op 3
66. 249. 64. 41 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Vb In drop 2
66. 249. 75. 23 Lhited Sates 147.237.72. 156 anan. i df.il Bl ock |p V¢b In drop 2
66. 249. 67. 124 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p Véb In drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Narre |Davi ce Action |Oount |
46.137. 134. 188 I rel and 147.237.72. 156 anman. i df.i| DVRep_P- N _40-59 Per mt 10
46.137. 134. 188 I rel and 147.237.72. 166 aka idf.il DVRep_P- N _40-59 Per mt 10

93. 120. 27. 62 Romani a 147.237. 8. 50 e tikshuv.idf.il DVRep B-N 60 100 B ock 1

66. 240. 192. 138 Lhited Sates 147.237.72.217 e.idf.il DVRep_B-N 60 _100 B ock 1

85. 25. 43. 94 Cer nany 147.237. 8. 27 e.madi matal .idf.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 30
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 6
83. 71. 247. 38 Irel and 147. 237. 72. 166 |aka i df i SER’\/ERAPAOrE Apache nod_ssl non-SSL connection to SSL port denial of 4
servi ce attenpt

221, 235.188. 212|Chi na 147.237.77. 234 |hal ag.idf.i| ET SCAN Potential SSH Scan 1
194. 78. 216. 163 |Bel gi um 147.237. 77. 226 |ww chamat z. aka. i df .i|1 |ET SCAN NVAP -sS wi ndow 3072 1
43.255.191. 170 |Japan 147.237. 76. 177 |ncore.idf .i | ET SCAN Potential SSH Scan 1
221.235. 188. 212|Chi na 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
178. 19. 107. 114 |Pol and 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.0. 35 akaws. i df .il ET SCAN Potential SSH Scan 1
221.235.188. 212|Chi na 147.237.76.201|e.ata .idf.il ET SCAN Potential SSH Scan 1
114.113.149.70 |China 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237.76. 176 |test. ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 188. 212|Chi na 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
114.113.149.70 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
221.235.188. 212|Chi na 147.237.72. 167 |i shurimaka.i df .i | ET SCAN Potential SSH Scan 1
91.238.134.92 |Pol and 147.237.77.235|sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 212|Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 188. 212|Chi na 147.237.0.200 |[rdu.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 228 |Net her| ands 147.237.77.235|sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212|Chi na 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 1
221.235.188. 212|Chi na 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
221.235. 188. 212|Chi na 147.237.77.176 [nat pash.idf.i| ET SCAN Potential SSH Scan 1
178.19. 107. 114 |Pol and 147.237.77.74 |[lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
27.50.132. 60 Chi na 147.237.76.176 |test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
221, 235.188. 212|Chi na 147.237. 76. 148 |gacenter. aka. i df . i | ET SCAN Potential SSH Scan 1
114.113.149.70 |Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
221.235. 188. 212|Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
114.113.149.70 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212|Chi na 147.237.72. 166 |aka.idf .il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.77.216 |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221, 235.188. 212|Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
91. 224, 132. 118 :Z;::tnl on 147.237.77. 178 |e. mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212|Chi na 147.237.0.33 [idf.il ET SCAN Potential SSH Scan 1
87.236.215. 124 |United Kingdom |147.237.77.234|hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
221, 235.188. 212|Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Country |Target Address |Ste | Message | Name | Devi ce Action |Count |
98. 143. 148. 107 |lhited Sates 147.237.8.50 e.tikshuv.idf.il Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 2
98. 143. 148. 107 |lhited Sates 147.237.76.200 |eitan. aka.idf.il drop drop 2
188. 138. 17. 205 |Fance 147.237.76.200 |eitan. aka.idf.il drop drop 2
144. 76. 15. 235 CGer many 147.237.77.170 |naarachot.idf.il SAMrul e drop drop 2
50.7.71.91 Lhited Sates 147.237.77.61 |e.cogat.idf.il (eo-1 ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 2
184. 105.139. 72 |lhited Sates 147.237.76. 148 |gqcenter.aka.idf.il drop drop 1
37.16.72.139 France 147.237.72.156 |anan.idf.il Invalid ACK nunber Bad TCP sequence aert 1
188.138. 17. 205 |Rance 147.237.76.197 |e.hinush.idf.il Geo-1 ocat i on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
37.16.72.139 France 147.237.72.156 |anan.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
107. 185. 92. 68 Lhited Sates 147.237.77.216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
38.107.189. 134 |lhited Sates 147.237.77.216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpliant |nonitor 1
173.8.173. 106 Lhited Sates 147.237.72.166 |aka.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

Country

Action

‘Count

176. 10. 104. 227 |Sntzerl and 147.237. 77. 226 |wwn chanat z. aka. i df .i | [Mul tipl e Whaut hori zed URL Access from 176. 10. 104. 227 B ock 2
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 198 B ock 2
R Unaut hori zed URL Access to
174.89.107. 111 |Canada 147.237.72. 166 |aka. i df.il ww aka, i of i 1/si p storage/fil es/ 3 58393, sni B ock 1
61. 135. 190. 69 Chi na 147.237.0. 15 kosher-kravi .idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
203. 133. 169. 157 :;ﬁaic o |147.237.77.216|dover.idf il Unaut hori zed URL Access to wawidf.il/nevsitelenglish/1225-3.stm  |Bl ock 1
: . S Unaut hori zed URL Access to
107. 170. 114. 242|Whited Sates [147.237.0.34 |tikshuv.idf.il ti kshuv. i of . i 1/ shar ed user conit r ol f header upper / B ock 1
38.107.189. 134 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
Uhaut hori zed URL Access to
67.22. 36. 80 Lhited Sates [147.237.77.216|dover.idf.il v i df i |/ 1283- 16671- en/ dover . aspx/ r k=0/ r sswsm®7gnahl x. nnaw |B ock 1
zzuplj s59k-
207.46.13.5 Lhited Sates [147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
136. 243. 36. 97  |Ger many 147.237.72. 166 |aka. i df . il Ml tipl e Uhaut horized URL Access from 136. 243. 36. 97 B ock 1
52.4.217.116 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/news/junp.stm B ock 1
R Unaut hori zed URL Access to
178.255.215.87  |France 147. 237.77. 216 jdover i df. 11 www.i df . i |/ 1512- en/ kkkkkkk=cd07bc95kkkkkkk cd07bc95 B ock !
. . Mil tiple Whtraceabl e SS. Sessi ons from83. 71. 247. 38 (Protocol viol ation
83. 71. 247. 38 Ireland 147.237.72. 166 |aka.idf . il (SSL_OONN CLI ENT_HELLO)) None 1
157. 55. 39. 67 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catld in wwww aka.idf.il/shalishut/site/gallery.aspx None 1
54.245.64. 111 Lhited Sates [147.237.77.176|nmatpash.idf.il Ml tipl e Uhaut hori zed URL Access from54.245.64.111 B ock 1
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
. . S3. Whtraceabl e Gonnection - Protocol violation
83. 71. 247. 38 Ireland 147.237.72. 166 |aka.idf . il (SSL_OONN QLI ENT HELLO) None 1
157. 55. 39. 130 Lhited Sates |147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
54.245.64.111 Lhited Sates [147.237.77.176|nmatpash.idf.il Unaut hori zed URL Access to www cogat. i df.il/894-he B ock 1
107.170. 114. 242|Lhited Sates [147.237.0.34 |tikshuv.idf.il Ml tipl e Uhaut hori zed URL Access from 107. 170. 114. 242 B ock 1
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