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|Top Attackers | n DDoS- Def ence |

Attacker Address | At tacker Country | Target Address |veb Ste |S gnature | Devi ce Action |count |
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock |p VWb In drop 110
46.117. 160. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 76
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 56
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 53
66. 249. 78. 141 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock_|p Vb In dr op 32
66. 249. 67. 50 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 31
66. 249. 67. 42 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p Ve¢b In drop 28
66. 249. 78. 148 Lhited Sates 147. 237.76. 30 hi mush. i df i | Block Ip V¢b In drop 27
66. 249. 78. 28 Lhited Sates 147. 237.76. 42 refuah.idf.il ock Ip Wb In drop 24
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock Ip Wb In drop 24
66. 249. 78. 134 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock_|p VWb In dr op 23
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock Ip Véb In drop 19
66. 249. 64. 110 Lhited Sates 147.237.76. 86 navy.idf.il Block Ip Véb In drop 18
66. 249. 78. 14 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Ip V¢b In drop 16
66. 249. 67. 5 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 15
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover. i df.il ock Ip Wb In drop 15
66. 249. 67. 34 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In dr op 15
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 15
66. 249. 81. 179 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 14
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p Véb In drop 13
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 13
66. 249. 81. 175 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 12
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In dr op 11
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 11
66. 249. 84. 188 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 10
66. 249. 67. 157 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p Véb In drop 10
66. 249. 64. 118 Lhited Sates 147.237. 76. 86 navy.idf.il ock Ip Wb _In drop 9
66. 249. 67. 24 Lhited Sates 147.237.77.170 naarachot . i df . il ock I p Wb _In drop 9
66. 249. 67. 42 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In dr op 9
66. 249. 67. 31 Lhited Sates 147.237.77.170 naar achot . i df .il Bl ock Ip Véb In drop 8
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df.il Block Ip Véb In drop 8
66. 249. 92. 22 Lhited Sates 147.237.77.170 naarachot . i df . il Bl ock Ip Véb In drop 8
66. 249. 67. 40 Lhited Sates 147. 237.77. 170 naar achot . i of . i | ock Ip Wb In drop 7
66. 249. 81. 183 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 7
66. 249. 64. 114 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In dr op 7
66. 249. 67. 34 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock Ip Véb In drop 7
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 6
66. 249. 78. 201 Lhited Sates 147.237.76. 31 nakchal . i df i Bl ock | p Véb In drop 6
66. 249. 78. 61 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ock Ip Wb _In drop 6
66. 249. 93. 239 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 6
66. 249. 83. 153 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 6
66. 249. 93. 242 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 6
66. 249. 78. 37 Lhited Sates 147. 237.77. 234 hal ag.idf.il Bl ock |p Ve¢b In drop 6
66. 249. 93. 245 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p Véb In drop 6
66. 249. 78. 184 Lhited Sates 147.237.76. 31 nakchal . i df .i | ock Ip Wb In drop 5
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 5
66. 249. 67. 41 Lhited Sates 147.237.77. 170 naar achot . i df . il B ock_|p VWb In drop 5
66. 249. 92. 29 Lhited Sates 147.237.77.170 naar achot . i df .il Bl ock Ip Véb In drop 5
66. 249. 75. 95 Lhited Sates 147.237.72. 156 anan.idf.il Block Ip Véb In drop 5
66. 249. 78. 47 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock Ip Véb In drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Ste |Name |Davi ce Action |Ooum |
180. 76. 5. 193 Chi na 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 40
79.178.132. 153 |l srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 7
66.240. 192. 138 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.38 |e.e.neitav.idf.il DVRep _B-N 60 100 B ock 1
46.116. 222. 190 |l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77.176 |natpash.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il |DVRep_B-N 60_100 B ock 1
72.197.194. 122 |lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
85. 25. 103. 50 Ger nany 147.237.76.34 |yohal an.idf.il DVRep _B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.8. 24 e lifestyle.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76.196 |e.svivaidf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76. 198 |e.yohal an.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.72. 167 |ishurimaka.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
122. 228. 207. 77 Chi na 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
99. 244. 135. 30 Canada 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 67 Chi na 147.237.0. 15 kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
61. 166. 189. 69 Chi na 147.237.76.199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
61. 166. 189. 69 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
59.41. 39. 125 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
183. 136. 216. 7 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.76. 34 yohal an.i df.il ET SCAN Potential SSH Scan 1
122. 228. 207. 77 Chi na 147.237.0. 16 ny- kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77.178 e. nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
218.77.79.43 Chi na 147.237.77.176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
61. 166. 189. 69 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
59.41. 39. 125 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
2.54.170.219 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
122.228. 207. 77 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te ‘Massage Acti on ‘Count
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 30
109. 253. 145. 223|l srael 147.237.77. 216 |dover.idf.il Inval id segnent retransmssion. Packet dropped. Srean g Er_19| ne: TP Invalid drop 18
Ret ransm ssi on
109. 253. 158. 150]l srael 147.237.77. 216 |dover.idf.il Inval id segnent retransmssion. Packet dropped. Srean ng E.]gl ne: TP Invalid drop 6
Ret ransm ssi on
46.19. 85. 171 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 6
109. 253. 145. 46 |l srael 147.237.77. 216 |dover.idf.il Inval id segnent retransmission. Packet dropped. Srean g Er_1g| ne: TP Invalid drop 6
Ret r ansni ssi on
79.178.132. 153 |l srael 147.237.76.42 |refuah.idf.il |SYNretransmt wth different w ndow scal e Bad TCP sequence noni t or 6
46.19. 85. 171 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 6
109. 253. 146. 236|I srael 147.237.77. 216 |dover.idf.il Inval id segnent retransmssion. Packet dropped. Srean g Er_19| ne: TP Invalid drop 6
Ret ransm ssi on
2.54.170.219 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
2.54.170. 219 | srael 147.237.77. 216 [dover.idf.il I nval i d sequence nunier Bad TCP sequence noni t or 5
2.54.170.219 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 5
46. 19. 85. 93 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 4
64.246. 165. 200 |lhited Sates |147.237.77.233|atal .idf.il header rejection pattern found i n request Header Rgj ection noni t or 3
188. 120. 148. 158|l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
5.22.130. 150 | srael 147.237.72. 166 |aka.idf.il SN retransmt wth different w ndow scal e Bad TCP sequence noni t or 3
46. 19. 85. 98 | srael 147.237.77. 216 [dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
176. 12. 141. 31 | srael 147.237.77. 216 |dover.idf.il Inval id segnent retransmssion. Packet dropped. Sreamlng Er_19| ne: TP Invalid drop 2
Ret ransm ssi on
207.241. 237. 211 |Wnited Qates |147. 237. 77. 216 |dover.idf. i1 |Invalid segment retransnission. Packet dropped. |S.f6¥MNg Bndine TR Imnvaid 1, 2
Ret r ansni ssi on
37. 46. 39. 40 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
. . . - Sreaning BEngine: TQP Invalid
176.12.151.26 |lsrael 147.237.77. 234 |hal ag.i df .il Inval id segnent retransmssion. Packet dropped. Retransngssi%n drop 2
85. 64. 39. 192 | srael 147.237. 72. 156 |anan.i df .i | Inval i d ACK nunber Bad TCP sequence alert 1
141.212.122. 174|\hited Sates |147.237.77. 227 |e. hanaz.idf.i| [Geo-1ocation i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
109. 253. 135. 240|I srael 147.237.77. 233 |atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 1
37.124. 47. 186 Saudi Arabia |147.237.77. 176 |matpash.idf.il |l nvalid ACK nunber Bad TCP sequence alert 1
2.54.143. 153 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
85. 64. 39. 192 | srael 147.237. 72. 156 |anan. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122. 175|\hited Sates |147.237.76.44 |e.refuah.idf.il|Geo-1ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1
109. 253. 135. 240|l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
79.178.1.42 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
37.124. 47. 186 Saudi Arabia |147.237.77. 176 |matpash.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
188.138.1.218 |Ger many 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1
2.54.143. 153 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.68 |lhited Sates |147.237.77.212]e.dover.idf.il |Geo-location inbound enf orcenent Geo- | ocati on enf or cenent drop 1
85. 64.214.7 | srael 147.237.72. 166 |aka.idf.i| Inval id ACK nunber Bad TCP sequence alert 1
5.22.130. 150 | srael 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 1
141.212.122. 177|lhited Sates |147. 237. 76. 198 |e. yohal an.i df . i|Geo- | ocat i on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
198. 20. 69. 74 Lhited Sates |147. 237. 76. 34 |yohal an.idf.il drop drop 1
2.54.143. 153 | srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
141.212.122.70 |lhited Sates |147.237.8.14 |e.orchot.idf.il|Geo-1ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1
85.64.214.7 I srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 93 I srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
141.212.122. 172|hited Sates |147.237.77. 121 |e.navy.idf.il |Geo-Ilocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1
95. 253. 2. 26 Italy 147.237.72. 166 |aka.i df . Ilegal header format detected: Mlformed HITP |5 o\ rrp Non conpl i ant monitor |1
protocol nane in response
46.19. 85. 172 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address ‘S te Acti on ‘Count

95. 253. 2. 26 Italy 147.237.72. 166 |aka i of .| |D St/ibuted Whauthorized LR Access on B ock 3
vy aka. i df . i | // mai n/ rabanut / webr esour ce. axd

5. 255. 253. 124 gj:;;”ion 147. 237.77. 216 |dover. i df .i1|Mil ti pl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 2

72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il |Uhaut horized URL Access to waww havy. i df.il/994- 8613- he/ navy. aspx. aspx B ock 2

67.186.32.148 |Lhited Sates 147.237.77. 216 [dover. i df.il|Uhaut hori zed URL Access to www i df.il/newsite/english/main.stm B ock 2

. . |Dstributed Unauthorized URL Access on o

109.253.156.71 |l st ael 147.237.72. 166 |aka. i df .1 wan aka. i df . i1 //sites/resources/chi nuch/styl es/ i nport/bottonmavi gat on. asp ock !

79.178.132. 153 |l srael 147.237.76.42 |refuah.idf.i|Uhaut hori zed URL Access to 147.237.76. 42/ webr esour ce. axd B ock 1

207.46.13.112 |Lhited Sates 147.237.77. 216 |dover.idf.il|D stributed Suspi ci ous Response Gode B ock 1

95. 223. 126. 222 |CGer many 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code Qust om Tenpor ary B ock 1

109. 253. 156. 206! srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1

79.183.33.247 |Israel 147. 237.72. 166 |aka idf. i1 |D Stributed thauthorized LR Access on B ock 1
win aka. i df . i | // mai n/ rabanut/webresour ce. axd

37.142.223. 136 |lsrael 147.237.77.233|atal .idf.il |Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1

79. 160. 83. 68 Nor way 147.237.77. 216 |dover. i df.il|Uhaut hori zed URL Access to ww i df.il/894-en/ dover. aspx/ B ock 1

176.12.141.22 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code_ Qust om Tenpor ary B ock 1

80. 230. 100. 117 |Israel 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code Qust om Tenporary ock 1

s DO stributed Whaut hori zed URL Access on

109.186. 151. 1021 sr ael 147.237.72. 166 |aka. i df .1 ww aka. i df .il//nai n/ giyus/ authenti cationservi ce. asnx/ get userdetai |l s Bl ock !

79.176.2.146  |Israel 147.237.72. 166 [aka idf.j| |Oknown Parameter _\I EVETATEENCRYPTED in None 1
wwn aka. i df . i |/ mai n/ gi yus/ def aul t. aspx

Korea, Republic R ) . .

203. 133. 169. 12 of 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code_Qust om Tenporary B ock 1

84.108. 248. 125 |Israel 147.237.72. 166 [aka idf .| |NKnown Paraneter VI EVETATEGENERATOR in None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx

68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il|Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 117 B ock 1

109. 226. 35. 5 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1

79.178.25.167 |Israel 147.237.72. 166 |aka i of .1 |Known Paraneter _ VI EWBTATEGENERATCR in None 1
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

203. 133. 169, 15706 RePWIIC 1) 17 557 77 216 |dover. i o 1| AU hOri zed LRL Access to B ock 1

of wa i df . i1/ english/ news/ press_conf erence 16nay00. st m
93.172.172. 94 | srael 147.237.72. 166 |aka.idf.il |DOstributed Lhaut hori zed URL Access on waw aka.idf.il//https:/ww aka.idf.il/ B ock 1
: .« . |Uauthorized URL Access to
68.180. 228. 117 |Uhited Sates 147.237.77. 216 |dover . i df .| waw i df . i |/ engli sh/ announcenent s/ 2003/ apri | / 03b. st m Bt ock !
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