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|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
2.54.154. 164 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 91
66. 249. 79. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 85
66. 249. 79. 76 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 66
66. 249. 79. 92 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 64
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df i | B ock_|p VWb In drop 30
66. 249. 75. 117 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 30
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 28
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 25
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock Ip Wb In drop 25
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover. i df.il ock Ip Wb In drop 24
66. 249. 79. 151 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_|p VWb In drop 22
66.249. 75.5 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 22
66. 249. 79. 108 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 21
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock Ip V¢b In drop 21
66. 249. 79. 143 Lhited Sates 147.237.0. 34 tikshuv. i df il ock Ip Wb In drop 18
66. 249. 92. 63 Lhited Sates 147.237.77. 216 dover.idf.il ock I p Wb _In drop 17
66. 249. 73. 221 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 17
66. 249. 73. 229 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Véb In drop 17
66. 249. 78. 97 Lhited Sates 147.237.77.170 naarachot . i df .il Bl ock Ip Véb In drop 16
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka idf.il B ock | p Vb In drop 14
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il ock Ip Wb In drop 13
66. 249. 75. 64 Lhited Sates 147.237.77.170 naar achot . i df . il ock I p Wb _In drop 13
66. 249. 73. 194 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In dr op 12
66. 249. 79. 100 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 12
66. 249. 75. 72 Lhited Sates 147.237.77.170 naar achot . i df .i | B ock |p VWb In drop 12
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka idf.il B ock | p Vb In drop 12
66. 249, 78. 111 Lhited Sates 147. 237.77. 170 naar achot . i of . | ock Ip Wb In drop 11
66.249.75.1 Lhited Sates 147.237.76. 42 refuah.idf.il ock I p Wb _In drop 9
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In dr op 9
66. 249. 73. 237 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Véb In drop 8
66. 249. 75. 13 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 7
66. 249. 64. 124 Lhited Sates 147.237. 77. 233 atal .idf.il Bl ock Ip V¢b In drop 7
66. 249. 78. 28 Lhited Sates 147.237. 76. 42 refuah.idf.il ock Ip Wb _In drop 7
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 6
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka.idf.il B ock | p VWb In dr op 6
66. 249. 78. 184 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Ip Véb In drop 5
66. 249. 73. 202 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Ip Véb In drop 5
66. 249. 64. 45 Lhited Sates 147.237.77.176 nat pash. i df .| Bl ock Ip Véb In drop 5
66. 249. 91. 196 Lhited Sates 147. 237.77. 170 naar achot . i of . i | ock Ip Wb In drop 5
66. 249. 78. 44 Lhited Sates 147. 237. 77. 234 hal ag.idf.il ock Ip Wb In drop 5
66. 249. 64. 19 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock_|p VWb In dr op 5
66. 249. 81. 206 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 5
66. 249. 64. 6 Lhited Sates 147.237.77. 233 atal .idf.il B ock |p Vb In drop 4
66. 249. 78. 31 Lhited Sates 147.237.72. 167 ishurimaka.idf.il Bl ock Ip Véb In drop 4
66. 249. 69. 55 Lhited Sates 147. 237.77. 170 naar achot . i of . i | ock Ip Wb In drop 4
66. 249. 64. 10 Lhited Sates 147.237.77. 233 atal.idf.il ock Ip Wb In drop 4
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 4
66. 249. 83. 139 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Véb In drop 4
66. 249. 78. 191 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock Ip Véb In drop 4
66. 249. 69. 82 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount \
128.242.249.12 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Perm t 24

75. 73. 255. 156 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4

98. 118. 10. 246 Lhited Sates 147.237.77.170 |maarachot.idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 1
41.43.81. 135 Egypt 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1

66. 240. 192. 138 |Lhited Sates 147.237.76. 147 |chinuch.aka.idf.il |DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
89. 248. 162. 228 |Net her| ands 147.237.76. 199 |e. nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 162. 228 |Net herl ands 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 |China 147. 237. 77. 226 |ww chamat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
211.144.94. 233 |China 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
104. 171. 114. 254 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN NVAP -sS wi ndow 2048 1
104. 171. 114. 254 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN NVAP -f -sS 1
91.224.132. 118 |¥SS'an 147.237.76. 44 |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
Federation
89. 248. 162. 228 |Net her| ands 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
85.194.93.41  |Saudi Arabia 147. 237.76. 197 |e. hi nush. i df . i | Fgfﬁo?ha‘” oral Uhusual ly fast Terminal Server Traffic, Potential Scan or 1
61. 160. 224. 128 |China 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
211.144. 94,233 |China 147.237.76.197 |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
104. 171. 114. 254 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN NMVAP -sS wi ndow 1024 1
93.190. 137. 25 Net her | ands 147.237.76.38 |e.e.neitav.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 31

197. 34, 83. 48 Egypt 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnission. Packet Srearmng Erjgl ne: TP Invalid drop 18
dr opped. Ret r ansni ssi on

41.43. 81. 135 Egypt 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 16

109. 253. 133. 44 |Israel 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet |Sreaning Engine: TCPInvalid drop 12
dr opped. Ret r ansni ssi on

197.34.81.108  |Egypt 147 237. 77. 216 |dover i df i1 Inval i d segnent retransmssion. Packet Srearmng Eljgl ne TP Invalid drop 6
dr opped. Ret r ansn ssi on

197. 34.82.186  |Egypt 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 3

121. 54. 54. 56 Phi | i ppi nes 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

81.144.138.34 |United K ngdom |147.237.77. 216 |dover.icf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on

98. 143. 148. 107 |lhited Sates 147.237.77.227 |e.hanaz.idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocat i on enf or cenent drop 2

184. 105. 247. 244|Lhited Sates 147.237.76.201|e.ata .idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

46.227.215.98 |sSian 147.237.76.86 |navy.idf.il Inval i d AGK nunber Bad TCP sequence noni t or 1

Feder ati on

216.218.206. 112|Lhited Sates 147.237. 76. 197 |e. hi nush.i df .i| |Geo-| ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

108.165.33.23 |lLhited Sates 147.237.77. 170 |naarachot . i df . i [|Fai | ed t o handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

74.82.47.51 Lhited Sates 147. 237. 76. 199 |e. nakchal . i df . i I|Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1

23.227.196.203 |Uited Sates  |147.237.77.74 [lawidf.il :‘eqeadueser S ection pattern found in Header Ryj ection monitor |1

23.227.196.203 |Wited Sates  |147.237.77. 176 |nat pash.idof i rzgjg;tre‘ ection pattern found in Header Ry ection monitor |1

184. 105. 139. 88 |lhited Sates 147.237.77. 212 |e.dover.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

216.218.206. 84 |Lhited Sates 147.237.76. 202 |e.hal ag.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Ste Action ‘Count
91.207.7.74 Lkrai ne 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 6
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
157.55.39. 137 |lhited Sates |147.237.72. 166 |aka. idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 198 B ock 1
93.167.198. 71 |Denmar k 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/ol d/wp-admn/ B ock 1
64.62.172.2 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/bl og/ wp-adn n/ B ock 1
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
Unknown Par anet er
81.218.245. 174 |lsrael 147.237.72. 166 |aka.idf.il ct | 00%ct | 00%ct | 00$cphMai n$cont ent Mai nAr ea$bt nPr evPhase in None 1
waw aka. i df . i |/ honas/ si t e/ honasf or nphase2. aspx
24.205.82.77 |wited Sates |147.237.72. 166 |aka.idf.il Unknoun Paraneter ctl00_ctl00_Scri ptMuinager 1 H ddenF el d in None 1
ww aka. i df . i |/ nai n/ sachar/
192. 34.109. 234 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to ww i df . i | / shar ed/ user cont r ol s/ header upper / B ock 1
. Do Unhaut hori zed URL Access to
101. 22. 191. 97 Chi na 147.237.77.74 |lawidf.il ww | aw i df i 1 /si p_storagel fil es/ 4/ 264. pdf/ t r ackback/ B ock 1
23.227.196.203 |Whited Sates 147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
83.222. 232. 214 LK*i"rfgegom 147.237.72. 156 |anan. i df . Unaut hori zed Met hod HEAD for / B ock 1
46. 227. 215. 98 stﬁ::ﬂ on 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/forunmasp/ B ock 1
216.244.83.168 |United Sates |147.237.77. 216 |dover. idf.il Distributed thaut horized URL Access on Bl ock 1
waw i df . i | // shared/ user cont r ol s/ header upper /
108. 165. 33. 23 Lhited Sates 147.237.77. 170 [n@arachot.idf.il |Uhaut hori zed URL Access to 147.237.77.170/ B ock 1
81. 144. 138. 34 LKJ?Ir:;éjom 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
23.227.196.203 |Lhited Sates 147.237.77.74 |lawidf.il ehMi | Hboardi ng B ock 1
184. 105. 247. 196|lhited Sates 147.237.72. 167 |i shurimaka.idf.il |Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
85.214.127. 182 |Cer many 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp/ wp-adnin/ B ock 1
52.1.33.44 Wited Sates |147.237.0.15 |kosher-kravi icf.i| outhori zed URL Access to Bock |1
waw kosher - kravi . i df.il/tenpl at es/ homepage/ honepage. aspx
109. 65. 72. 207 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka. idf.il/https:/vww aka.idf.il/ B ock 1
81.218. 245. 174 |Israel 147.237.72. 166 |aka.i df . i1 Wnknown Parameter __VI EVBTATEGENERATCR i n None 1
waw aka. i df . i |/ honas/ si t e/ honmasf or nphase4. aspx
23.227.196.203 |Whited Sates 147.237.77. 176 [nat pash. i df . i | Enail collector robots 14 B ock 1
R Unaut hori zed URL Access to
188. 165. 15. 196 |FRance 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19748- he/ i df gdover . aspx B ock 1
54.245. 64. 111 Lhited Sates 147.237.77. 176 [nat pash. i df . i | Mil tipl e Uhaut horized URL Access from54.245.64. 111 B ock 1
118.71.71.16  [Vietnam 147.237.77. 216 |dover. i df .i Unknown HTTP Request Method COX in LR B ock 1
wa i df . i1 /1116- en/ dover . aspx
Unknown Paraneter count in
81.218.245. 174 |lsrael 147.237.72. 166 |aka. i df . il wan aka. i df . i1/ honas/ sit e/ resour ces/ servi ces/wsnaterial s. asnx/getnaterial p [None 1
ossi bl enanesbynanest art
23.227.196.203 |lhited Sates 147.237. 77. 176 |nat pash. i df . i | eMai | Hoarding B ock 1
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