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|Top Attackers | n DDoS- Def ence |

Attacker Address | At tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count |
66. 249. 93. 164 Lhited Sates 147.237.77.216 dover.idf.il Bl ock | p Wb In drop 102
66. 249. 79. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 82
66. 249. 79. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip V¢b In drop 72
66. 249. 79. 92 Lhited Sates 147.237.77. 74 lawidf.il ock I'p Véb In drop 70
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ VWb In dr op 69
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 40
66. 249. 73. 221 Lhited Sates 147. 237.76. 86 navy.idf.il Bl ock |p Vb In drop 28
66. 249. 73. 237 Lhited Sates 147. 237.76. 86 navy. i df.il Block Ip V¢b In drop 28
66. 249. 78. 197 Lhited Sates 147. 237. 77. 176 nat pash. i of . i | Bl ock Ip V¢b In drop 25
66. 249. 93. 175 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock I'p Véb In drop 23
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df .i | Bl ock | p_ VWb In dr op 22
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . i | Block Ip Véb In drop 22
66. 249. 73. 229 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p Wb In drop 21
66. 249. 81. 215 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p Ve¢b In drop 20
66. 249. 79. 151 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Bl ock Ip V¢b In drop 20
66. 249. 79. 108 Lhited Sates 147.237.77. 74 lawidf.il ock I'p Véb In drop 19
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ Wb In dr op 19
66. 249. 64. 23 Lhited Sates 147.237.76. 30 hi nush. i df.il Block Ip Véb In drop 17
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p Wb In drop 14
66. 249. 78. 21 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Ip V¢b In drop 14
66. 249. 64. 10 Lhited Sates 147. 237. 77. 233 atal.idf.il Bl ock Ip V¢b In drop 13
66. 249. 78. 166 Lhited Sates 147. 237. 77. 216 dover.idf.il ock I'p Véb In drop 13
66. 249. 93. 171 Lhited Sates 147.237.77. 176 nat pash. i df .i | Bl ock | p_ VWb In dr op 13
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 13
66. 249. 79. 159 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p Wb In drop 12
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df i | Block Ip V¢b In drop 12
66. 249. 78. 104 Lhited Sates 147. 237. 77. 170 naar achot . i of . i | Bl ock Ip V¢b In drop 12
66. 249. 75. 13 Lhited Sates 147. 237. 72. 166 aka.idf.il ock I'p Véb In drop 12
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ VWb In dr op 12
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 12
66. 249. 75. 117 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip V¢b In drop 11
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip V¢b In drop 11
66. 249. 91. 196 Lhited Sates 147. 237. 77. 170 naar achot . i of . i | Bl ock Ip V¢b In drop 10
66. 249. 79. 116 Lhited Sates 147.237.77. 74 lawidf.il ock I'p Véb In drop 10
66. 249. 64. 19 Lhited Sates 147.237.76. 30 hi nush. i df.il Bl ock | p_ VWb In dr op 10
66. 249. 81. 218 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 9
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . il Block Ip Véb In drop 8
66. 249. 75.5 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p Véb In drop 8
66. 249. 64. 151 Lhited Sates 147. 237. 72. 156 aman. i df i Bl ock Ip V¢b In drop 8
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il ock | p Wb _In drop 8
66. 249. 80. 102 Lhited Sates 147.237.77. 176 nat pash. i df .i | Bl ock | p_ VWb In dr op 7
66. 249. 79. 143 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Véb In drop 7
66. 249. 75. 64 Lhited Sates 147.237.77.170 naar achot . i df .i | Bl ock | p Wb In drop 7
66. 249. 64. 14 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Véb In drop 6
66. 249. 84. 144 Lhited Sates 147. 237. 77. 176 nat pash. i of . i | Bl ock Ip V¢b In drop 6
66. 249. 64. 55 Lhited Sates 147.237.76. 31 nakchal .i df il ock I'p Véb In drop 6
66. 249. 84. 182 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ Wb In dr op 6
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In drop 5
66. 249. 64. 6 Lhited Sates 147.237.77. 233 atal .idf.il B ock |p Vb In drop 5
66. 249. 93. 179 Lhited Sates 147.237.77. 176 nat pash. i df .i | Bl ock | p Véb In drop 5
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

184.173.183. 172|lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40-59 Permit 149
128.242.249.12 |lLhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40-59 Pernt 24
72.245.29.209 |Wnited Sates 147.237.77.74 |lawidf. il Zrlzgroif Segnent. Qverlap Wth Dfferent Data, e.g., B ock 4
192,139, 153. 25 |canada 147. 237, 77. 216 |dover . i df .i gigrolf Segnent Qverlap Wth Dfferent Data e.g., B ock 3
119. 124.107. 36 |Chi na 147.237.72. 166 |aka.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor Bl ock 1
79.177.27.166  |Israel 147.237. 72. 166 |aka. i df . 7120: TQP: Segrent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fagrout e
85. 25. 103. 50 Cer many 147.237. 76. 148 |gacenter. aka.idf.il [DVRep B-N 60 100 Bl ock 1
2.54.144. 39 I srael 147. 237.72. 166 |aka i df . i | 7120: TCP. Segnent Qverlap Wth Different Dita, e.g., H ock 1
Fragrout e
85. 25. 43. 94 Ger nany 147. 237. 72. 156 |aman. i df .i | DVRep_B-N 60 100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.76. 201 |e.atal .idf.il DVRep_B-N 60_100 Bl ock 1
45. 96. 146. 109 147.237. 77. 216 |dover. i df .i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fragrout e
85. 25. 43. 94 Ger nany 147.237.77. 235 |sviva.idf .il DVRep_B-N 60 100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.77. 243 |nobi le.idf.il DVRep_B-N 60_100 Bl ock 1
66.240. 192. 138 [Lhited Sates 147.237.77. 178 |e.matpash.idf.il |DVRep B-N 60 100 B ock 1
185. 19. 221. 8 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df .1 7120: TCQP. Segrnent Overlap Wth Dfferent Data, e.g., B ock 1
Qccupi ed Fragroute
85. 25. 103. 50 CGer many 147.237.76.39 |nobile.neitav.idf.i|DVRep _B-N 60_100 Bl ock 1
93.120. 27. 62 Ronani a 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address|Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
43.255.191. 170 |Japan 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
188.138. 9. 51 Cer many 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.76.39 |nobile neitav.idf.il|ET SCAN Potential SSH Scan 1
183. 136.216.7 |China 147.237.76.38 |e.e.neitav.idf.il |ET SCAN Potential SSH Scan 1
43.255. 191. 170 |Japan 147.237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 1
91. 224, 132. 118 |Russi an Federation |147.237. 76. 197 |e. hi nush.idf .i | ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
85.194. 93. 41 Saudi Arabi a 147.237.76.196 |e.sviva.idf.il ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection|l
69. 12. 92. 160 Lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 170 |Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 |Japan 147.237.77. 170 |n@arachot . i df.i | ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.76. 197 |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.77. 243 |[nobile.idf .il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Ger nany 147.237.76. 176 |test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 170 |Japan 147.237.76.34 |yohal an.idf.il ET SCAN Potential SSH Scan 1
183. 136.216.7 |China 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 1
91.224.132. 118 |Russi an Federation |147.237.76.86 |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
75.104. 70. 37 Lhited Sates 147.237.77. 216 |dover.idf.il G5 WNDOMS M crosoft Forefront UAG javascript handler in LR XSS attenpt 1
69. 12. 92. 160 Lhited Sates 147.237.76.38 |e.e.meitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 170 |Japan 147.237.77. 178 |e.natpash.idf . il ET SCAN Potential SSH Scan 1
43.255. 191. 170 |Japan 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country
75.104. 70. 37 Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 11
81.144.138.34 |united K ngdom |147. 237. 77. 216 |dover. i df .l Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 8
dr opped. Ret r ansn ssi on
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 8
75.104. 70. 37 Lhited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 7
197.38. 165. 110 |Egypt 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnission. Packet Sreannng Etjgl ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on
119. 124.107. 36 |Chi na 147.237.72. 166 |aka.idf .il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 4
197.38. 139. 188 |Egypt 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on
50.127.37.14  |Taiven 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 3
dr opped. Ret r ansn ssi on
196. 205. 116. 158|Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
178. 137. 186. 251 |Wkrai ne 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet |Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on
188.138.1.218 |Ger many 147.237.8.24 |e.lifestyle.idf.il |Geo-|ocation i nbound enforcenent Geo- | ocat i on enf or cenent dr op 1
89. 138.242. 130 |Israel 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
64.125.239.45 |lhited Sates 147.237.76.44 |e.refuah.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
216.218. 206. 87 |lhited Sates 147.237.77.178|e.matpash.idf.il |Geo-1ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1
Russi an s
146. 185. 239. 104 eration 147.237.0.35 |akaws.idf.il drop drop 1
194.72.238.241 |United Kingdom |147.237.77.216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
89. 216. 115. 8 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1
64. 125. 239. 48 Lhited Sates 147.237.0. 33 idf.il drop drop 1
146. 185. 239. 104 RJSIS:;ni on 147.237.77.61 |e.cogat.idf.il Geo- | ocation i nbound enf or cerent Geo- | ocati on enf or cenent drop 1
64.125.239.29 |lhited Sates 147.237.76. 148 |ggcenter. aka. i df . i | dr op drop 1
64.125.239.49 |lhited Sates 147.237.77.212|e.dover.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
176. 12. 144. 249 |l srael 147.237. 72. 166 |aka.i df .i | Frst packet isn't SN drop drop 1
64. 125. 239. 34 Lhited Sates 147.237. 77. 227 |e. hanaz. i df . i | Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
141.105.70, 64 |FSSIan 147. 237. 77. 216 |dover . i of . i | header rej ection pattern found in Header Rej ection monitor |1
Federati on r equest
64.125.239.50 |lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
64.125.239.35 |lhited Sates 147.237.0.200 |rdu.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
141.212.121. 153|lhited Sates 147.237.76. 202 |e.hal ag.idf. il Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
70.39.186.222 |Satellite Provide|147. 237. 77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Devi ce

Target Address ‘ Ste

Action

‘Count

W cogat . i df . il /sip storagel/fil es/ 0/ si ze220x0/ 3410. j pg. src

81.144.138.34 |Wnited Kingdom |147.237.77.216|dover.idf.il |Miltiple Uauthorized UR. Access from 81.144. 138. 34 B ock 3
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 188. 165. 15. 198 B ock 3
81.144.138.34 |Unhited Kingdom |147.237.77.216|dover.idf.il |Uhauthorized UR. Access to wmnidf.il/894-he B ock 3
75.104. 70. 37 Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized UR. Access from 75. 104. 70. 37 B ock 2
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 68.180.228. 117 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
141. 105. 70. 64 :ZZ:;} o 147.237.77. 216 |dover.idf.il |eMai| Hoarding B ock 1
69. 163. 152. 120 |Lhited Sates 147.237.76.42 |refuah.idf.il |Uhaut hori zed UR. Access to refua. atal.idf.il/wp-admin/ B ock 1
109. 186. 173. 97 |l srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/nai n/ haredi miwebresource. axd [B ock 1
37.16.72.139 France 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwv i df.il/1133-19667-he/i df gdover. aspx) B ock 1
218. 28.24.238 |China 147.237.77. 216 |dover.idf.il |D stributed Unknown HTTP Request Mt hod B ock 1
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
70.54.123. 21 Canada 147.237.72. 166 |aka.idf.il Unknown Paraneter — EVENTTARGET in aka.idf.il/mai n/ sachar/ None 1
188. 165. 15. 238 |Fance 147.237.76.42 |refuah.idf.il |Unauthori zed URL Access to 147.237.76. 42/ 994- 8868- he/ r ef uah. aspx B ock 1
119.124. 107. 36 [Chi na 147.237.72. 166 |aka.i df .i | Mil ti pl e Unaut hori zed URL Access from 119. 124. 107. 36 B ock 1
75.104. 70. 37 Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to ww idf.il/shared/ clientscripts/{0} B ock 1
59.127. 37. 14 Tai wan 147.237.77. 216 |dover.idf.il |Dstributed Suspici ous Response Gode B ock 1
219.94.128. 197 |Japan 147.237.76.42 |refuah.idf.il |Uhaut horized URL Access to refua.atal .idf.il/wordpress/wp-adn n/ B ock 1
157.55.39.153 |lited Sates  |147.237.77. 216 |dover.idf. il t‘;ra;;thg,”;z(:]km Access to v i df. i1/ nevsi te/english/1113-2. st B ock 1
85. 64. 81. 10 | srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wawn aka.idf.il/https:/ww aka.idf.il/ B ock 1
70.54.123.21  |canada 147.237.72. 166 |aka iof i1 |U'known Parameter __VI EVBTATEGENERATCR i n None 1
aka. i df .i|/nai n/ sachar/ hone. aspx
194, 72.238. 241 |United Kingdom |147.237.77.216|dover.idf.il |Unauthorized UR. Access to / B ock 1
119.124.107. 36 |Chi na 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/1. asp B ock 1
75.104. 70. 37 Lhited Sates 147.237.77. 216 |dover.idf.il |XSS- Basic 3 B ock 1
. ., |Whauthorized URL Access to
62.210. 114. 129 |Fance 147.237.76.42 |refuah.idf.il ww refua atal i of . i1/si p_storagelfiles/ & 3198. pdf/ t r ackback/ B ock 1
219.166. 63.51 |Japan 147.237.76.42 |refuah.idf.il |Dstributed Whauthorized URL Access on refua. atal .idf.il//wp-adnmin/ B ock 1
178. 137. 186. 251 |lkrai ne 147.237.77. 216 |dover.idf.il |Suspici ous Response Code B ock 1
89. 31. 140. 21 Cer many 147.237.76.42 |refuah.idf.il |Uhauthorized LRL Access to refua. atal.idf.il/test/wp-admn/ B ock 1
70. 167. 8. 42 Lhited Sates 147.237.72. 166 |aka. i df . il Lhaut hori zed URL Access to waw aka.idf.il/portal nilui nienplates/inner.asp |B ock 1
207.46.13.5 Lhited Sates 147.237.72. 166 |[aka.idf.il Unknown Paraneter 9ff3fe30 in waw aka.idf.il/main/ hone/ def aul t. aspx None 1
141.105.70.64 |USSian 147.237.77. 216 |dover.idf.il |Enail collector robots 14 B ock 1
Federation
77.127.29.89  |israel 147.237.72. 166 |aka iof i1 |UPknown Parameter __VI EVBTATEGENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
180. 76. 4. 47 Chi na 147.237.77. 176 |nat pash. i df . i ||Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
109. 65. 19. 135 | srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/nain/giyus/login. aspx None 1
213.251.182.10 |France 147. 237.77. 176 |nat pash. i df . 1|1t hor i zed LRL Access to B ock 1
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