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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count |
66. 249. 79. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 96
66. 249. 79. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Vb In dr op 75
66. 249. 93. 164 Lhited Sates 147. 237. 77. 216 dover.idf.il Bl ock Ip Vb In drop 52
66. 249. 79. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 44
66. 249. 79. 159 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock _|p VWb In dr op 24
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 22
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Vb In dr op 21
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Vb In dr op 21
66. 249. 78. 166 Lhited Sates 147. 237. 77. 216 dover.idf.il Bl ock Ip Vb In drop 20
66. 249. 79. 151 Lhited Sates 147.237.0. 34 tikshuv.idf il B ock Ip Vb In drop 19
66. 249. 79. 100 Lhited Sates 147.237.77. 74 lawidf.il B ock _|p VWb In dr op 19
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock Ip Vb In drop 18
66. 249. 78. 104 Lhited Sates 147.237.77. 170 n@ar achot . i df . i | Block Ip Vb In dr op 18
66. 249. 73. 221 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 16
66. 249. 79. 108 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Vb In drop 16
66. 249. 78. 159 Lhited Sates 147. 237.77. 216 dover.idf.il B ock Ip Vb In drop 16
66. 249. 75. 117 Lhited Sates 147.237.72. 166 aka.idf.il B ock _|p VWb In dr op 14
66. 249. 79. 116 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 13
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df .i | Block Ip Vb In dr op 13
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock |p Vb In drop 12
66. 249. 75. 5 Lhited Sates 147. 237. 72. 166 akaidf.il Bl ock Ip Vb In drop 12
66. 249. 69. 50 Lhited Sates 147. 237. 72. 166 akaidf.il B ock Ip Vb In drop 12
66. 249. 92. 57 Lhited Sates 147.237.77. 216 dover.idf.il B ock _|p VWb In drop 12
66. 249. 73. 237 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Vb In drop 11
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka idf.il B ock |p Vb In drop 11
66. 249. 78. 97 Lhited Sates 147.237.77. 170 n@ar achot . i df i | Bl ock Ip Vb In dr op 10
66. 249. 69. 34 Lhited Sates 147. 237. 72. 166 akaidf.il Bl ock Ip Vb In drop 9
66. 249. 64. 10 Lhited Sates 147. 237. 77. 233 atal.idf.il B ock Ip Vb In drop 8
66. 249. 75. 13 Lhited Sates 147.237.72. 166 aka.idf.il B ock _|p VWb In drop 8
66. 249. 64. 14 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 7
66. 249. 78. 198 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In drop 7
66. 249. 64. 23 Lhited Sates 147.237.76. 30 hi nush. i df.il B ock |p Vb In drop 7
66. 249. 75. 80 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | Bl ock Ip Vb In drop 6
66. 249. 64. 27 Lhited Sates 147. 237.76. 30 hi nush. i df . i | B ock Ip Vb In drop 6
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il B ock _|p VWb In drop 6
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip Vb In drop 6
66. 249. 75. 72 Lhited Sates 147.237.77. 170 naar achot . i df . | Bl ock | p V¢b In drop 6
66. 249. 81. 151 Lhited Sates 147. 237.72. 156 anan. i df il Bl ock | p V¢b In drop 5
66. 249. 88. 217 Lhited Sates 147. 237. 72. 166 akaidf.il Bl ock Ip Vb In drop 4
66. 249. 64. 155 Lhited Sates 147. 237. 72. 156 aman. i df il B ock Ip Vb In drop 4
66. 249. 78. 54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock _|p VWb In drop 4
66. 249. 67. 58 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 4
66. 249. 78. 58 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Vb In drop 4
66. 249. 64. 147 Lhited Sates 147. 237. 72. 156 aman.idf.il Bl ock Ip Vb In dr op 4
66. 249. 67. 74 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 4
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 3
66. 249. 78. 194 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock _|p VWb In drop 3
66. 249. 81. 206 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 3
66.249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Vb In drop 3
66. 249. 64. 124 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Vb In dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Name |mvi ce Action |Count |
71.6.167. 142 Lhited Sates 147.237.77.234 |halag.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
41. 44, 27. 62 Egypt 147.237.77.216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger nany 147.237.76.38 |e.e.meitav.idf.il [DVRep B-N 60 100 B ock 1
50.118.172. 114 |lLhited Sates 147.237.72.166 |aka.idf.il 3630: HITP. SQ I njection (Bool ean | dentity) B ock 1
85. 25. 103. 50 Ger many 147.237.8.27 |e.nadimatal .idf.il |[DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il |[DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 45 eetanidf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.72.167 |ishurimaka.idf.il |DVRep B-N 60 100 B ock 1




04-03-2015-02:03:05 to 04-03-2015-03:03:05

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
220. 128. 120. 49 Tai wan 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
216. 178. 244. 38 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 39. 68. 33 Lhited Sates 147.237.76. 200 eitan.aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.128. 120. 49 Tai wan 147.237.77. 235 sviva idf.il ET SCAN Potential SSH Scan 1
220. 128. 120. 49 Tai wan 147.237.77. 176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
119. 97. 231. 102 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
220. 128. 120. 49 Tai wan 147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
103. 238. 214. 79 147.237.77.19 lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
220. 128. 120. 49 Tai wan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
220.128. 120. 49 Tai wan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
220. 128. 120. 49 Tai wan 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
220. 128. 120. 49 Tai wan 147.237.0. 35 akavs. i df.il ET SCAN Potential SSH Scan 1
208. 39. 68. 33 Lhited Sates 147.237. 76. 200 eitan aka. idf.il ET SCAN NMVAP -sS wi ndow 2048 1
220. 128. 120. 49 Tai wan 147.237.77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
208. 39. 68. 33 Lhited Sates 147.237.76. 200 eitan.aka.idf.il ET SCAN NVAP -f -sS 1
220.128. 120. 49 Tai wan 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
119. 97. 231. 102 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
220. 128. 120. 49 Tai wan 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
103. 238. 214. 79 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS wi ndow 3072 1
220. 128. 120. 49 Tai wan 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 228 Net her | ands 147.237. 8. 50 e tikshuv.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
220.128. 120. 49 Tai wan 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
220.128. 120. 49 Tai wan 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 31

199.30.26. 143 |Wnited Sates 147. 237. 77. 216 |dover. i cf . i | Invali d segnent retransmssion. Streaming Engine: TP Invalid 1, 18
Packet dropped. Ret r ansni ssi on

5.22.130. 164 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4

37.247.36.124  |Net herl ands 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation inbound enforcenent |Geo-location enforcenent drop 4

17.142.145.3  |wited Sates 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 4
Packet dropped. Ret r ansnii ssi on

84. 110. 112. 208 |l srael 147.237.77. 243 |nobi l e.i df . | nval i d segnent retransmssi on. Streamng Engine: TP Invalid o o 4
Packet dropped. Ret r ansni ssi on

17.142.152.94 |lnited Sates 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 4
Packet dropped. Ret r ansnii ssi on

37. 60. 146. 70 z'cf;i'géa” Territory, {147 237.77. 216 |dover. i df i1 First packet isn't SN drop drop 3

125.94.92.75  |china 147. 237. 77. 216 |dover. i cf . i | SWNretransmt wth different Bad TCP sequence monitor |3
wi ndow scal e

17.142.152.81 |Uited Sates 147. 237. 77. 216 |dover.i df . i | nval i d segnent retransmssi on. Streamng Engine: TP Invalid o o 2
Packet dropped. Ret r ansnii ssi on

17.142.152.85 |lited Sates 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 2
Packet dropped. Ret r ansnii ssi on

17.142.152.86 |Uited Sates 147. 237. 77. 216 |dover.i df . i | nvalid segnent retransmssi on. Streamng Engine: TP Invalid o o 2
Packet dropped. Ret r ansnii ssi on

17.142.152.68 |lited Sates 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 2
Packet dropped. Ret r ansnii ssi on

17.142.152.72 |Uited Sates 147. 237. 77. 216 |dover.i df . i | nvalid segnent retransmssi on. Streamng Engine: TP Invalid o o 2
Packet dropped. Ret r ansnii ssi on

17.142.152.110 |Wited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 2
Packet dropped. Ret r ansnii ssi on

50. 7. 138. 133 Net her | ands 147.237.8.27 |e.nadi matal.idf.i|Geo-1ocation inbound enforcenent |Geo-|ocation enfor cenent drop 2

188. 138. 17. 205 |Fance 147.237.76. 197 |e. hinush.idf .i| Geo- | ocati on i nbound enf or cenent |[Geo-1 ocati on enf or cenent drop 1

64.125.239.50 |lhited Sates 147.237.76. 199 |e. nakchal .idf.il |Geo-1ocation inbound enforcenent |Geo-1ocation enforcenent drop 1

64.125.239.34 |lLhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent |[Geo-1 ocati on enf or cenent drop 1

125.94.92. 75 Chi na 147.237.77. 216 |dover.idf.il directory traversa overflow Drectory Traversal noni t or 1

64.125.239.35 |lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1

46. 19. 86. 90 | srael 147.237.72. 156 |anan.i df . il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.121. 153|lhited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation inbound enforcenent |Geo-location enforcenent drop 1

64.125.239.43 |lhited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-location inbound enforcenent |Geo-1ocation enforcenent drop 1

85.130.173. 119 |Israel 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1

46.19. 86. 171 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

174.53.138. 187 |lLhited Sates 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1

64.125.239.48 |Lhited Sates 147.237.77.61 |e.cogat.idf.il Geo- | ocati on i nbound enf or cenent |Geo-| ocati on enf or cenent drop 1

104. 128. 144. 130 147.237.0.200 |mdu.idf.il drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Addr ess ‘S te

Devi ce

‘Count

Country

Action

77.126. 96. 238 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 8

79.182. 57. 250 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 3

188. 165. 15. 198 |Fance 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 188. 165. 15. 198 B ock 2

72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2

1.165.2.125 Tai wan 147.237.77. 216 |dover.idf.il |D stributed Unknown HTTP Request Met hod B ock 1

219.89.17. 13 New Zeal and 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1

79.182. 57. 250 | srael 147.237.72. 166 |aka.i df .il Uhaut hori zed URL Access to waw aka.idf.il/main/haredi niwebresource. axd B ock 1

52.4.217. 116 Lhited Sates 147.237.77. 216 |dover.idf.il |Uhaut horized URL Access to waw i df.il/newsite/english/1204-3.stm B ock 1

178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 178. 255. 215. 87 B ock 1

1.174.254.215 |Tai wan 147.237.77. 216 |dover.idf.il |Uhknown HTTP Request Method OOCK in URL ww i df.il/1116-en/dover.aspx |B ock 1

124.153. 117. 217]Indi a 147.237. 77. 176 |nat pash.i df . i ||Uhaut hori zed URL Access to 147.237.77.176/ B ock 1

68.180. 228. 117 |United Sates  |147.237.77. 216 |dover.igf. i1 |D St/1Puted Lhauthorized LR Access on B ock 1
wan i df . i | //tenpl at es/ shar ed/ user cont r ol s/ header upper /

185. 16. 40. 143 LK!i“r:gegom 147.237.77. 216 |dover.idf.il [Uhauthorized URL Access to www idf.il/894-en/idf gdover. aspx B ock 1

79.179.161. 178 |lsrael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1

5. 255. 253. 124 RJSIS:;ni on 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to waw i df.il/hebrew organi zati on/ gol ani / gdudi m st m{Bl ock 1
Unhaut hori zed URL Access to

157.55. 39. 6 Lhited Sates |147.237.77.216|dover.idf.il |wwidf.il/1133-15858-he/ dover. aspxx3 G A (A Avxd 4, B ock 1
ax3Agx3 B A A Avs

68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to v i df.il/hebrew news/events2. stm B ock 1

C e Unhaut hori zed URL Access to

46.19.123.125  |France 147.237.77.216 |dover . i df .11 wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.i df .i | Unknown Paranet er 136¢d360 i n waw aka. i df . il /nai n/ horre/ def aul t. aspx None 1

203. 133. 169. 157 OK?rea, Republ i c 147.237.77. 216 |dover.idf.il [Uhauthorized URL Access to wan idf.il/newsitel/english/docunents. asp B ock 1

79.182.57.250 |lsrael 147.237.72. 166 |aka.idf .il D stributed Uhaut hori zed URL Access on wan aka.idf.il//edim B ock 1
Unknown Par arret er

46. 117. 176. 234 |l srael 147.237.72. 166 |aka. i df .il ct| 00$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt cha$capt chaText in |None 1
v aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx

176.12.145.32 |Israel 147.237.72. 166 |aka idf.il  |O7Known Parameter VI EVBTATECENERATCR i n None 1
ww aka. i df . i1/ nai n/ sachar/regi strationw zar d/ st ep3. aspx

77.125.100. 166 |l srael 147.237.72. 166 |aka idf.i  |0Known Paraneter VI EVETATECENERATCR in None 1
waw aka. i df . i |/ nai n/ sachar/ hone. aspx
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