04-02-2015-22:03:08 to 04-02-2015-23:03:08

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

04-02-2015-22:03:08

[Top Targets |

600

5004"

400+

3004"

Nunber 200+
(@]

Attacks 1004

5\ s\. \. AN
&.\6\ &'\& ?r..\& S\é &p S\& &‘\6 &8
. tb' M . .
s &S ¥ N & N & F
< & X R
S < & ¢
& S
Top Tar get

[Top Attackers |

150+

M dover.idf.il
M refuah.idf.il
M aka.idf.il
Miawidf.il
M nadimatal .idf.il
M navy.idf.il
[ nakchal .idf.il
M aman.idf.il

nat pash.idf.il
M i shuri maka.idf.i

M 66. 249. 93. 168
184.173.183. 172

Nunber
(6]
At acks

S A R - I
(oQ) D bb (o(b (06 (-ob
XS

Top Attackers

I 66.

46.
M 66.
M 66.
I 66.
M 66.

41.
M 66.

249. 93. 164
19. 86. 152
249. 93. 160
249.93.172
249.93.176
249.79. 84
68.77.11
249.79.76




04-02-2015-22:03:08 to 04-02-2015-23:03:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
46. 116. 65. 250 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 353
84. 108. 168. 194 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 320
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 128
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 91
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 88
66. 249. 93. 172 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Vb In dr op 85
84.110. 77. 234 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 82
66. 249. 93. 176 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 65
66. 249. 93. 168 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 61
66. 249. 79. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 53
66. 249. 79. 76 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In drop 43
66. 249. 79. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In dr op 35
66. 249. 93. 234 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock | p V¢b In drop 19
66. 249. 93. 162 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip V¢b In drop 18
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i dof . i | Bl ock | p V¢b In drop 17
66. 249. 93. 231 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock | p V¢b In drop 16
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df .i | B ock_|p VWb In drop 16
66. 249. 93. 154 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip Vb In dr op 14
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p V¢b In dr op 14
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p V¢b_In dr op 14
66. 249. 79. 151 Lhited Sates 147.237.0. 34 ti kshuv.idf.il Bl ock | p V¢b In drop 13
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 13
66. 249. 81. 215 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 13
66. 249. 73. 237 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip Vb In dr op 12
66. 249. 93. 237 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p VWb In drop 12
66. 249. 75. 117 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 11
66. 249. 69. 42 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 11
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p V¢b In drop 10
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_|p VWb In drop 10
66. 249. 64. 23 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Ip Vb In dr op 10
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 9
66. 249. 73. 221 Lhited Sates 147. 237.76. 86 navy.idf.il Bl ock | p V¢b In drop 9
66. 249. 75. 13 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 9
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 9
66.249.75.5 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 9
66. 249. 64. 14 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In dr op 8
66. 249. 81. 218 Lhited Sates 147. 237.77. 216 dover.idf.il Bl ock | p V¢b In drop 8
66. 249. 73. 229 Lhited Sates 147. 237.76. 86 navy.idf.il Bl ock | p V¢b In drop 8
66. 249. 93. 239 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 8
66. 249. 79. 100 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 7
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_|p VWb In drop 7
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In dr op 7
66. 249. 64. 10 Lhited Sates 147.237.77. 233 atal .idf.il B ock |p V¢b In dr op 7
66. 249. 64. 151 Lhited Sates 147. 237.72. 156 anan. i df i Bl ock | p V¢b In drop 6
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 6
66. 249. 93. 242 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 6
66. 249. 64. 6 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In drop 5
66. 249. 78. 215 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Ip Vb In dr op 5
182. 212. 176. 209 Korea, Republic of 147. 237.76. 197 e. hinush. i df.il Bl ock Udp All Nets drop 5
66. 249. 75. 80 Lhited Sates 147.237.77.170 naarachot . i df . il B ock Ip V¢b In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Name |Davi ce Action |Oount |
184.173.183. 172 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 136
109. 67. 50. 234 | srael 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., FHagroute B ock 2
93. 120. 27. 62 Romani a 147.237.76.198 |e.yohal an.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.39 |nobile neitav.idf.il|DVRep_B-N 60_100 B ock 1
41.68.77. 11 Egypt 147.237.77.216 |dover.idf.il 5674: HITP. SQ I njection (Bool ean | dentity) B ock 1
71.6.167. 142 Lhited Sates 147.237.76.86 |navy.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 35 akaws. i df .i | DVRep B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.0. 35 akaws. i df .i | DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
46. 19. 85. 250 | srael 147.237.76.86 [navy.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 24 elifestyle.idf.il |DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.8.50 e tikshuv.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 199 |e.nakchal .idf.il DVRep_B-N 60_100 B ock 1
66.240. 192. 138 |lLhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.179 |e.nazi.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 27 e.nadimatal .idf.il |DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.72. 156 |anan.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
79. 180. 25. 30 | srael 147.237.72. 156 |anan.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address

A tacker

Target Address

Ste

Country

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 5
109. 160. 253. 190|l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.111. 48. 244 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
122.228.207. 76 |Chi na 147.237.76. 176 |test. ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
217.91.181. 112 |Ger many 147.237.76. 177 |ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
122.228.207. 76 |China 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 154. 60. 27 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.72. 166 |[aka. i df .i | ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Ger many 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 66 |Chi na 147.237.0.19 |nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 76 |Chi na 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 65 | srael 147.237.77. 216 |dover.idf.il portscan: TGP DO stributed Portscan 1
89. 248. 162. 228 |Net her| ands 147.237.76.31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 76 |Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
27.50. 132. 60 Chi na 147.237.77. 170 |naarachot . i df . il ET SCAN NVAP -sS w ndow 2048 1
122.228.207. 76 |Chi na 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
122.228.207.76 |Chi na 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237. 76. 148 [gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
61.240. 144. 66 |Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
218.77.79.43  |thina 147.237.76.38 |e.e.neitav.idf.il Fgf;sfi'\logeha‘" oral Unusually fast Terminal Server Traffic, Potential Scan or 1
122.228.207. 76 |Chi na 147.237.76.38 |e.e.nmeitav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
217.91.181. 112 |Ger many 147.237.76. 177 |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207.76 |China 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237. 8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144.66 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237. 77. 243 |nobi l e.i df .i | ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237.77. 170 |na@arachot.i df . il ET SCAN NVAP -sS w ndow 4096 1
122.228.207. 76 |Chi na 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237.77. 170 |n@ar achot . i df .i | ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237.77. 243 |nobil e.idf . il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 66 |Chi na 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte

155.178.180. 12 |lhited Sates 147.237.72. 166 |[aka. i df .i | Frst packet isn't SN drop drop 34
31.186. 165. 38  |Net her| ands 147.237.72. 166 |aka. i df . il Hrst packet isn't SN drop drop 24
79.182.22.254 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 10
176.12.148.1  |Israel 147.237.77. 234 |hal ag.i df . i | Inval i d segnent retransmssi on. Streamng Engine: TP Invalid 1, 8

Packet dropped. Ret r ansni ssi on
46.19. 85. 215 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 7
46. 19. 85. 215 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 6
176. 58. 67. 63 gcis;ilg(ljan Territory, 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 4
s Inval i d segnent retransnission. Sreaning Engine: TP Invalid
41.68.77. 11 Egypt 147. 237. 77. 216 |dover. i df . i | Pkt dregppe " Fe”ansn?n’ssi%n drop 4
176. 12. 150. 171 |Israel 147.237.72. 166 |aka. i df .i | Inval i d segnent retransmssi on. Streamng Engine: TP Invalid 1, 4
Packet dropped. Ret r ansni ssi on

37.26. 147. 157 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
37.26. 147. 157 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 3
188. 120. 148. 194 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
37.26.147. 157 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 3
46.19. 86. 236 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
155. 94. 254. 133 147.237.8.14 |e.orchot.idf.il Geo-1 ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 2
2.54.136. 55 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 2
176.65. 7. 54 glcis;ilgéan Territory, 147.237. 77. 176 |nat pash. i df .i | First packet isn't SN drop drop 2
142.54.161.130 |lhited Sates 147.237.77. 176 [nat pash. i df . i | SAMrul e drop drop 2
2.54.136. 55 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46. 236. 24. 52 Uni ted Ki ngdom 147.237.77. 170 n@arachot.idf .il |Hrst packet isn't SYN drop drop 2
5. 102. 254. 190 | srael 147.237.76.86 [navy.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
188. 120. 148. 194 |l srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
142.54.161.130 |lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2
2.54.136. 55 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2
46. 19. 85. 154 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
188. 165. 15. 23  |Fance 147.237.72. 166 |[aka. i df .i | Frst packet isn't SN drop drop 1
46. 19. 85. 27 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
2.54.182. 207 | srael 147.237.77.74 |lawidf.il Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.121. 153|lhited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
222.77.227.34 |China 147.237.76.86 |navy.idf.il SAMrul e drop drop 1
141.212.122. 136|lhited Sates 147.237.77. 178 |e.nat pash.idf.il |Geo-location i nbound enf or cenent |Geo-1 ocation enf or cenent drop 1
85. 130. 216. 188 |l srael 147.237.72. 166 |aka. i df . il Invalid ACK nunber Bad TCP sequence noni t or 1
46.120.76. 165 |lsrael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
198. 154. 60. 27 |lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1
46.19.85. 71 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
5.22.129.187 | srael 147.237.72. 166 |aka. i df . il Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.121. 155|lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
85. 250. 220. 79 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
207.46.13.5 Lhited Sates 147.237.72. 166 |aka. i df .i | Frst packet isn't SN drop dr op 1
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
155.178.180. 12 |Lhited Sates 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.122.19 |Lhited Sates 147.237.77. 178 |e.matpash.idf.il |Geo-|ocation inbound enforcenent |Geo-1ocation enforcenent drop 1
84.110. 2. 149 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 225 | srael 147.237.72. 166 |aka. i df . il Inval id ACK nunber Bad TCP sequence alert 1
37.26.147.178 |lsrael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
109. 186. 142. 63 |l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
62.0.228. 129 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1
212.76.127.214 |lsrael 147.237.76.42 |refuah.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ) ‘Count
Country Action
46.19. 86. 152 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Gode (404) B ock 122
41.68.77.11 Egypt 147. 237. 77. 216 |dover . i df . i | PHP At t enpt B ock 26
41.68.77. 11 Egypt 147.237.77. 216 |dover.idf.il Mil ti pl e Whaut hori zed URL Access from41.68. 77. 11 B ock 11
85.250. 83.227 |l srael 147.237.72.166 |aka i df i1 Distributed Lhauthorized LR Access on B ock 6
win aka. i df . i |// mai n/rabanut/webresource. axd
46.116. 123. 3 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
188. 165. 15. 198 |Fance 147.237.77. 216 |dover.idf.il Mil tiple Wauthorized URL Access from 188. 165. 15. 198 B ock 3
68.180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 3
192. 99. 39. 235 |Canada 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 2
155.178.180. 12 |Wnited Sates  |147.237. 72. 166 |aka i of .l Distributed Lhauthorized LR Access on B ock 2
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
5. 255. 253. 124 g;z::t”i o 147.237.77. 216 |dover. i df .i Ml tipl e Unaut hori zed UR. Access from 5.255. 253. 124 B ock 2
’ S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
84.111. 24. 212 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
77.127.197.176 |lsrael 147.237.0. 17 Imny- kosher -kravi . i df. i Uhtraceabl e SSL Sessi ons: Uhknown Server Certificate None 2
S Unaut hori zed URL Access to
46.19. 85. 203 | srael 147.237.77. 243 |mubi [ e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
Unaut hori zed URL Access to
84.111. 136. 57 | srael 147.237.72. 166 |aka.idf. il wan aka. i df . i |/ sites/resources/ chi nuch/ styl es/i nport/bottommavi gato |B ock 1
n. asp
] R Mil tiple Unhtraceabl e SS. Sessi ons from64. 39.109. 20 (Prot ocol
64. 39. 109. 20 Lhited Sates 147.237. 72. 156 |anan.i df .i| viol ati on (SSL OONN OLI ENT KEY EXCHANGE)) None 1
149.88.113. 116 |Wnited Sates  |147.237. 72. 166 |aka i df .l Unknown Paraneter ctl 00Sct| 00Scphiai nScphSachar $btnSubmt.y in - 1
wan aka. i df . i | / nai n/ sachar/
85. 250. 248. 70 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to www aka. idf.il/nain/home/ 6 s3 B ock 1
79.183. 141. 142 |lsrael 147.237.72. 166 |aka.idf .i | Unknown Paraneter g in ww aka.idf.il/nmain/giyus/|ogin. aspx None 1
173.252.113. 118|lhited Sates 147.237.76. 31 |[nakchal .idf.il Lhaut hori zed UR. Access to nakhal .idf.il/sip storage/files/3 B ock 1
46.19. 86. 44 I srael 147. 237.72. 166 |aka. i df . Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
2.54.47.89 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
A Unaut hori zed URL Access to
95.86.101.23 I srael 147.237.77. 243 |mbi [ e. i f . i1 nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1884 Bl ock !
84.122.75. 30 Sai n 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp B ock 1
] . . S Untraceabl e Gonnection - Protocol violation
64. 39. 109. 20 Lhited Sates [147.237.72. 156 |anan.idf.il (SSL_CONN CLI ENT_KEY EXCHANGE) None 1
91. 38. 140. 27 CGer many 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/894-en/idf gdover. aspx B ock 1
Do Paraneter Read Qlly Molation in
84.94. 25. 103 | srael 147.237.72. 166 |aka. i df . il wiw aka, i df i |/ nai v sachar / regj st rati onvi zar d r egi st er . aspx None 1
176. 12. 142. 25 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
95.86.112.12  |Israel 147. 237. 72. 166 |aka. i df i Distributed that horized URL Access on Bl ock 1
wwn aka. i df . i |// mai n/ rabanut /webresour ce. axd
S Distributed Lhaut hori zed URL Access on
85.65.203. 139 I srael 147.237.72. 166 |aka. i df .11 vy aka. i df . i | // mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get userdet ai | s Bl ock !
207.46.13.16  |United Sates  |147.237. 77. 216 |dover. i df il Wnaut hor  zed UR. Access to . Bl ock 1
ww i df . i |/ engl i sh/i shum ni hassanaw s. st m
] S Unknown Paraneter anp;t in
155.178.180. 12 |Lhited Sates 147.237.72. 166 |aka.idf.il wiw aka. i df . i | / i v/ r abanut / scri pt r esour ce. axd None 1
R Unaut hori zed URL Access to
41.68.77.11 Egypt 147.237.77. 216 |dover.idf.il waw i of . i 1/ port al /wp-i nel udes/ t here- conpat / B ock 1
93.173.249. 105 |israel 147.237.72. 166 |aka.i df . Wnknown Parareter __VI EVETATEENCRYFTED i n None 1
wn aka. i df . i1/ mai n/ gi yus/ def aul t. aspx
84.109. 102. 224 i srael 147. 237.72. 166 |aka. i of .11 Unknown Par amet er __VI EWETATEGENERATCR i n None 1
wwy aka. i df . i1/ nmai n/ sachar/ nai | box. aspx
176. 12. 150. 147 |l srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
37.26.147. 183 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
s O stributed Unaut hori zed URL Access on
109.66.178. 214 | st ael 147.237.72. 166 |aka. i df . 11 wwv aka. i df . i | //nai n/ gi yus/ aut henti cati onservi ce. asnx/ get user detai | s Bl ock !
207.46.13.112 |lLhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
; R Unaut hori zed URL Access to
157.55.39.6 Lhited Sates 147.237.77. 216 |dover.idf .il Wi df i 171283 18645- </ di v></ di v></ di vo<di v cl ass= B ock 1
46.19.85.69  |Israel 147. 237. 72. 166 |aka. i df i Wnaut hor zed URL Access to Bl ock 1
wwn aka. i df . i1/ nai n/ har edi i webr esour ce. axd
93.173.249. 105 |israel 147.237.72. 166 |aka.i df . Unknown Parameter _VIEVBTATEENCRYPTED in = None 1
wane aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
176.12.150. 171 |l srael 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.120. 8. 163 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
41.68.77. 11 Egypt 147.237.77. 216 |dover.idf.il D stri but ed Suspi ci ous Response ode B ock 1
149.88.3.100  |[United Sates |147.237.72.166 |aka.idf.il Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
85. 250. 248. 70 |l srael 147.237.72. 166 |aka.idf .i | Mil ti pl e Unaut hori zed URL Access from 85. 250. 248. 70 B ock 1
173.252.113. 114|lhited Sates 147.237.76. 31 |[nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/fil es B ock 1
95. 86. 99. 47 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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