04-02-2015-20:03:04 to 04-02-2015-21:03:04

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

04-02-2015-20:03:04

[Top Targets |
6004
5004
4004 M dover.idf.il
i W aka.idf.il
300+" W iawidf.il
. M rat pash. i df . il
Number 200+ B nadi matal .idf.i
a 1 M refuah.idf.il
Attacks 1007 W oatal idflil
B naar achot . i df . i |
3 8 s\& & 8 3 > & & 3 anan. i df. |
. (g PN A : > A S M tikshuv.idf.il
(@}Q 6\6" < > O
& &
Top Tar get

[Top Attackers |

Nunber
(6]
At acks

Top Attackers

M 77.125.87. 160
66. 249. 75. 66
W 2.52.41.75
173. 208. 169. 226
Il 66. 249. 75. 58
M 66. 249. 75. 74
[ 2.54.26.8
W 82. 80. 25. 221
66. 249. 69. 34
M 85. 64. 248. 149




04-02-2015-20:03:04 to 04-02-2015-21:03:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | At tacker Country | Target Address |veb Ste |S gnature | Devi ce Action |count |
213.57.144. 41 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 162
79.177.170. 10 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 154
66. 249. 75. 66 Lhited Sates 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 87
109. 226. 14. 125 I srael 147.237.77. 233 atal.idf.il JIMPurple Con Linit Htp drop 73
66. 249. 75. 58 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p Vb In dr op 73
66. 249. 75. 74 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 59
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 28
66. 249. 69. 42 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip V¢b In drop 27
109. 226. 14. 125 I srael 147.237.77. 233 atal.idf.il JLMPurpl e Con Linit_Tcp drop 23
66. 249. 79. 92 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 20
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df.i | B ock_|p VWb In dr op 19
66.249. 75.5 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 19
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip V¢b In drop 18
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p Véb In drop 16
66. 249. 64. 128 Lhited Sates 147. 237.77. 170 naar achot . i of . i | ock Ip Wb In drop 14
66. 249. 75. 117 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 14
66. 249. 64. 23 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock_|p VWb In dr op 14
66. 249. 79. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 14
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il B ock | p VWb In drop 14
66. 249. 79. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 14
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 11
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il ock I p Wb _In drop 11
66. 249. 81. 206 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In dr op 10
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 10
66. 249. 91. 196 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 10
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 10
66. 249. 93. 239 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 9
66. 249. 93. 245 Lhited Sates 147. 237.72. 166 aka.idf.il ock Ip Wb In drop 8
66. 249. 78. 160 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In dr op 8
66. 249. 64. 132 Lhited Sates 147.237.77.170 naar achot . i df .il Bl ock Ip Véb In drop 7
66. 249. 79. 151 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Véb In drop 7
66. 249. 73. 237 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock Ip Véb In drop 7
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 7
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock I p Wb _In drop 7
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In dr op 6
66. 249. 92. 51 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 6
66. 249. 75. 13 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p Ve¢b In drop 6
66. 249. 81. 209 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p Véb In drop 6
66. 249. 79. 116 Lhited Sates 147.237.77. 74 lawidf.il ock Ip Wb In drop 6
66. 249. 75. 82 Lhited Sates 147.237.77. 216 dover.idf.il ock I p Wb _In drop 6
66. 249. 64. 81 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock_|p VWb In drop 6
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock Ip Véb In drop 6
66. 249. 78. 51 Lhited Sates 147. 237.77. 234 hal ag.idf.il Bl ock |p Ve¢b In drop 6
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 6
66. 249. 78. 167 Lhited Sates 147.237.76. 42 refuah.idf.il ock Ip Wb In drop 6
66. 249. 64. 110 Lhited Sates 147.237. 76. 86 navy.idf.il ock I p Wb _In drop 5
66. 249. 64. 19 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock_|p VWb In drop 5
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Ip Véb In drop 5
66. 249. 64. 155 Lhited Sates 147. 237.72. 156 anan. i df.il Bl ock |p Ve¢b In drop 5
66. 249. 64. 136 Lhited Sates 147.237.77. 170 naar achot . i of . | Bl ock | p Véb In drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |S te | Name |Davi ce Action | Count |
77.125.87.160 |lsrael 147.237.72. 166 |aka.idf.i| DVRep_P- N 40- 59 Perni t 139
128. 242.249. 12 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per nit 25
180. 76. 5. 193 Chi na 147.237.77.216 |dover.idf.il DVRep P- N 40- 59 Permit 10
41.234. 232. 238 |EHgypt 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
85. 65. 73. 156 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
93. 120. 27. 62 Romani a 147.237.0. 16 ny- kosher-kravi . i df . il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger nany 147.237.77.235 |sviva.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.234 |hal ag.idf.il DVRep B-N 60 100 Bl ock 1
71.6.167.142 Lhited Sates 147.237.0.200 |rdu.idf.il DVRep_B-N 60_100 B ock 1
2.54.140. 46 | srael 147.237.72. 166 |aka.i df .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
93. 120. 27. 62 Ronani a 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.8. 24 elifestyle.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76.34 |yohal an.idf.il DVRep_B-N 60_100 Bl ock 1
85. 65. 12. 239 | srael 147.237.72. 166 |aka.idf.il 7120; TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71.6.167. 142 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.8. 28 e.nobi | e-ks.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.176 [test.ncore.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.176 |natpash.idf .il DVRep_B-N 60_100 B ock 1
46. 19. 85. 225 | srael 147.237.77. 176 |nat pash.i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
179. 43.133.66 |Switzerl and 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 Bl ock 1
85. 25. 103. 50 CGer many 147.237.72. 156 |anan.i df .il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
85. 250. 238. 177 |l srael 147.237.72. 166 |aka. i df . il 7120: TQP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0.200 |nrdu.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 170 |maarachot . i df . il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
89.138. 76. 44 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.109. 181. 221 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
218.77.79.43 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
218. 77.79. 43 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237.77.170 naarachot.idf.il ET SCAN Potential SSH Scan 1
217.91.181.112 Cer many 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.235.188. 213 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94. 23. 54. 140 France 147.237.77.176 nat pash. i df . i | Tehila - Perl LW wth fake user agent 1
221.235.188. 213 Chi na 147.237.72. 217 e idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 Chi na 147.237. 8. 27 e nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.72. 156 anman. i df.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 213 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147. 237. 8. 50 e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.235.188. 213 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 Chi na 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147. 237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
217.91.181.112 Cer many 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN NMVAP -sS wi ndow 4096 1
221.235.188. 213 Chi na 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237. 76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
94. 23. 54. 140 France 147.237.77. 74 lawidf.il Tehila - Perl LW wth fake user agent 1
221.235.188. 213 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
221.235.188. 213 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.235.188. 213 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79.43 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Tar get Address ([Ste

173. 208. 169. 226|lhited Sates 147.237.77.74 |lawidf.il Fai l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 44
2.52.41. 75 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 31
2.52.41.75 | srael 147.237.77. 216 |dover.idf.il I nval i d sequence nunier Bad TCP sequence noni t or 31
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 28
85. 64.248.149 |Israel 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssi on. Streaning Engi ne: TP Invalid drop 28
Packet dropped. Ret r ansn ssi on
2.52.41. 75 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence aert 24
109. 253. 128. 125/l srael 147. 237. 77. 216 |dover. i of . i | nval i d segrent retransmssi on. Sreaning Engi ne: TP Invalid drop 24
Packet dropped. Ret r ansn ssi on
188.139. 237.61 |Syrian Arab Republic |147.237.77.216|dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 20
5. 43, 208. 228 glcisgi':('ja” Territory, 1147, 237.77. 176 |matpash.icf i1 |First packet isnt SN drop drop 15
109. 253. 128, 228|I srael 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Engi ne: TGP I nval i d drop 14
Packet dropped. Ret r ansm ssi on
157.55.39.193 |lited Sates 147. 237.77. 234 |hal ag. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP I nval i d drop 14
Packet dropped. Ret r ansni ssi on
94, 159.173. 112 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 13
109. 253. 137. 147 I srael 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansn ssi on
46.19. 85. 11 | srael 147.237. 72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 5
185. 32. 178. 245 |israel 147.237.72. 166 |aka.i df .i Invalid segment retransmssion. Streaning Engi ne: TGP I nval i d drop
Packet dropped. Ret r ansn ssi on
93.172.171. 203 |israel 147. 237.77. 216 |dover. i df .| Invalid checksum Packet dropped. ;r:?L"‘S”SmE“Q' ne: T Imvalid g o 4
79. 180. 2. 137 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
37.26.146. 153 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
62. 210. 83. 64 France 147.237.77. 216 |dover.idf.il SAMrul e drop drop 3
188.139. 237.61 |Syrian Arab Republic |147.237.77.216|dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 3
46.19. 86. 116 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 2
2.54.15. 184 | srael 147.237.77. 216 |dover.idf.il Vg:)ViS?évers Sow Cenial - of Vb Server Enforcenent Miolation |reject 2
46.19. 86. 125 | srael 147.237.77. 243 |nobi le.idf . i | Inval id ACK nunber Bad TCP sequence noni t or 2
2.54.26.8 | srael 147.237.0.19 |nadimatal.idf.il|lnvalid ACK nunber Bad TCP sequence noni t or 2
2.54.26.8 | srael 147.237.0.19 |nadimatal.idf.il|lnvalid sequence nunber Bad TCP sequence noni t or 2
78.108. 161. 226 |Lebanon 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
46. 19. 85. 8 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
68. 180. 228. 117 |Uhited Sates 147. 237. 77. 216 |dover.i df . i nval i d segnent retransmssi on. Sreaning Engine: TP Invalid drop 2
Packet dropped. Ret r ansn ssi on
2.52.167. 169 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46.19. 86. 179 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
5.22.130. 13 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 2
141.212.122. 135|Lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent |Geo-| ocati on enf or cenent dr op 1
31.168. 230. 194 |lsrael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
80. 246. 137. 57 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1
46.121.63. 113 | srael 147.237.72. 166 |aka.i df .i FHrst packet isn't SN drop drop 1
176. 228. 152. 14 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 131 | srael 147.237.77. 243 |nobi | e.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
5.22.130.197  |israel 147.237.72. 166 |aka.i df .1 SWNretransmt wth different Bad TCP sequence monitor |1
w ndow scal e
85. 65. 73. 156 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
77.237.138.202 |Czech Republic 147.237.77.233|atal .idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
212.117.151. 42 |lsrael 147.237.72. 156 |anan.i df .i | Frst packet isn't SN drop dr op 1
109. 66. 130. 236 |l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
80. 246. 137. 57 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 163 | srael 147.237.0.34 |tikshuv.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
5.22.130.217 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
85. 130. 255. 161 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
78.108. 161. 226 |Lebanon 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop dr op 1
213.6.217. 122 z'cf;i'géa” Territory, 1147 237.77. 176 |natpash. i of.il  [Frst packet isnt SN drop drop 1
46.19. 86. 135 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
41. 234. 232. 238 |Egypt 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |dte . ‘Count
Country Action
2.54.26.8 | srael 147.237.0. 19 nadi matal .idf.i|D stributed Too Many of the Sane Response Code (404) B ock 53
173.208. 169. 226|lhited Sates |147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 173. 208. 169. 226 B ock 33
S D stributed Lhauthori zed URL Access on

46.19.85. 87 | srael 147.237.72. 166 |aka. i df .11 wan aka. i df . i1 //sites/resources/chi nuch/styl es/i nport/bottonmavi gat on. asp Bl ock 8

46.19.86.215  |Israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 6
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

5.20.28.254 |Israel 147. 237. 72. 166 |aka. i df i Distributed thaut horized UR. Access on Bl ock 6
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

192. 99. 39. 235 |Canada 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 5

5.29.55. 31 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3

87. 68. 146. 16 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2

37.26.148.135 |Israel 147. 237. 72. 166 |aka. i df i Distributed thaut horized UR. Access on Bl ock 2
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

185. 32. 176. 165 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 2

46.19.86.208  |Israel 147. 237. 72. 166 |aka. i df .| Paraneter Read Qily Miolation in None 2
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
Unhaut hori zed URL Access to

157. 55. 39. 42 Lhited Sates |147.237.77.216|dover.idf.il wawy. i df . i | /1133-13437- he/ dover. aspxx3 G A G AcC? Avxs Aoxs B A" As (2 A | ock 1
x3 B A e AL (e Ayx3 A

80. 246. 136. 133 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

109. 67. 192. 232 | srael 147.237.72. 166 |aka.i df . i1 Unknown Paranet er __VI EVETATEGENERATCR i n None 1
ww aka. i df.il/main/iturimituri maspx

188. 165. 15. 238 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8892- he/ r ef uah. aspx B ock 1

93.173.19.236 |lsrael 147.237. 72. 156 |anan.i df .i | Uhaut hori zed URL Access to ww anan.idf.il/https:/ww anan.idf.il/ B ock 1

84.111. 15. 106 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

173.208. 169. 226|lhited Sates |147.237.77.74 |lawidf.il Mil ti pl e Admn Bl ocki ng from 173. 208. 169. 226 Bl ock 1

77.237.138. 202 g;i(t:)n c 147.237.77.233|ata .idf.il Unaut hori zed URL Access to / B ock 1

109. 253. 144. 54 | srael 147. 237. 72. 166 |aka. i df . Wnknown Par anet er __VI EVETATECENERATCR i n None 1
v aka. i df . i |/ mai n/ sachar/ t f asi m aspx

95.86.79.198  |Israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

31.154.10. 107 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1

212.76.102. 109 |Israel 147.237.72. 166 |aka. i df .i | Distributed Paraneter Read Qnly Mool ation o None 1
wan aka. i df . i1/ mai n/ gi yus/ miyun/ m yunpr ocessquest i onnai r e. aspx par anet er
Doubl e URL Encodi ng - paranet er:

185.32.178.54  |Israel 147.237.72. 166 |aka. i df . i ct |1 00%ct | 00$cphMai n$cphSachar $t xt NewPasswor d i n B ock 1
waw aka. i df . i |/ nai n/ sachar/i dkunprat i ni shi yi m aspx

157.55.39. 153 |lLhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wan i df.il/newsite/english/034.stm B ock 1

80. 246. 138. 219 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

46.121. 132. 187 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1

109.160.221.1 |lIsrael 147.237.72. 166 |aka.idf . il D stributed Lhauthori zed URL Access on waw aka.idf.il//https:/ww aka.idf.il/ |B ock 1

2.54. 140. 235 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

94. 23. 54. 140 France 147.237.77.74 |lawidf.il Mil tipl e signatures from94.23.54. 140 B ock 1

84. 228. 205. 222 |Israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

79.178.171.178 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

115.31.175.92 |Thail and 147.237.77. 176 |natpash.idf.il |Enail collector robots 14 B ock 1

109. 65. 110. 190 I srael 147. 237. 72. 166 |aka. i df . Distributed Lhaut horized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

185. 32. 178. 245 |l srael 147.237.72. 166 |aka.idf.il DO stributed Doubl e URL Encodi ng B ock 1

87.68.244.130 |Israel 147. 237. 72. 166 |aka. i df i Distributed Lhaut horized UR. Access on Bl ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

157.55.39.193 |lLhited Sates |147.237.77.234|hal ag.idf.il Lhaut hori zed URL Access to ww | ogistics.atal.idf.il/tenpl ates/general / B ock 1

81. 144. 138. 34 LKJ?Ir:;gom 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 81. 144. 138. 34 B ock 1

67.195.51. 152 |lhited Sates |147.237.77.74 |lawidf.il URL is Above Root Orectory ww lawidf.il/../inages/trans. gif B ock 1

109. 226. 14. 125 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1

2.54.143.184 | srael 147.237.72. 166 |aka.idf.il SSL Untraceabl e Gonnection - (pen Mde None 1

C e D stributed Uhauthorized URL Access on

199.203.62.17 |l srael 147.237.72. 166 |aka. i df .11 viwn aka. i df . i | // mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get userdet ai | s Bl ock !

94. 23. 54. 140 France 147.237.77.74 |lawidf.il PHP Attenpt B ock 1

85. 64. 98. 122 | srael 147.237.72. 166 |aka.i df .i | D stributed Lhaut hori zed URL Access on waw aka.idf.il//https:/ww aka.idf.il/ |B ock 1

176.12.143.56 | srael 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd

115.31.175.92 |Thail and 147.237.77. 176 [mat pash. i df.i| |eMii| Hoarding B ock 1

79.178.174. 136 |lsrael 147.237.72. 166 |aka.idf.il D stributed Lhaut hori zed UR. Access on ww aka. idf.il//https:/ww aka.idf.il/ |B ock 1

109. 65. 118. 170 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1

185. 32. 178. 245 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
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