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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature | Devi ce Action |count |
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-A i dest - r eset 220
87.69. 162. 253 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 80
149. 78. 202. 243 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 71
107. 154. 64. 10 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il L4 Source or Dest Port Zero drop 1
124. 232. 142. 220 Chi na 147.237.76. 86 navy.idf.il ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address

At t acker

’Tar get Address ([Ste

Country
130. 211. 249. 104 147. 237. 72. 166 |aka. i df . | 13248 HITP: Jooma JCE Fle Lpload Remote Code Bxecution B ock 10
Wl nerability
130. 211. 249. 104 147.237.72. 166 |aka.idf .il 13375: HITP: Joonia Conponent JCE BOT for JCE B ock 10
218.6.132. 45 Chi na 147.237.77.233|atal .idf.il DVRep_B-N 60_100 B ock 2
71.6.167. 142 Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df . i| |[DVRep_B- N _60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.77.235|sviva.idf.il DVRep B-N 60 100 B ock 1
46.19. 85. 245 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 1
85. 25. 43. 94 Ger many 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.233|atal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0.35 |akaws.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 197 |e. hinush.idf .il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.8.27 |e.nadimatal.idf.il DVRep B-N 60 100 B ock 1
46.19. 85. 141 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 1
218. 6. 132. 45 Chi na 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates  [147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.74 [lawidf.il DVRep_B-N 60 100 B ock 1
46. 19. 85. 222 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste [Name | Count
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LW wth fake user agent 3
130. 211. 249. 104 147.237.72. 166 aka.idf.il Tehila - Perl LW wth fake user agent 2
186. 67. 150. 139 Ghile 147.237.72. 217 eidf.il ET SCAN NVAP -sS wi ndow 3072 1
221.235.188. 210 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
185. 32.177. 218 | srael 147.237.77.216 dover.idf.il portscan: TGP D stributed Portscan 1
221.235.188. 210 Chi na 147.237.76.177 ncore.idf.il ET SCAN Potential SSH Scan 1
134.191. 232. 70 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
221.235.188. 210 Chi na 147.237.72. 156 anan. i df . il ET SCAN Potential SSH Scan 1
109. 67. 186. 241 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
221.235.188. 210 Chi na 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
94.188. 255. 238 | srael 147.237.77.216 dover.idf.il portscan: TGP D stributed Portscan 1
218. 6. 132. 45 Chi na 147.237.77.233 atal .idf.il ET SCAN NVAP -f -sS 1
84. 94. 89. 226 | srael 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
212.235. 31. 253 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 30 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
192. 115. 177. 202 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
37.142.91. 126 | srael 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
187.217.112.50 Mexi co 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
2.54.38. 33 | srael 147.237.77.216 dover.idf.il portscan: TGP D stributed Portscan 1
221.235.188. 210 Chi na 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
185. 32.178. 71 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
221.235.188. 210 Chi na 147.237.77.216 dover.idf.il ET SCAN Potential SSH Scan 1
149. 88. 136. 140 Lhited Sates 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
221.235.188. 210 Chi na 147.237.72.167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
109. 66. 20. 216 | srael 147.237.77. 216 dover.idf.il portscan: TGP D stributed Portscan 1
218. 6. 132. 45 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
87.236.215. 124 Uni t ed Ki ngdom 147.237. 8. 45 e.etanidf.il ET SCAN NVAP -sS wi ndow 1024 1
217. 66. 232. 168 Pal estinian Territory, Cecupied 147.237.77.216 dover.idf.il ET SCAN NVAP -sA (2) 1
61. 240. 144. 65 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 27 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
188.138. 9. 51 CGer many 147.237. 0. 33 idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.187.11 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Country

212.179.61. 122 |lsrael 147.237.77. 235|sviva.idf.il Frst packet isn't SYN drop drop 2572

66.249.75.74  |lited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Streaning Engine: TCP Invalid drop 34
dr opped. Ret r ansni ssi on

66.249.75.66  |Wited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 26
dr opped. Ret r ansn ssi on

66.249.75.58  |lnited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sireaning Engine: TCP Invalid drop 24
dr opped. Ret r ansni ssi on

176. 12. 146. 152 |Israel 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 18
dr opped. Ret r ansn ssi on

212.117.136.7 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet (Sireaning Engine: TCP Invalid drop 16
dr opped. Ret r ansni ssi on

134.191.232.70 |israel 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 14
dr opped. Ret r ansn ssi on

176.12.137. 252 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet (Sireaning Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on

176.12.138.52 |Israel 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 12
dr opped. Ret r ansn ssi on

176.12.138.95 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet (Sreaning Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on

84. 95. 49. 252 | srael 147.237.72. 166 |aka.i df .i | Frst packet isn't SN drop drop 9

176. 12. 146. 203 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 8
dr opped. Ret r ansni ssi on

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 8

2.54.169. 126 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 6

46.19.86.135  [Israel 147.237.76.42 |refuah.ich.i1 | V31d segnent retransmssion. Packet |Streaming Engine: TGP Inval id drop 6
dr opped. Ret r ansn ssi on

176.12. 149. 209 |israel 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnmission. Packet |Sreani ng Eljgl ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on

134.191.232. 68 |Israel 147.237.77. 216 |dover. i df .i Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 6
dr opped. Ret r ansn ssi on

65.55.210. 141 |thited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sreaning Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

87.69. 7. 245 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6

176.12. 145, 221 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet (Sireaning Engine: TP Invalid drop 6
dr opped. Ret r ansn ssi on

2.54.169. 126 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 6

193. 43. 245. 250 |l srael 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop drop 5

2.54.169. 126 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 5

207.46.13.16  |lited Sates |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet (Sireanming Engine: TP Invalid drop 4
dr opped. Ret r ansn ssi on

2.162.93. 51 Ger many 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 4

46.19. 85. 141 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 4

193. 43. 246. 250 |l srael 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop drop 4

46. 19. 85. 141 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 4

212.199. 251. 227|l srael 147.237. 72. 166 |aka. i df .i | Frst packet isn't SYN drop drop 3

85. 64. 227. 228 | srael 147.237.77. 243 |nobi le.idf . i | Invalid ACK nunber Bad TCP sequence noni t or 3

193. 43. 244. 102 |l srael 147.237.72. 167 |ishurimaka.idf.i|Frst packet isn't SN drop drop 3

46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

155. 94. 254. 133 147.237.72. 217 |e.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2

212.199. 251. 227|l srael 147.237. 72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 2

109. 253. 132. 106|l srael 147.237. 72. 166 |aka. i df .i | SAMrul e drop drop 2

46.19. 85. 114 | srael 147.237.72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 2

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2

157.55.39.42  |Wwited Sates |[147.237.77.216|dover.idf.il Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 2
dr opped. Ret r ansn ssi on

209. 88.198. 1 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2

46.19. 86. 189 | srael 147.237.72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 2

212.179.195. 66 |lsrael 147.237.77. 243 |nobi | e. i df .i | Inval id ACK nunber Bad TCP sequence alert 2

85. 64. 227. 228 | srael 147.237.77. 243 |nobi l e.i df . i | Inval i d ACK nunber Bad TCP sequence alert 2

46. 19. 85. 245 | srael 147.237.77.216|dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

46.19. 85. 78 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2

46. 19. 86. 2 | srael 147.237.72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1

89.248.172. 57  |Net her| ands 147.237.77. 212 |e. dover.idf.il Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1

199. 203. 93. 50 | srael 147.237.72. 166 |aka.idf .il Invali d ACK nunber Bad TCP sequence noni t or 1

85. 65. 23. 67 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

216.218. 206. 115|lhited Sates |147.237.77.121e.navy.idf.il Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Addr ess Target Address |Ste ; ‘Count
Country Action
109. 253. 143. 66 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 144
109. 253. 131. 2 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 104
109. 253. 156. 81 |l srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 22
109. 253. 144. 83 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 14
109. 253. 130. 158! srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 10
109. 253. 156. 165]|! srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 9
109. 253. 133. 232|l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 5
62. 219. 137. 44 | srael 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to waw aka. i df. il /mai n/ sachar/ undefi ned Bl ock 5
85.250. 44. 197 I srael 147. 237. 72. 166 |aka. i df i Distributed thaut horized UR. Access on Bock |4
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
. s Unhaut hori zed URL Access to
88. 198. 48. 46 Ger many 147.237.0.34 |tikshuv.idf.il ti kshuv. i df . | / shar ed/ user cont r ol s/ header uper / Bl ock 2
80. 246. 133. 211 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
130. 211. 249. 104 147.237.72. 166 |aka.idf.il PHP Att enpt Bl ock 2
S DO stributed Whaut hori zed URL Access on
46.116. 184. 99 | srael 147.237.72. 166 |aka. i df . il v aka. i df i | // mai nf har edi n vebr esour ce. axd Bl ock 2
’ o Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx Bl ock
84.108. 77.211 | srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock
84.228.50.182 |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 2
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
178. 208. 197. 154G bral tar 147. 237. 72. 166 |aka. i df i Distributed thaut horized UR. Access on Bock |2
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
46.19.86.204  |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 2
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
R O stributed Whaut hori zed URL Access on
62.219. 229. 18 | srael 147.237.72. 166 |aka. i df .il v aka. i df i1 // i v/ har edi m vebr esour ce. axd Bl ock 1
Russi an s Unknown HTTP Request Method COK in URL
46. 146. 229. 158 erati on 147.237.77.74 |lawidf.il waw | aw i df .i 1/ 14- en/ pat zar . aspx Bl ock 1
2.54.57.217  |israel 147. 237. 72. 166 |aka. i df i Wnknown Paraneter __VI EWSTATEENCRYPTED i n None 1
v aka. i df . i1/ mai n/ gi yus/ | ogi n. aspx
185. 32. 179. 162 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 75. 66 Lhited Sates [147.237.77.216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 75. 66 Bl ock 1
54.221.199. 147 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/default.asp Bl ock 1
S Unaut hori zed URL Access to
95.175.35.73 I srael 147.237.77. 176 |mat pash. i df . 1 W cogat . i df . i |/ shared/ user cont r ol s/ header upper Bl ock !
Unknown Par arret er
199. 203.93.50 |Israel 147.237.72. 166 |aka.i df . il ct1 00%ct | 00$ct | 00$cphMai n$cont ent Mai nAr ea$bt nPr evPhase i n None 1
waw aka. i df . i | / hormas/ si t e/ honasf or nphase2. aspx
164.138. 119. 177|l srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
68. 180.228.232 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/eitan Bl ock 1
66.249. 64. 146 |United Sates  |147. 237. 77. 226 [ chanat 2. aka. i of .1 |3Uthori zed URL Access to Bock |1
ww chanat z. aka. i df . i | /tenpl at es/ cont act us/ cont act us. aspx
; R Unaut hori zed URL Access to
54.197. 15. 196 Lhited Sates 147.237.77. 216 |dover.idf.il wwi i dff . i |/ engl i sh/ announcenent s/ 2003/ sept enber / 12. st m Bl ock 1
89.101.218.194 |lrel and 147.237.77. 216 |dover.idf.il Enail collector robots 14 Bl ock 1
2.54.164. 41 I srael 147. 237. 72. 166 |aka. i df . Distributed Lhauthori zed UL Access on B ock 1
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
188. 165. 15. 198 |Rance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 198 B ock 1
s Paraneter Read Only Molation in
81.218.118. 124 I srael 147.237.72. 166 |aka. i df .1 viwy aka. i df . i1/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
66. 249. 75. 66 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www idf.il/newsite/english/1218-3.stm |B ock 1
R Unknown Paraneter anp;t in
134.191.232. 71 |lsrael 147.237.72. 166 |aka.idf.il Wi aka. i df . i |/ mai n/ kapat 2/ scri ptr esour ce. axd None 1
109. 65. 167. 246 I srael 147. 237. 72. 166 |aka. i df . Lhknown Parareter ct| 00%ct] 003t xt Search in None 1
vwwv aka. i df . i | / mai n/ sachar/
54.225.104.196 |lLhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww idf.il/hebrew news/ main.stm B ock 1
87.68.72.214  |Israel 147.237.0.17 Im"y' kosher-kravi. 1M1 |oq (1t r aceabl e Connection - Unknown Server Certificate None 1
46.120. 136. 190 |l srael 147.237.72. 166 |aka. i df .i | Uhknown Paraneter q in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
: S Unaut hori zed URL Access to
207.241.229. 214(United Sates  |147.237.77. 176 |nat pash. i df . i1 W cogat . i df . i1/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
167.114.64.100 |lhited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code Bl ock 1
66. 249. 75. 13 Lhited Sates |[147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
54.204.20.249 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ Bl ock 1
89. 101. 218. 194 |lrel and 147.237.77. 216 |dover.idf.il eMii | Hoar di ng B ock 1
5. 29. 55. 145 | srael 147.237.72. 166 |aka.i df.il Lhaut hori zed LR. Access to wawv aka. idf.il/https:/ww aka.idf.il/ Bl ock 1
188. 165. 15. 198 |FHance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsitel/english/0227-2.stm |B ock 1
66.249.75.117 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waww aka.idf.il/kenesat uda B ock 1
134.191.232. 71 |Israel 147.237.72. 166 |aka.i df . i Uhknown Paraneter anp;t in None 1
wwn aka. i df . i1/ mai n/ kapat z/ webr esour ce. axd
87.69. 12. 236 | srael 147.237.77. 170 |n@ar achot . i df .i | CVE- 2011- 3192: Apache httpd Renote Deni al of Service ME Bl ock 1
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