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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country

| Target Address |veb Ste |9 gnature | Devi ce Action |count |
46. 19. 86. 24 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 65
116. 234. 45. 218 Chi na 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 2
198. 48. 92. 104 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker

’Attacker Qount ry

’Target Address |Ste

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40-59 Permit 56
212.29. 202. 206 |l srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock
2.52.25.187  |israel 147. 237. 77. 216 |dover. i df . 7120: QP Segnent Qverlap Wth Different Dita, e.g., B ock 5
Fragrout e
78.108. 161. 226 |Lebanon 147. 237, 77. 216 |dover . i df .i Qig;olf Segnent Qverlap Wth Dfferent Dta, e.g., B ock 2
71.6.165. 200 Lhited Sates 147.237.77. 176 [nat pash.i df . i | DVRep_B-N 60_100 Bl ock 2
71.6.165. 200 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60_100 Bl ock 2
77.127.127.78 |israel 147.237.76. 42 |refuah.idf il 7120: TQP: Segnent Qverlap Wth Dfferent ita, e.g., B ock 2
Fagrout e
188. 161. 14. 41 Palest_i nian Territory, 147. 237. 77. 216 |dover i df .1 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., B ock 1
Qccupi ed Fragroute
71.6.167.142 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76. 201 |e. atal .idf.il DVRep_ B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76. 42 |refuah.idf.il DVRep B-N 60 100 B ock 1
71.6.167.142 Lhited Sates 147.237.77. 227 |e. hanaz. i df . i | DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 24 elifestyle.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.76.201|e. atal .idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167.142 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il DVRep_B-N 60_100 Bl ock 1
217.115. 10. 131 |Ger many 147.237.72.166 |aka.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.235|sviva.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | DVRep B-N 60 100 B ock 1
89. 216. 115. 8 147. 237. 77. 216 |dover . i df .| L7272: HITP. Suspicious User-Agent (WndowsNT) Wth No g 1
Separ ati ng Sace
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
217.115.10. 131 |Ger many 147.237. 77. 226 [wwn chamat z. aka. i df .i| [DVRep B-N 60_100 B ock 1
71.6.165.200 |Lhited Sates 147. 237.76. 198 |e. yohal an.i df .i | DVRep_B-N 60 100 B ock 1
71.6.167.142 Lhited Sates 147.237.77. 121 |e.navy.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1




|Top Attackers In |D|
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Attacker Address | A tacker Country | Target Address |gte | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 84. 139 Lhited Sates 147.237.76. 86 navy.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sA (2) 2
183. 136. 216. 7 Chi na 147.237.76. 200 eitan. aka idf.il ET SCAN Potential SSH Scan 1
169. 54. 237. 52 Swi t zer| and 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 226. 2. 99 Chi na 147.237.76. 201 e atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
85. 250. 146. 221 | srael 147.237.77. 216 dover.idf.il portscan: TCP Distributed Portscan 1
79.182. 189. 145 | srael 147.237.77. 216 dover.idf.il portscan: TGP Distributed Portscan 1
61. 240. 144. 66 Chi na 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237. 0. 200 nu.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 136. 216. 7 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.76. 201 e atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 138. 1 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il portscan: TGP O stributed Portscan 1
61. 240. 144. 65 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 30

176.12.143.126 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 18
Packet dropped. Ret r ansn ssi on

66.249.78.51  |Wited Sates |147.237.77.234|nal ag.idf. il Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 18
Packet dropped. Ret r ansni ssi on

66.249.75.58  |lhited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 14
Packet dropped. Ret r ansn ssi on

66.249.75.66  |nited Sates |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Streaning Bngi ne: TCP Inval i d drop 14
Packet dropped. Ret r ansni ssi on

176.12.141.18 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansn ssi on

78.108. 161. 226 |Lebanon 147.237.0.34 |tikshuv.idf.il Frst packet isn't SN drop drop 12

78.108. 161. 226 |Lebanon 147.237.77.234 |hal ag.idf.il Frst packet isn't SYN drop drop 12

77.127.127.78  |israel 147.237.76. 42 |refuah.idf.il SWNretransmt wth different Bad TCP sequence monitor |8
wi ndow scal e

78.108. 161. 226 |Lebanon 147.237.76.86 |[navy.idf.il Frst packet isn't SN drop dr op 8

78.108. 161. 226 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7

66.249.75.74  |lited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

192.12.88.242 |Wited Sates  |147.237.77. 216 |dover.iof.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on

176.12.136. 24 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

93.172.13.254 |lsrael 147.237.72. 166 |aka.idf .il First packet isn't SN dr op drop 5

78.108. 161. 226 |Lebanon 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop dr op 5

46. 120. 242. 134 |l srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5

66.249.64.92  |lnited Sates |147.237.77.234|hal ag.idf.il Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

66.249.78.44  |lited Sates |147.237.77.234|hal ag.idf.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansn ssi on

109. 253. 130. 26 | srael 147. 237.72. 166 |aka i of . i | Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

78.108. 161. 226 |Lebanon 147.237.77. 226 :/\:/wv chanat z. aka. i df . First packet isn't SN drop drop 3

78.108. 161. 226 |Lebanon 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 3

109. 253. 132. 106|l srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2

80. 246. 138. 212 |l srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2

46. 19. 85. 222 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 2

66.249.78.37  |wited Sates |147.237.77.234|halag.idf.il Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansm ssi on

199.30.25.232 |Wited Sates  |147.237.77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

80. 246. 138. 212 |Israel 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2

98. 143. 148. 107 |lhited Sates 147.237.76.198|e.yohal an.idf.i | Geo-1 ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 2

46. 19. 85. 136 | srael 147.237.72. 166 |aka.i df .il Inval id ACK nunber Bad TCP sequence alert 2

46. 19. 86. 24 | srael 147.237. 72. 156 |anan.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 2

213.204.127. 33 |Lebanon 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence aert 2

46.120. 242. 134 |l srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence alert 2

46.19. 85. 136 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

80. 246. 138.212 |Israel 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence aert 2

2.54.180. 233 | srael 147.237.72. 167 |i shuri maka.i df .il Bad TCP sequence noni t or 2

46.19. 86. 104 | srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 1

8. 37.227.69 gng(r;yrmus 147.237. 77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

216.218. 206. 80 |lhited Sates 147.237.76.202|e. hal ag.idf.il Geo-1 ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 1

61. 160. 247. 153 |Chi na 147.237.76. 200 |ei tan. aka.i df .i | drop drop 1

2.54.180. 233 | srael 147.237. 72. 167 |i shuri maka.idf .i | Invalid ACK nunber Bad TCP sequence alert 1

46.19. 86. 151 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

141.212. 122. 123|Lhited Sates 147.237.76.196 |e.sviva.idf.il Geo-1 ocati on i nbound enf orcenent |Geo- | ocati on enf or cenent drop 1

46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

46.19. 85. 222 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

2.54.180. 233 | srael 147.237.72. 167 |i shuri maka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

213.204.127. 33 |Lebanon 147.237.76.86 [navy.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

46.19. 86. 175 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

184. 105. 247. 203|Lhited Sates 147.237.0.35 |akaws.idf.il dr op drop 1

108. 160. 148. 98 |lhited Sates 147.237.77. 216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Addr ess ‘Tar get Address ([Ste . ‘Count
Country Action
109. 253. 130. 123|l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 62
109. 253. 149. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 58
109. 253. 142. 72 |l srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 40
109. 253. 132. 198|l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 18
109. 253. 138. 165|l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 7
) s Too Many of the Sane Response Gode (404) in Session from
109. 253. 157. 139|lI srael 147.237.0.19 nadi matal .idf.il 109. 253 157. 139 Bl ock 7
109. 253. 145. 135]|I srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 4
66. 249. 75. 74 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 75. 74 B ock 2
68. 180.228. 117 |lhited Sates [147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 2
66. 249. 75. 66 Lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 75. 66 B ock 2
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
164. 138. 121. 158 srael 147.237.72. 166 |aka. i df .i | Wnauit hor i zed LRL Access to B ock 2
wan aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
109. 160. 240. 245|i srael 147.237. 72. 166 |aka. i df .| Paraneter Read Qily Miolation in None 1
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
176.12.148. 11 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
54.89. 118. 108 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wan i df.il/newsite/english/1010-1.stm |B ock 1
85. 64. 149. 76 | srael 147.237.72. 166 |aka.idf .il Unknown Parameter — EVENTARGUMENT in aka.idf.il/nain/sachar/ None 1
66. 249. 69. 36 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
157. 55. 39. 42 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hebrew news/ net uni mstm Bl ock 1
109. 253. 130. 26 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
184. 105. 247. 195|lhited Sates [147.237.72.167|ishurimaka.idf.il Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
54.245.64. 111 Lhited Sates |147.237.77.176 |natpash.idf.il Mil tipl e Uhaut hori zed URL Access from54.245.64. 111 B ock 1
109. 253. 142. 137|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
85. 65. 55. 19 I srael 147. 237. 72. 166 |aka. i df .| nknown Paraneter __VI EMBTATECENERATCR | n None 1
ww aka. i df . i |/ nai n/ sachar/ nar ki veysachar . aspx
157.55.39.137 |Wnited Sates [147.237.72.166 |akaidf. il Wnhknown Par aret er 4f 9c0c80 in None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
208.113.198. 126|lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/old/ wp-adnin/ B ock 1
61.135.190.69 |china 147.237.0.17 Im"y' kosher-kravi. Tdf.i -t hori zed URL Access to 147.237.0. 17/ B ock 1
86. 47. 80. 147 Irel and 147.237.72. 156 |anan.idf.i| Uhaut hori zed URL Access to 147.237.72. 156/ nodi i n/ def aul t . aspx B ock 1
66. 249. 75. 66 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/main.stm B ock 1
46. 19. 86. 146 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
77.127.127.78 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
216. 218. 147. 196|United Sates |147. 237.77. 216 |dover. i df il Wnauthori zed UL Access to - Bl ock 1
waw i df . i |/ horef ront / hebrew i e-wel cone. stm
; . . S Uhtraceabl e Gnnection - Protocol violation
66. 249. 69. 2 Lhited Sates |147.237.72.166 |aka.idf.il (SSL_OONN CLI ENT_HELLO) None 1
108. 160. 148.98 |lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to wwu i df.il/english/&quot B ock 1
66. 249. 75. 74 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut horized URL Access on www idf.il//894-he B ock 1
176. 12. 140. 194 |l srael 147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
54.89. 118. 108 Lhited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 1
84.111.185.46 |Israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
: S Uhaut hori zed URL Access to
66. 249. 69. 32 Lhited Sates |147.237.77.216 |dover.idf.il 147. 237. 77. 216/ 1133- 8434- he/ dover . aspx B ock 1
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