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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address

|veb Ste | gnature | Devi ce Action | count
146. 185. 239. 100 Russi an Federation 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 dr op 1
198. 48. 92. 104 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Block_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te | Name | Devi ce Action \Ooum |
66.91. 181. 154 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 5
93. 120. 27. 62 Romani a 147.237.76.199 |e.nakchal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.0. 33 idf.il DVRep B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 CGer many 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.170 |nmarachot.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237.76.202 |e.halag.idf.il DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 148 |gocenter.aka.idf.il [DVRep B-N 60 100 B ock 1
85. 65.117. 8 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
71.6.167. 142 Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60 100 Bl ock 1
66. 240. 192. 138 |lhited Sates 147.237.77.178 |e.natpash.idf.il DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.201 |e. atal.idf.il DVRep B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.8. 27 e.nadi matal .idf.il [DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.34 |yohal an.idf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |Lhited Sates 147.237.77.205 |prisha.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
87.236.215. 124 Unit ed Ki ngdom 147.237.0. 17 mny- kosher -kravi .idf . il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 Japan 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federation 147.237.77. 227 e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 Japan 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
169. 54. 237. 52 Sntzerl and 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
128. 61. 240. 66 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255.191. 170 Japan 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
43. 255.191. 170 Japan 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 147 chi nuch. aka.idf . il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federation 147.237.77. 227 e. hanaz.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43.255.191. 170 Japan 147.237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country

66.249.75.58  |hited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 44
dr opped. Ret r ansni ssi on

66.249.75.74  |wited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Streanmng Engine: TCP Invalid drop 36
dr opped. Ret r ansn ssi on

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 30

66.249.75.66  |lUited Sates  |147.237.77. 216 |dover.idf il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid dr op 28
dr opped. Ret r ansni ssi on

109. 253. 158. 25 | srael 147. 237. 77. 216 |dover. i df . i1 nvalid segnent retransmssion. Packet (Streamng Engine: TGP Inval id drop 6
dr opped. Ret r ansni ssi on

216.149.199.2 |[Uited Sates  |147.237. 7. 216 |dover.i df il Invalid segnent retransmssion. Packet (Sreamng Engine: TP Invalid dr op 6
dr opped. Ret r ansni ssi on

207.46.13.16  |Uited Sates  |147.237.77. 216 |dover.idf.il nvalid segnent retransmssion. Packet (Streamng Engine: TGP Inval id drop 4
dr opped. Ret r ansni ssi on

46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

24.35.204.133 |lhited Sates 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1

146. 185. 239. 104 RJSIS;:;} on 147.237.76. 201 |e.atal .idf.il Geo- | ocat i on i nbound enf or cenent Geo-1 ocati on enf or cenent drop 1

24.35.204.133 |Whited Sates 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

218.22.211.69 |China 147.237.8.14 |e.orchot.idf.il |Geo-1ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1

184. 105. 247. 207|Lhited Sates 147.237.8.24 |e.lifestyle. idf.il|Geo-1ocation i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1

188. 138. 17. 205 |Fance 147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

46.19. 85. 222 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

109. 253. 144. 140|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |dte Acti on ‘Count
203. 133. 169. 157 g;ﬁa icof 147.237.77. 216 |dover.idf .il Ml tipl e Whaut hori zed URL Access from 203. 133. 169. 157 Bl ock 3
79.178.109. 217 |lsrael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he Bl ock 2
: R Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 2
87.68.253.95  |Israel 147. 237, 72. 166 |aka. i df .i Unknown Paraneter _VI EUBTATECENERATCR i n None 1
wawy aka. i df . i |/ mai n/ sachar / hone. aspx
66. 249. 75. 58 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to wwidf.il/") Bl ock 1
5.77.53. 149 Ei“'r]tgegom 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv. i df.il/wp/ wp-adm n/ B ock 1
95.86.116.119 | srael 147.237.72. 166 |aka. i of . i Wnknown Paranet er __VI EWBTATEGENERATCR i n None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
72.192.254.131 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . i1/894-en/i df gdover. aspx Bl ock 1
54.245.64. 111 Lhited Sates [147.237.77.176|nmatpash.idf.il Unaut hori zed URL Access to www cogat . i df.il/894-he Bl ock 1
198. 170.241. 46 |lLhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-adnn/ Bl ock 1
89. 42, 216. 25 Romani a 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/test/wp-admn/ Bl ock 1
66. 249. 75. 74 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to waw i df.il/irag/french/defaul t.stm Bl ock 1
31.168.217. 235 |Israel 147.237.72. 166 |aka.i df . i1 Wnknown Parameter __VI EVBTATEGENERATCR i n None 1
wv aka. i df. i |/ nai n/ sachar/regi strati onw zar d/ regi st er. aspx
. . . Uhaut hori zed URL Access to
101.22.191. 97 |Chi na 147.237.77. 74 Jlawidi. il wow | aw i df i1/ tenpl at es/ getfil ef getfil e. aspx/ tr ackback/ Bl ock !
74.82.47.3 Lhited Sates [147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0.19/ Bl ock 1
62. 249. 198. 2 E?Ir:;ccj]om 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-adm n/ Bl ock 1
93. 157. 100. 74 Pol and 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/blog/ wp-adm n/ Bl ock 1
66.249. 78. 11 Lhited Sates [147.237.77.233|atal.idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx Bl ock 1
31.168.217. 235 |Israel 147.237.72. 166 |aka.i df . i1 Wnknown Par anet er __VI EVBTATEGENERATCR i n None 1
wwn aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx
109. 65. 140. 79 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
: R Unaut hori zed URL Access to
66. 249. 75. 13 Lhited Sates [147.237.72.166|aka.idf.il ww aka. i o .i1/sip storagelfiles/ 7/ 58457. pd Bl ock 1
94.159. 152. 220 |Israel 147. 237. 72. 166 |aka. i df . Unknown Par ameter __VI EVBTATECENERATCR i n None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
: R Unaut hori zed URL Access to
68.180.228. 117 |United Sates 147. 237.77. 216 |dover. i df .11 wan i df . i1/ engl i sh/ announcenent s/ 2003/ j anuar y/ 26. st m Bl ock !
31.168. 217. 235 |Israel 147. 237. 72. 166 |aka. i df . Unknown Parameter __VI EVBTATECENERATCR i n None 1
wn aka. i df . i |/ nmai n/ sachar/tfasi maspx
109. 186. 191. 219l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
87.68.72.214  |israel 147.237.0.17 Im”y' kosher-kravi. i df.1 |oq 1t raceabl e Connection - Unknown Server Gertificate None 1
66. 249. 75. 58 Lhited Sates |147.237.77.216|dover.idf.il Ml tiple Uhaut horized URL Access from 66. 249. 75. 58 Bl ock 1
94 159. 152 220 |1 srael 147 237. 72. 166 laka. i df i1 Unkn_OV\n_ Paramat er ctl00%ct | 00$cphMai n$cphSachar $bt nSubnit.y in None 1
aka.idf.il/nai n/sachar/
: s Unaut hori zed URL Access to
54.145. 182. 148 |lhited Sates [147.237.77.216|dover.idf.il wawy i df . i |/ hebr ew announcenent s/ 2002/ j une/ nazen. st m Bl ock 1
157. 55. 39. 67 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/forgot password. aspx Bl ock 1
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