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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Devi ce Action | count |
149. 129. 28. 146 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Wp All Nets dr op 1
46. 28. 204. 46 Sii t zer| and 147.237. 76. 196 e.svivaidf.il B ock Np Al Net drop 1
149. 129. 28. 146 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
149. 129. 28. 146 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp All _Nets dr op 1
149. 129. 28. 146 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock Wp All Nets drop 1
149. 129. 28. 146 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp All Nets dr op 1
46. 28. 204. 46 Sii t zer| and 147.237.76. 30 hi nush. i df.il B ock Np Al Net drop 1
149. 129. 28. 146 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
46.137. 134. 188 Irel and 147.237.72. 156 anan.idf.il DVRep_P- N 40- 59 Permt 10
46.137. 134. 188 Irel and 147.237.72. 166 aka.idf.il DVRep_P- N _40- 59 Per mt 10
71.6.167. 142 Lhited Sates 147.237.77.212 e. dover.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 0. 33 idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237. 76. 200 eitan aka.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 156 anan.idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 121 e.navy.idf.il DVRep B-N 60_100 B ock 1
85. 25. 43. 94 Cer many 147.237.76. 201 e atal .idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 196 e.sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.77. 74 lawidf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 205 prisha.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 34 tikshuv.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 202 e halag.idf.il DVRep B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.77.178 e. nat pash. i df .i | DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 77. 243 nobile.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 19 lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 61 e.cogat.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
43.255.191. 170 |Japan 147.237.77. 176 |nat pash.i df .i | ET SCAN Potential SSH Scan 1
117. 135. 163. 104|Chi na 147.237.77.233|atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.76.198|e.yohal an.idf.i | ET SCAN Potential SSH Scan 1
117. 135. 163. 104|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NMVAP -sS wi ndow 3072 1
43.255.191. 170 |Japan 147.237. 76. 148 |gacenter. aka. i df . i | ET SCAN Potential SSH Scan 1
117. 135. 163. 104|Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | ET SCAN NVAP -f -sS 1
43.255.191. 170 |Japan 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
104. 197. 0. 223 147.237.8.28 |e.nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 2048 1
43.255.191. 170 |Japan 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
99.244.135.30 |Canada 147.237.76. 199 |e. nakchal . i df .i | ET SCAN NMVAP -sS wi ndow 4096 1
43.255.191. 170 |Japan 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
87.236.215.124 |United Kingdom [147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255.191. 170 |Japan 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
61. 240 144. 66 |cni na 147. 237. 77. 216 |dover i df .i | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
43.255.191. 170 |Japan 147.237.0.19 |nadimatal.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.77. 212 |e. dover.idf.il ET SCAN Potential SSH Scan 1
31.184. 242. 17 :Z:::Inl on 147.237. 77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
117. 135. 163. 104|Chi na 147.237.77.233|atal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
43.255.191. 170 |Japan 147.237.76.201 e atal .idf.il ET SCAN Potential SSH Scan 1
117.135. 163. 104|Chi na 147.237.77. 233 |atal .idf.il ET SCAN NVAP -f -sS 1
43.255.191. 170 |Japan 147.237.76.176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
117. 135. 163. 104|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
43.255.191. 170 |Japan 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
104. 197. 0. 223 147.237.8.28 |e.nobile-ks.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
43.255.191. 170 |Japan 147.237.76.39 |[nobile neitav.idf.il ET SCAN Potential SSH Scan 1
104. 197. 0. 223 147.237.8.28 |e.nobile-ks.idf.il ET SCAN NVAP -f -sS 1
43.255.191. 170 |Japan 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
87.236.215. 124 |Uhited Kingdom [147.237.0.35 |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
87.236.215. 124 |United Kingdom [147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 |Japan 147.237.0.35 |akaws.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
43.255.191. 170 |[Japan 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 8
46. 19. 85. 53 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
54.215.43. 237 |Uited Sates 147 237. 72, 166 |aka i df il Inval id segnent retransmssion. Packet Sreamlng El_ﬁg| ne TP Invalid drop 4
dr opped. Ret r ansnii ssi on
157.55.39.42  |Wited Sates |147.237.77. 216 |dover.idf il Invalid segnent retransmssion. Packet |Streaming Engine: TQP Invalid drop 4
dr opped. Ret r ansnii ssi on
66.249.78.51  |lhited Sates |147.237.77.234|nal ag.idf.il Invalid segnent retransmssion. Packet |Sreanng Engine: TCP Invalid drop 4
dr opped. Ret r ansnii ssi on
207.46.13.112 |tited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Streaming Engine: TQP Invalid drop 4
dr opped. Ret r ansnii ssi on
155. 94. 254. 133 147.237.77.61 |e.cogat.idf.il Geo-1 ocati on i nbound enf or cenent Qeo-| ocati on enf or cenent drop 2
54.241.198.78 |lhited Sates [147.237.77.216|dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 2
192. 151. 154.82 |lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2
157.55.39.153 |Wited Sates |147.237.77. 216 |dover.idf il Invalid segnent retransmssion. Packet |Streaming Engine: TQP Invalid drop 2
dr opped. Ret r ansnii ssi on
66.249.75.66  |wited Sates |147.237.77. 216 |dover.idf . il Invalid segment retransmssion. Packet |Streaming Engine: TCP Invalid drop 2
dr opped. Ret r ansnii ssi on
203. 133. 169. 157 Korea, Republic 147. 237. 77. 216 |dover i df i1 Invalid segnent retransnission. Packet Slreamnng Erjgl ne: TP Invalid drop 2
of dr opped. Ret r ansnii ssi on
155. 94. 254. 133 147.237.76. 200 |eitan. aka.idf.il dr op drop 2
184. 105. 139. 67 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SAMrul e drop drop 1
74.82.47.6 Lhited Sates |147.237.76.196|e.sviva.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
216.223.27.60 |lhited Sates |[147.237.72.166 |aka.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
184. 105. 139. 67 |lhited Sates |[147.237.76.177|ncore.idf.il SAMrul e drop drop 1
74.82.47.50 Lhited Sates |147.237.77.178e.matpash.idf.il |Geo-1ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
89.138.18.112 |lsrael 147.237.77. 170 |n@arachot.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
42.62.74. 30 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
176.12.145.26  |Israel 147.237.72. 166 |aka. i of . i1 S retransmt wth different wndow oy rp sequence monitor |1

scal e
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|Top Attackers In V\AF|

Attacker Address

A tacker

Devi ce

Country

Target Address ‘ Ste

Action

‘Count

54. 215. 43. 237 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to www havy. i df.il/994-8613- he/ navy. aspx. aspx Bl ock 2
109. 253. 135. 200]|! srael 147.237. 77. 243 |nobi l e.idf.i| |Mil tipl e Unaut hori zed URL Access from 109. 253. 135. 200 Bl ock 2
.. . . |Wauthorized URL Access to
109. 253. 135. 200|I srael 147.237.77. 243 |nobi le.idf.il nobi | . i df i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 2
66. 249. 75. 66 Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 66.249. 75. 66 Bl ock 2
176.12.139. 106 |[Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
68.180.228. 117 |lhited Sates [147.237.77.216|dover.idf.il |[Miltiple Whauthorized UR. Access from 68.180. 228. 117 Bl ock 1
46. 120. 236. 250 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
207.46.13.5 Lhited Sates |147.237.72.166 |aka.idf.il Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
97.119. 151. 12 Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to waww i df.il/english/armanent/arnanent. stm Bl ock 1
62.90.22.146  |Israel 147.237.72. 166 |aka idf il |'known Parameter VI EVBTATECENERATCR in None 1
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
176.12.148.171 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
: R Uhaut hori zed URL Access to
54.177.31.205  |United Sates  [147.237.72. 166 (aka idf. 11| L owa i i1/ kam ar/ eur | . axd/ 20be6f bb70628945b5¢0948dcf 5714a1/ Bl ock !
207. 46. 13. 79 Lhited Sates |147.237.72.166 |aka.idf.il Unknown Paranet er c¢d5b9038 in wwv aka. i df.il/nai n/ hone/ def aul t. aspx None 1
66. 249. 69. 48 Lhited Sates |147.237.77.216|dover.idf.il |Unauthorized URL Access to 147.237.77.216/ Bl ock 1
180. 76. 6. 54 Chi na 147.237.77. 176 |nat pash. i df .il|Uhaut hori zed URL Access to 147.237.77. 176/ 1058- en/ cogat . aspx Bl ock 1
84.228. 153. 37 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wwu aka.idf.il/main/haredi niwebr esour ce. axd Bl ock 1
54.177. 31. 205 Lhited Sates 147.237.72. 166 |aka.idf.il Lhknown Paraneter docld in ww aka.idf.il/kanhar/klali/ None 1
207. 46. 13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il |Whauthorized URL Access to waw i df.il/1133- 15554- he/ dover. aspx-title= Bl ock 1
2.54.189.93  |Israel 147.237.72. 166 |aka idf il |known Paraneter VI EVBTATEGENERATOR in None 1
ww aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx
188.138. 17. 205 |Fance 147.237.76.31 |nakchal .idf.il|Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
87.69. 137. 150 |lsrael 147.237.72. 166 |aka.i df .i | Unknown Par anet er ct | 00$ct | 00$t xt Sear ch i n waw aka. i df . i | / mai n/ sachar/ None 1
109. 253. 145. 174l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ Bl ock 1
66. 253. 166. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |Wauthorized URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 1
2.54.189.93  |Israel 147.237.72. 166 |aka idf. i1 |OKnown Parameter VI EVBTATEGENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/regi strationw zar d/ st ep3. aspx
203. 133. 169. 15708 RPUOIIC 147 537 77, 216 |dover. iaf i1 |AUthori zed LR Access to B ock 1
of wan i df . i |/ engl i sh/ or gani zat i on/ honefront/earth. stm
97.119.151.12 |lhited Sates [147.237.77.216|dover.idf.il |DO stributed Suspici ous Response Gode Bl ock 1
54.241.198.78 |lLhited Sates |[147.237.77.216|dover.idf.il |Uhauthorized UR. Access to ww idf.il/english/ &juot Bl ock 1
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