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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

| Devi ce Action |count |
50. 185. 26. 62 Lhited Sates 147.237. 76. 34 yohal an.idf.il Bl ock Udp All Nets drop 3
202. 181. 203. 61 Hong Kong 147.237.77.121 e.navy.idf.il L4 Source or Dest Port Zero drop 2
199.47.81. 13 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
46. 28. 204. 46 Sh tzerl and 147.237.76. 197 e hinush.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount \
128.242.249.12 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Perm t 26
108. 27. 90. 82 Lhited Sates 147.237.77.216 |dover.idf.il C1000004: HITP: options nethod (M crosoft) B ock 3
71.6.167. 142 Lhited Sates 147.237.77.178 |e.natpash.idf.il |[DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.72.166 |aka.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nmany 147.237.76.31 |nakchal .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 147 |chinuch. aka.idf.il |DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.77.235 |sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
89.123.168. 181 |Ronmani a 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 76. 147 |chinuch. aka.idf.il |DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.0.200 |mdu.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 67. 92 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
89. 248. 172. 173 |Net herl ands 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.77. 170 |naar achot . i df .i | ET SCAN Potential SSH Scan 1
89.248. 172. 173 |Net herl ands 147.237.76.197 |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 173 |Net herl ands 147.237.72. 167 |i shurimaka.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.0. 35 akaws. i df.i | ET SCAN Potential SSH Scan 1
89. 248. 172. 173 |Net herl ands 147. 237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 1
104. 171. 114, 254 147.237.76. 200 |ei tan. aka.i df .i | ET SCAN NVAP -sS w ndow 3072 1
222.186. 34. 151 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
89. 248. 172. 173 |Net her| ands 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 171. 114. 254 147.237.76. 200 |ei tan. aka.i df .il ET SCAN NVAP -f -sS 1
81.200.91. 2 :Z:::Inl on 147.237.77.234 |hal ag.idf .il ET SCAN NMAP -sS w ndow 4096 1
222.69.94. 13 Chi na 147.237.77. 243 |nobi le.i df . il ET SCAN NVAP -sS w ndow 4096 1
89. 248. 172. 173 |Net her| ands 147.237.77. 235 |sviva.idf.il ET SCAN Potential SSH Scan 1
69.12. 92. 160 Lhited Sates 147.237.0. 33 idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 172. 173 |Net herl ands 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.77.74 |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 172. 173 |Net her| ands 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
31.184.242. 17 g;z:;”i o 147. 237. 77. 216 |dover. i df . ET DROP Spanhaus DRCP Listed Traffic | nbound 1
122.228.207. 77 |Chi na 147.237.77. 179 |e.nazi .idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 173 |Net herl ands 147.237.76. 202 |e.hal ag.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
89.248. 172. 173 |Net her| ands 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 173 |Net herl ands 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
222.186.34.151 |China 147.237.0. 33 idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 172. 173 |Net her| ands 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
104.171.114. 254 147.237.76. 200 |ei tan. aka.i df .i | ET SCAN NVAP -sS w ndow 2048 1
87.236.215. 124 |United Kingdom |147.237.77.212|e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.34.151 |China 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 224, 132, 118 [SSIan 147.237.0.17 |mny-kosher-kravi.idf.i| |ET SCAN NVAP -sS wi ndow 1024 1
Feder at i on
81.200.91.2  |NSSian 147.237.77. 234 |al ag. i of .i ET SCAN NVAP -sS wi ndow 3072 1
Federation
217.11.61.195  |Ger nany 147. 237 76.31 |nakchal idf.il Fgfﬁo?haworal Lhusual |y fast Terminal Server Traffic, Potential Scan or 1
89.248. 172. 173 |Net her| ands 147.237.77.233 |atal .idf.il ET SCAN Potential SSH Scan 1
66. 249. 69. 10 Uited Sates 147 237. 72. 166 |laka i df i1 SER\/ER—APAO-E Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt
188. 138. 9. 51 Cer many 147.237.77.235|sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 172. 173 |Net her| ands 147.237.77.176 [nat pash.idf.i| ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.72.166 |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
169. 54. 237.52 |Satzerland 147.237.77.74 |lawidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country
187.61.212. 115 |Brazl 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 30
dr opped. Ret r ansni ssi on
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 30
66.249.78.44  |Wited Sates  |147.237.77.234|hal ag.idf.il Invalid segnent retransmssion. Packet (Streamng Engine: TCPInvalid drop 18
dr opped. Ret r ansni ssi on
66.249.75.74  |ited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 14
dr opped. Ret r ansni ssi on
66.249.78.51  |Wited Sates  |147.237.77.234|hal ag.idf.il Invalid segnent retransmssion. Packet (Sreamng Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on
66.249.75.66  |Uited Sates  |147.237.77. 216 |dover.idf il Invalid segnent retransmssion. Packet (Sreamng Engine: TP Invalid dr op 8
dr opped. Ret r ansni ssi on
66.249.75.58  |lnited Sates  |147.237.77. 216 |dover.idf.il nvalid segnent retransmssion. Packet (Streamng Engine: TGP Inval id drop 6
dr opped. Ret r ansni ssi on
41.218. 158. 100 |Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
66.249.78.37  |Uited Sates  |147.237.77. 234 |hal ag.i of il nvalid segnent retransmssion. Packet Streamng Engine: TGP Inval id drop 2
dr opped. Ret r ansni ssi on
121. 138. 198. 53 Korea, Republic 147. 237. 77. 216 |dover i df i1 Invalid segnent retransnission. Packet Strearmng Etjg| ne: TGP Invalid drop 2
of dr opped. Ret r ansni ssi on
207.46.13.16  |Wited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet Sireanng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
155. 94. 254. 133 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 2
155. 94. 254. 133 147.237.76. 196 |e.sviva.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2
155. 94. 254. 133 147.237.76. 202 |e.hal ag.i df .i | Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2
91 185. 49. 31 Russi an 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransmssion. Packet &rearmng Er_19| ne TGP Invalid drop 2
Federation dr opped. Ret r ansni ssi on
176.10.99. 206 |Satzerl and 147.237.77. 216 [dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
202.153.70. 151 |Astralia 147.237.77.74 |lawidf il :‘ﬁ;re‘ ection pattern found in Header Ryj ection mnitor |1
46.19. 86. 203 | srael 147.237.77. 170 {maarachot.idf.il |Inval i d ACK nunber Bad TCP sequence noni t or 1
188.138.1.218 |Ger many 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation i nbound enforcenent Geo- | ocat i on enf or cenent drop 1
216.218.206.72 |Whited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1
198. 20. 69. 74 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
18. 239. 0. 155 Lhited Sates 147.237.77. 216 |dover.idf.il directory traversa overflow Drectory Traversal noni t or 1
216. 218. 206. 104|lhited Sates 147.237.0.33 [idf.il dr op drop 1
202.153.70. 151 |Awstralia 147.237.77.74 |lawidf. il S retransmt wth different wndow Jp; 1p sequence monitor |1

scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Ste Acti on ‘Count
94.159. 168.34 |Israel 147. 237. 72. 166 |aka. i df . Wnaut hor zed LRL Access to B ock 3
wawe aka. i df . i |/ mai n/ har edi nd webr esour ce. axd
91. 200. 12. 54 Lkr ai ne 147.237.77.233|atal .idf.il Dstributed PHP At enpt Bl ock 2
91.200. 12. 54 Lkrai ne 147.237.72. 166 |aka.idf .il PHP Att enpt Bl ock 2
188. 165. 15. 198 |FRance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 198 Bl ock 2
91. 200. 12. 139 Lkrai ne 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 2
91. 200. 12. 54 Lkrai ne 147.237.76.86 [navy.idf.il PHP At enpt Bl ock 2
91. 200. 12. 54 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il|D stributed PH? Attenpt Bl ock 2
66. 249. 75. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 75. 66 Bl ock 2
91. 200. 12. 54 Lkrai ne 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 2
: S Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- hel navy. aspx. aspx Bl ock 2
91. 200. 12. 54 Lkr ai ne 147.237.0.34 |tikshuv.idf.il PHP At t enpt Bl ock 2
91. 200. 12. 54 Lkr ai ne 147.237.77. 176 |nat pash.i df . i | PHP Attenpt Bl ock 2
91.200. 12. 54 Lkrai ne 147.237.72. 156 |anan. i df .i | PHP Att enpt Bl ock 2
91.185.49.31  |¥SSIan 147. 237. 77. 216 |dover. i cf . i | Distributed Suspicious Response Qode B ock 1
Feder at i on
66. 249. 75. 58 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 75. 58 Bl ock 1
203. 133. 169. 157 ?rea’ Republic 147 537 77. 216 |dover.idf i1 Lhaut hori zed URL Access to waw i df .il/irag/ english/info05.stm B ock 1
99. 36. 249. 35 Lhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
: . . Uhaut hori zed URL Access to
68.180. 228. 117 |Uhited Sates 147.237.77. 216 |dover. i df .| waw i df . i |/ newsi t e/ hebr ew 2004/ f ebr uary/ 0218- 2. stm Bt ock !
91. 185. 252. 38 RJSf;;”i o 147. 237. 77. 216 |dover. i df . i | Distributed Unknown HTTP Request Method B ock 1
: . . Uhaut hori zed URL Access to
66. 249.75.58 United Sates 147.237.77. 216 |dover. i df .| waw i df . i |/ engl i sh/ announcenent s/ 2002/ j une/ 29. st m Bt ock !
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/1589- en/dover.aspx Bl ock 1
121.138. 198. 53 Okfre& RepUbliC 1147 237.77. 216 |dover. i of .i Distributed Suspicious Response Qode B ock 1
70.167. 8. 42 Lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. idf.il/ml ui nienpl ates/inner. asp Bl ock 1
202.153. 70. 151 |Australia 147.237.77. 74 |lawidf.il Enail collector robots 14 Bl ock 1
94.159.154.2  |Israel 147.237.72. 166 |aka i df . i1 Unknown Paranet er __VI EVETATEGENERATOR i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
207. 46. 13. 30 Lhited Sates 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/captcha. ashx Bl ock 1
: R Uhaut hori zed URL Access to
157.85.39. 41 United Sates 147.237.77. 216 |dover . i df .11 wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
: Sl URL is Above Root Drectory
18. 239. 0. 155 Lhited Sates 147.237.77. 216 |dover.idf.il Wi df i1/, ./shared/ ol i entscripts/j querylj query-1 4. 2.nin.j s Bl ock 1
202.153.70. 151 |Australia 147.237.77.74 |lawidf.il eMai | Hoar di ng Bl ock 1
94.159.154.2 [ srael 147.237.72. 166 |aka. i of .i | Unknown Paranet er ct|00_ct|00_Scri ptMnager 1 H ddenF el d in None 1
wan aka. i df . i |/ nai n/ sachar/
66. 249. 75. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Waut horized URL Access from 66. 249. 75. 74 Bl ock 1
207.46.13.102 |Whited Sates 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to wan navy. i df.il/navy/links. aspx Bl ock 1
. e Uhaut hori zed URL Access to
175.42.91. 88 China 147.237.77. 176 |mat pash. i df . 1 wn cogat . i df.i | /sip storagel fil es/ 7/ 4207. pdf / t r ackback/ Bl ock !
74.82.47.3 Lhited Sates 147.237.72. 166 |aka. i df . il D stributed Unaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
} . . S Unhtraceabl e Gonnection - Protocol violation
66. 249. 69. 10 Lhited Sates 147.237.72. 166 |aka. i df.il (SSL_OONN CLI ENT_HELLO) None 1
203. 133. 169. 157 ?rea’ RepUbliC 147 237.77. 216 |dover. i of .i Ml tiple Unauthorized URL Access from 203.133. 169. 157 B ock 1
223. 206. 249. 49 |Thai | and 147. 237.77. 216 |dover. i df .1 Unknown HTTP Request Method COOX in URL B ock 1
waw i df . i1 /1116- en/ dover . aspx
66. 249. 78. 18 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
188. 138. 17. 205 |Fance 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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