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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste

|S gnature | Devi ce Action |count |
46. 116. 65. 228 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - reset 605
192. 3. 203. 226 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
46. 28. 204. 46 Shtzerl and 147.237.76. 177 ncore.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

get Address

dte

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40-59 Permit 26
192.99. 82. 245 |Canada 147. 237. 72. 166 |aka. i df . 13248: HITP. Jooma JCE File Lpload Remote Code Bxecution B ock 4
Wil nerability
85. 25. 103. 50 Ger nany 147.237. 76. 148 |gqcenter. aka. i df . i |[DVRep_B-N _60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.176|test.ncore.idf.il |DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.38 |e.e.neitav.idf.il |[DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Ronani a 147.237.76.176|test.ncore.idf.il |DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kosher-kravi .idf.i|DVRep_B-N 60 100 B ock 1
85.25.103.50 |Ger many 147.237.8.45 |e.eitanidf.il DVRep_B-N 60 100 B ock 1
71.6.167.142 |wited Sates 147.237.72.14 |dover.idf.il(old) [DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76. 34 |yohal an.idf.il DVRep_B-N 60_100 B ock 1
37.26.146.254 |Israel 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
176. 40. 153. 87 |Turkey 147.237.76.86 |navy.idf.il C1000101: HITP Hacked in the URL B ock 1
71.6.167. 142 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 B ock 1
85.25.103.50 |Ger many 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72. 166 |aka.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 178 |e. nat pash. i df .i | DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
192. 99. 82. 245 Canada 147.237.72. 166 aka.idf.il Tehila - Perl LW with fake user agent 4
2.54.29.112 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46. 19. 86. 94 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
188.138.9. 51 Ger many 147.237. 8. 45 e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.69.94.13 Chi na 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS wi ndow 3072 1
117.135.163. 104 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
117.135. 163. 104 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -f -sS 1
221.235.188. 212 Chi na 147.237.77.176 nat pash. i df .| ET SCAN Potential SSH Scan 1
70.138. 98. 152 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TGP D stributed Portscan 1
221.235.188. 212 Chi na 147.237. 76. 34 yohal an.i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.72. 156 anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
212.231.9. 86 Sai n 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
212.231.9. 86 Spai n 147.237.8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
212.231.9. 86 Fai n 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.76. 201 e.ata.idf.il ET SCAN Potential SSH Scan 1
222.69.94.13 Chi na 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS wi ndow 1024 1
117.135.163. 104 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
221.235.188. 212 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
91. 224, 132. 118 Russi an Federation 147.237.76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212 Chi na 147.237. 0. 200 . i df . i | ET SCAN Potential SSH Scan 1
212.231.9. 86 Sai n 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
212.231.9. 86 Sai n 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Feder at i on

Country
s Inval i d segnent retransnission. Sreaning Engine: TQP Invalid
41.218. 158. 126 |Egypt 147.237.77. 216 |dover.idf.il Packet dr opped. Ret r ansmi ssi on drop 21
46.19.86.185  |Israel 147.237.77. 233 |atal i df .l SWNretransmt wth different Bad TCP sequence monitor |18
w ndow scal e
109. 253. 144. 211 |l srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransnssion. Streaning Bngine: TP Invalid |, 18
Packet dropped. Ret r ansni ssi on
66.249.75.66  |Wited Sates  |147.237.77. 216 [dover.idf.il Invalid segment retransmssi on. Streaning Engi ne: TCP Inval i d drop 16
Packet dropped. Ret r ansn ssi on
66.249.75.74  |twited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransnssion. Streaning Bngine: TP Invalid |, 16
Packet dropped. Ret r ansni ssi on
46.19.86.185  |Israel 147.237.77. 233 atal i df .i | SiNretransmt wih di fferent Bad TCP sequence alert 13
w ndow scal e
s Inval i d segnent retransnission. Sreaning Engine: TQP Invalid
41.131. 117. 128 |Egypt 147.237.77. 216 |dover.idf.il Packet dr opped. Ret r ansmi ssi on drop 9
46. 19. 86. 185 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 8
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 8
66.249.75.58  |tited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streaning Bngine: TP Invalid |, 8
Packet dropped. Ret r ansni ssi on
46. 19. 86. 185 | srael 147.237.77. 233 |atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 7
109. 253. 129. 15 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Sreaning Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
207.46.13.16  |wited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransnssion. Streaning Engine: TP Invalid |, 6
Packet dropped. Ret r ansni ssi on
176. 12. 136. 209 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Sreaning Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansn ssi on
176.12. 141. 197 |Israel 147.237.72. 166 |aka.i df . i Invalid segnent retransnssion. Streaning Engine: TP Invalid |, 4
Packet dropped. Ret r ansni ssi on
109. 253. 139. 158|I srael 147.237.0.17 n?lny- kosher-kravi- 1l | a1 i d ACK nunber Bad TGP sequence aert 4
41.218. 158. 126 |Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
80. 246. 130. 116 |l srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
37.26.147.230 |lsrael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence alert 2
37.26.147. 230 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
109. 253. 131. 175|l srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 2
109. 253. 131. 175]I srael 147.237.77. 233 |atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
80. 246. 130. 116 |l srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence alert 2
176.12.150. 96 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Engine: TP Invalid |, 2
Packet dropped. Ret r ansni ssi on
46.19. 85. 203 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
188.138.1.218 |Ger many 147.237.8.28 |e.nobile-ks.idf.il Geo- 1 ocation i nbound enf orcenent |Geo-1 ocation enf or cenent drop 1
109. 253. 144. 121l srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
81. 218. 226. 75 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 1
141.212.122. 193|Lhited Sates 147.237.0.200 |rdu.idf.il Geo- 1 ocati on i nbound enf orcenent |Geo-1 ocation enf or cenent drop 1
46.19. 85. 236 | srael 147.237.76. 42 |refuah.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
196. 206. 193. 173|Mor occo 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
81. 218. 226. 75 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46.19. 86. 191 | srael 147.237.72. 166 |[aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
79.177. 80. 35 | srael 147.237.72. 166 |aka. i df . il Invalid ACK nunber Bad TCP sequence noni t or 1
37. 46. 39. 25 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.122.178|lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf or cement |Geo- 1 ocati on enf or cenent drop 1
46.19. 86. 230 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 106 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
5.22.130. 244 | srael 147.237.72. 166 |[aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
213. 151. 172. 135|France 147.237.77. 216 |dover . i of . | :‘ﬁ:;trej ection pattern found in 1 e Ry ection mnitor |1
141.212.122. 182|Lhited Sates 147.237.76. 202 |e. hal ag.i df .i | Geo- 1 ocation i nbound enf orcenent |Geo-1 ocation enf or cenent drop 1
84.108. 101. 165 |lsrael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 107 | srael 147.237.77. 170 |naarachot . i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
31.210. 186. 132 |Israel 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
41.196.79.106 |Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 1
141.212.122.186|lhited Sates 147.237.0.33 |idf.il drop drop 1
01.224.132. 118 [R5 @ 147.237.77. 121 |e. navy. i df il Geo-1 ocati on i nbound enf or cerent [Geo-1 ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te Acti on ‘Count
46. 19. 86. 204 | srael 147.237.77. 243 |nobi | e.i df . i |Suspi ci ous Response Code B ock 5
93.172.163.96 | srael 147.237.72. 166 |aka i df i1 [P St'1buted thauthorized LR Access on Bl ock 4
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
116. 53. 130. 245 [Chi na 147.237.77. 216 |dover.idf.il|Mil tiple Admn B ocking from 116.53. 130. 245 B ock 4
149. 78. 11. 207 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 3
116. 53. 130. 245 |Chi na 147.237.77. 216 |dover.idf.il|PHP Attenpt B ock 3
. . D stributed Whaut hori zed URL Access on
79.181.66. 174 | srael 147.237.72. 166 |aka.idf.il e aka i dff i 1// mai n/ r abanut / webr esour ce. axd B ock 2
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il |Uhaut horized URL Access to www navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
54.215.43.237 |lhited Sates |[147.237.77.216|dover.idf.il|Miltiple Unauthorized URL Access from 54.215. 43. 237 B ock 2
157. 55. 39. 137 Lhited Sates |147.237.72.166|aka.idf.il |UWhauthorized UR. Access to aka.idf.il/mai n/rabanut/webresource. axd B ock 2
203. 133. 169. 157 OK?rea, Republ i ¢ 147.237.77. 216 |dover.idf.il|Unhaut hori zed URL Access to wan i df.il/newsite/ english/0115-2.stm B ock 1
66. 249. 75. 13 Lhited Sates |[147.237.72.166|aka.idf.il |Lhknown Paraneter docld in ww aka.idf.il/chinuch/klali/ None 1
176. 12. 136. 234 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
. . D stributed Uhaut hori zed URL Access on
109.253.135. 1371 sr ael 147.237.72. 166 |aka. i df .1 ww aka. i df .i1//sites/resources/ chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock !
66. 249. 75. 117 Lhited Sates |147.237.72.166|aka.idf.il |lhauthorized UR. Access to aka.idf.il/banachane/ B ock 1
176.12.151. 2 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
.. . .|Ostributed Unaut hori zed URL Access on
80.246.138.120 I srael 147.237.77. 243mbile. o T o0y o 5 o 17/ cat egoryt enpl at es/ | i st chi | dsubcat egori es/ 1423 Bl ock !
207. 46. 13. 112 Lhited Sates |[147.237.77.216|dover.idf.il|Miltiple Wauthorized UR Access from 207.46. 13. 112 B ock 1
66. 249. 75. 58 Lhited Sates |147.237.77.216|dover.idf.il|Miltipl e Waut hori zed URL Access from 66. 249. 75. 58 B ock 1
176. 12. 137. 248 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
109. 253. 142. 34 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
68.180.228. 117 |lhited Sates |147.237.77.216|dover.idf.il|Miltiple Wauthorized URL Access from 68.180. 228. 117 B ock 1
54.177. 31. 205 Lhited Sates |147.237.77.216|dover.idf.il|Uhauthorized URL Access to ww i df.il/hebrew news/ nai n. stm B ock 1
199. 203. 240. 93 |Israel 147.237.72. 166 |aka idf. i1 |D Stributed Lhauthorized LR Access on Bl ock 1
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
149. 78. 11. 207 | srael 147.237.72. 166 |aka.idf.il |Uhknown Paraneter g in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
) . .|Uhaut hori zed URL Access to
212.199.57. 203 |Israel 147.237.77. 243 |nobil e.i df . i nobi | e. i df i 1/ cat egoryt enpl at es/ | i st chi | dsubcat egor | es/ 1423 B ock 1
66. 249. 75. 66 Lhited Sates |147.237.77.216|dover.idf.il|lhaut horized UR. Access to wwuidf.il/ zahal B ock 1
e D stributed Uhaut hori zed LRL Access on
2.54.142. 215 I srael 147.237.72. 166 |aka.idf . il i aka, i df i1 // i n/ r abanut / vebr esour ce. axd B ock 1
176. 12. 139. 92 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
116. 53. 130. 245 |Chi na 147.237.77. 216 |dover.idf.il|Adm n Bl ocki ng B ock 1
199. 203. 240. 93 |Israel 147.237.72. 166 |aka i df .i|  [WKNOWN Paraneter wbag617274 in None 1
wan aka. i df . i |/ nai n/ rabanut / scri pt resour ce. axd
95. 86. 64. 250 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
213.151. 172. 135|F ance 147.237.77. 216 |dover.idf.il|Enai|l collector robots 14 B ock 1
66. 249. 75. 74 Lhited Sates |147.237.77.216|dover.idf.il|Miltiple Wauthorized URL Access from 66.249. 75. 74 B ock 1
2.54.149.151  |israel 147.237.72. 166 |aka i of i1 |known Parameter VI ENBTATEGENERATCR in None 1
wan aka. i df . i |/ nai n/ sachar/tfasi maspx
176. 12. 141. 197 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
. . D stributed Uhaut hori zed URL Access on
77.127.135.11 | srael 147.237.72. 166 |aka.idf.il e aka i dff i 1// mai n/ r abanut / webr esour ce. axd B ock 1
Korea, Republic R . .
203. 133. 169. 157 of 147.237.77. 216 |dover.idf.il|Mil tipl e Uhaut hori zed URL Access from 203. 133. 169. 157 B ock 1
54. 215. 43. 237 Lhited Sates |147.237.77.216|dover.idf.il|lhaut horized URL Access to waw idf.il/atal 1/izkor/ nain. asp B ock 1
176. 12. 136. 76 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
109. 253. 132. 136|l srael 147.237.72. 166 |aka.idf.il |D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
213.151. 172. 135|F ance 147.237.77. 216 |dover.idf.il|eMil Hboarding B ock 1
66. 249. 75. 74 Lhited Sates |[147.237.77.216|dover.idf.il|lhauthorized UR. Access to waww i df.il/arafat/english/index2. stm B ock 1
46.19. 86. 185 | srael 147.237.77.233|atal .idf.il |Whauthorized URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
176. 12. 146. 212 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
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