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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 715

95. 172. 79. 156 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 3
95.172.79. 180 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il B ock_ UWp Al _Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

89. 248. 172. 57 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net drop 1

89. 248. 172. 57 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1

66. 240. 236. 119 Lhited Sates 147.237. 76. 202 e halag.idf.il B ock Udp All Nets dr op 1

89. 248. 172. 57 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country\Target Address |Ste

|NarTe

|mvi ce Acti 0n|Count |

128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per nit 24
212. 28. 230. 202 |Lebanon 147.237.77.216 |dover.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
109. 67.121.85 |lsrael 147.237. 77. 226 |wwu chanat z. aka. i df i1 |C1L000004: HITP: options nethod (M crosoft) B ock 2
71. 6. 165. 200 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
85.25.103.50  [Ger many 147.237.0.19 |nadimatal .idf.il DVRep_B-N 60 100 B ock 1
37.26.147.239 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 1
71.6.167.142 [Uited Sates 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147. 237.77. 243 |nobil e.i df .i | DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.77. 243 |nobile.idf . il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
71.6.165.200 |lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N 60 100 B ock 1
82.102.169. 113 |Israel 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 22
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
91. 227. 71. 250 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
192.118. 11. 124 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
80. 246. 133. 152 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61. 240. 144. 65 Chi na 147.237. 76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.179. 89. 90 Chi na 147.237.0. 17 m ny- kosher - kravi . i df .i | ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0. 16 ny- kosher-kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
208. 124. 237. 146 Canada 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.196. 147. 122 Ger many 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET DRCP Dshiel d B ock Listed Source 1
119.61.7.43 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
79.182.130. 195 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 65 Chi na 147.237.0. 17 m ny- kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
221.179. 89. 90 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0. 200 mu. i df i | ET SCAN NVAP -sS w ndow 1024 1
208. 124. 237. 146 Canada 147.237.76. 38 e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
31.184.242.17 Russi an Federation 147.237.77.216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
208. 124. 237. 146 Canada 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -f -sS 1
183. 136. 216. 7 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
176.12.137.69 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 18
Packet dropped. Ret ransn ssi on
109. 253. 146. 88 |l srael 147. 237. 77. 216 |dover. i df .i Invalid segent retransmssion. Streaning Engi ne: TCP Inval i d drop 18
Packet dropped. Ret r ansni ssi on
217.55.247. 252 |Eypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 15
109. 253. 135. 141 |l srael 147. 237. 77. 216 |dover . i of . i | Invali d segnent retransmssion. Streaning Engi ne: TGP Invalid drop 10
Packet dropped. Ret r ansni ssi on
207.46.13.16  |Wited Sates |147.237.77.216 |dover.idf.il Invalid segent retransmssion. Streaning Bngi ne: TCP Inval i d drop 10
Packet dropped. Ret r ansni ssi on
81. 218. 241. 26 | srael 147.237.72. 166 |aka.idf .i | FHrst packet isn't SN drop drop 10
78.108. 161. 226 |Lebanon 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop drop 7
46.19. 85. 208 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 7
176.12. 149. 128 | srael 147. 237. 77. 216 |dover. i df . nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on
173.2.24.83 Lhited Sates |147.237.77.216 |dover.idf.il nval i d segnent retransmssi on. Strean g Er_1g| ne: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on
109. 253. 129. 150|1 srael 147. 237. 77. 216 |dover. i of . i | nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on
46. 19. 85. 208 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 6
78.108. 161. 226 |Lebanon 147.237.0.34  |tikshuv.idf.il Frst packet isn't SN drop drop 5
78.108. 161. 226 |Lebanon 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 5
Lhi ted R .
31. 186. 228. 27 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 4
78.108. 161. 226 |Lebanon 147.237.77. 234 |hal ag.i df .i| FHrst packet isn't SN drop drop 4
176.12. 144. 158 |Israel 147. 237. 72. 166 |aka. i of . i | Invalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on
78.108. 161. 226 |Lebanon 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
109. 253. 146. 231 |l srael 147. 237. 72. 166 |aka. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansn ssi on
Lhited S -
31. 186. 228. 25 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 4
98.254.185.23 |tnited Sates |[147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansn ssi on
46.19.86.126 [ srael 147. 237. 77. 216 |dover. i df .i | nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 3
Packet dropped. Ret r ansni ssi on
Lhited . . -
31. 186. 228. 65 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 3
Lhited S -
31. 186. 228. 32 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 3
31.186. 228. 61 Wi ted 147.237.77.74 |(lawidf.il Frst ket isn't SYN drof drof 3
) ) ) Ki ngdom ) T ) pac P P
Lhited S -
31. 186. 228. 57 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 3
46.19. 85. 158 | srael 147.237. 72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 3
78.108. 161. 226 |Lebanon 147.237.77. 226 :/\lmw chanatz. aka. i df . First packet isn't SN drop drop 3
84.108. 236. 193 |Israel 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 3
Lhi ted s -
31. 186. 228. 86 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 3
Lhited S -
31. 186. 228. 60 ) 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 2
Ki ngdom
31.186. 228. 93 Wi ted 147.237.77.74 |(lawidf.il Frst ket isn't SYN dr o dro| 2
) ) ) Ki ngdom ) Y ) pac P P
Lhited S -
31.186. 228. 88 ) 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 2
Ki ngdom
31. 186. 228. 28 Wi ted 147.237.77.74 |(lawidf.il Frst ket isn't SYN dr o dro| 2
) ) ) Ki ngdom ) Y ) pac P P
Lhited S -
31. 186. 228. 66 ) 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 2
Ki ngdom
46. 19. 85. 249 | srael 147.237.77.216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
Lhited . . -
31.186. 228. 24 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 2
Lhited S -
31. 186. 228. 89 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 2
207.241. 237. 101|Uited Sates |[147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansn ssi on
Lhited S -
31. 186. 228. 62 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 2
31.186. 228. 29 Wi ted 147.237.77.74 |(lawidf.il FHrst ket isn't SYN drof drof 2
) ) ) Ki ngdom ) T ) pac P P
Lhited S -
31. 186. 228. 95 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 2
84.108. 30. 220 | srael 147.237. 72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
199. 203. 215. 1 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence alert 2
31.186. 228. 58 u.“ ted 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 2
Ki ngdom
31. 186. 228. 63 Wi ted 147.237.77.74 |(lawidf.il Frst ket isn't SYN dro| dro| 2
) ) ) Ki ngdom ) Y ) pac P P
Lhited S -
31.186. 228. 30 ) 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 2
Ki ngdom
31. 186. 228. 96 Wi ted 147.237.77.74 |(lawidf.il Frst ket isn't SYN dro| dro| 2
) ) ) Ki ngdom ) Y ) pac P P
78.108. 161. 226 |Lebanon 147.237.72. 156 |aman. i df .i | :;l;etransmt w th different wndow Bad TCP sequence noni t or 2
199.203.215.1 |lIsrael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

dte

Devi ce

‘Count

Country Action
) C e Too Many of the Sane Response Gode (404) in Session from
109. 253. 138. 214|lI srael 147.237.0. 19 nadi matal .idf.il 109. 253. 138. 214 Bl ock 59
109. 253. 156. 211 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 15
73.25.161.71  |lwited Sates  |147.237.72. 166 |aka i cf.il Distributed Lhauthorized URL Access on B ock 3
waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
164. 138.116. 98 |[Israel 147.237.72. 166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 164. 138. 116. 98 Bl ock 3
80. 246. 130. 208 |Israel 147. 237.72. 166 |aka. i of . i | Wnaut hor | zed LR Access to Bl ock 2
wawn aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
176.12.143.16 |l srael 147.237.77. 243 |nobi | e.i df .i | O stributed Suspi ci ous Response Gode B ock 2
5. 255. 253. 124 :Zg::t”i o 147. 237. 77. 216 |dover. i df . Mil tipl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 2
84.108. 213. 6 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawnidf.il/igf B ock 2
: s Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wa navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
180. 76. 6. 59 Chi na 147.237.77.176 [nat pash.idf.i| Unaut hori zed URL Access to 147.237.77. 176/ 901- ar/ cogat . aspx B ock 1
54.225.104.196 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . il /navy/ B ock 1
54. 83. 95. 68 Lhited Sates 147.237. 72. 167 |i shuri maka.idf .il Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
109. 253. 159. 63 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
85. 250. 17. 37 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
} . . Uhaut hori zed URL Access to
207.46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il waw i df . i |/ horef ront / engl i sh/ i e- ndex05. stm Bl ock 1
66.249.64.150 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hebrewinsignialinsignia stm |B ock 1
176. 12. 148. 142 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
164.138. 116. 98 |l srael 147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 164. 138. 116. 98 B ock 1
54.215.43.237 |Whited Sates 147.237.77. 216 |dover.idf.il DO stributed Lhaut hori zed URL Access on waw i df.il//navy/ B ock 1
2 52 54241 srael 147 237 72. 166 laka i df i1 Unknown _Par a_net er ct!l 00%ct | 00$c_phM1| n$cphSachar $ct104.y in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
109. 253. 141. 86 |1 srael 147. 237.72. 166 |aka i of . i | Wnauit hor | zed LRL Access to B ock 1
waw aka. i df . i |/ nai n/ har edi mi webr esour ce. axd
. . . Uhaut hori zed URL Access to
180. 76. 6. 130 Chi na 147.237.77. 176 |nat pash. i df .i | 147, 237. 77. 176/ 901- 10153- ar / cogat . aspx B ock 1
81.57.102.243 |France 147. 237.72. 166 |aka i of . i | Unknown Paranet er __VI EVETATEGENERATOR i n None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
61. 135.190. 71 Chi na 147.237.0. 15 kosher -kravi .idf.il Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
176.12.143. 126 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
54. 148. 136. 55 Lhited Sates 147.237. 77. 226 |ww chanmat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
. R Unhaut hori zed URL Access to
113.194.129. 33 |Chi na 147.237. 77. 176 [nat pash.i df . i1 Wi cogat . i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock 1
. . . Lhknown Paraneter catid in
91. 200. 12. 28 Lkr ai ne 147.237.72. 166 |aka.idf .il wwws aka i oF . i |/ s v bar ek rd sl ul i ki st . aspx None 1
212.235.98. 139 |Israel 147.237.72. 166 |aka.idf.il SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
176. 12. 150. 112 |l srael 147.237.72. 166 |aka.i df .i D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
66.249.75.117 |lhited Sates  |147.237.72. 166 |aka i df.il Wnaut hor i zed LRL Access to . B ock 1
wwy aka. i df il /mlui ndtenpl at es/ hone. asp- i nkl
164.138. 116. 98 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to wwidf.il/tenpl ates/article/6 s3 B ock 1
54.215.43.237 |Whited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/hebrew news/ nai n.stm B ock 1
109. 253. 146. 231 |l srael 147.237.72. 166 |aka.i df .i D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
183. 15. 236. 145 |chi na 147. 237. 77. 216 |dover. i df . Wnauthorj zed URL Access to B ock 1
w i df . i | / honef ront/engl i sh/i e-wel cone. st m
66.249. 64. 142 |lLhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 142 B ock 1
176. 12. 144. 158 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
113.194. 129. 33 [Chi na 147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 113. 194. 129. 33 B ock 1
54.159. 215.49 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
93.172.51.213 | srael 147.237.72. 166 |aka. i f . i1 Lhknoun Paraneter ct| 00%ct| 003 bSearchSites in None 1
wn aka. i df . i | / mai n/ sachar/
213.57.142. 118 |Israel 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/main/giyus/|ogin. aspx None 1
178. 255. 215. 87 |FHance 147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 B ock 1
176. 12. 137. 187 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
54.221.198. 105 |Uhited Sates  |147.237.77. 216 |dover.idf il Distributed hauthorized LR Access on B ock 1
waw i df i | // hebrew news/ mai n. stm
31.193. 51. 80 France 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
109. 253. 149. 199|I srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.39 |nobile neitav.idf.il Uhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
84.228.6.117  |Israel 147.237.72. 166 |aka i df .i Unknown Parameter _LASTFQOS in None 1
wan aka. i df . i |/ mai n/ sachar /i dkunpr at i mi shi yi m aspx
66.249. 64. 142 |lLhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/nain. stm B ock 1
176. 12. 147. 217 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
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