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| Attacker Country
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|veb Ste

|S gnature | Devi ce Action |count |
189. 177. 109. 30 Mexi co 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock Udp All Nets drop 4
178. 162. 201. 166 Cer nany 147.237.76. 147 chi nuch. aka.idf.il Bl ock_Udp Al _Nets drop 1
49. 147. 58. 147 Phi | i ppi nes 147.237.76. 30 hi nush. i df .i | Bl ock_Ulp Al _Nets drop 1
107. 154. 64. 10 Lhited Sates 147.237.76. 199 e. nakchal .idf.il L4 Source or Dest Port Zero drop 1
124, 232.142. 220 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te |Name |Davi ce Action |Oount \
184.173.183. 172 Lhited Sates 147.237.77.216 dover.idf.il DVRep_P- N 40- 59 Per ni t 131
168. 1. 75. 18 Swi t zer | and 147.237.72. 166 aka.idf.il 2023: HITP. G oss Ste Scripting in GET Request B ock 2
71.6.165. 200 Lhited Sates 147.237.77. 227 e. hanaz.idf.il DVRep_B-N 60 _100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60 _100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N _60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 243 nobi | e.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.216 dover.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 35 akaws. i df .il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.19 nadi matal .idf.il |DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Cer many 147.237.76. 176 test.ncore.idf.il |DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237. 76. 200 eitan.aka.idf.il DVRep_B-N _60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 0. 200 . i df . i | DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 212 e.dover.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 205 prisha.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.31 nakchal .idf.il DVRep_B-N 60 _100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 30
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
89. 248. 162. 228 Net her | ands 147.237.77. 205 prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 93 Net her | ands 147.237.77. 243 nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237. 8. 24 e lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0.15 kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
178.19.107. 114 Pol and 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
123.57. 75. 26 Chi na 147.237. 8. 50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
123.57.75. 26 Chi na 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
123. 57.75. 26 Chi na 147.237. 8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.0. 16 ny- kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 124. 237. 146 Canada 147.237. 8. 24 elifestyle.idf.il ET SCAN NMAP -sS wi ndow 3072 1
61. 160. 224. 128 Chi na 147.237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
178.19.107. 114 Pol and 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 1
123.57. 75. 26 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
123.57. 75. 26 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address ([Ste Action ‘Count
66.249.64.126 |lited Sates  |147.237.77. 216 |dover.idf il Invalid segment retransmssion. Packet |Sreaning Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on
207.46.13.16  |wited Sates  [147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansm ssi on
207.46.13.112 |wited Sates  |147.237.77. 216 |dover.idf il Invalid segnent retransmssion. Packet |Sreaning Engine: T(P Invalid drop 2
dr opped. Ret r ansni ssi on
157.55.39.42  |Wwited Sates  [147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansm ssi on
203. 127. 96. 217 |S ngapore 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
71.6.216. 51 Lhited Sates 147.237.77.61 |e.cogat.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
71.6.216. 42 Lhited Sates 147.237.76.196|e.sviva.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
178.79.184. 233 |United Ki ngdom |147.237.76.200 |eitan. aka.idf.il drop drop 1
71.6.216. 49 Lhited Sates 147.237.8.27 |e.nadi matal.idf.i|Geo-10cation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
46.19. 85. 183 | srael 147.237.77. 176 |nat pash.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
71.6.216. 53 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
71.6.216. 45 Lhited Sates 147.237.76. 199 |e. nakchal .idf.il [Geo-1ocation inbound enf or cenent Geo- | ocati on enf or cenent drop 1
184. 105. 139. 124|lLhited Sates 147.237.0.33 [idf.il dr op drop 1
71.6.216. 49 Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1
46. 19. 85. 216 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence alert 1
73.205.190.31 |lhited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
71.6.216. 46 Lhited Sates 147.237. 76. 200 |ei tan. aka.i df .i | drop drop 1
188. 120. 148. 187l srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
71.6.216. 50 Lhited Sates 147.237.0.200 |rdu.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
46.19. 85. 216 | srael 147.237.76.86 |[navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
146. 185. 239. 104 gjz;;nl on 147.237.76.196 |e.sviva.idf.il Geo-1 ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
71.6.216. 47 Lhited Sates 147.237.72. 217 |e.idf .il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
188.138. 17. 205 |FRance 147.237.8.50 |e.tikshuv.idf.il |Geo-location inbound enforcenent Geo- | ocat i on enf or cenent drop 1
71.6.216.51 Lhited Sates 147.237.0.33 |idf.il drop drop 1
71.6.216. 47 Lhited Sates 147.237.76.201 |e.atal .idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
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) . . Uhaut hori zed URL Access to

72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2

98.213.218.12 |lWhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ english/nain.stm B ock 2

149.78.215.29 |lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka. i df . il /chinuch B ock 2

207.46.13.112 |Wiited Sates |147.237.77. 216 |dover.idf.il Wnauthori zed LRL Access to . B ock 1
wa i df . i |/ newsi t e/ hebr ew bagat z_sar bani m st m

84. 229. 199. 186 |I srael 147.237.72. 166 |aka. i df . i1 Eafgr:et;“;red:‘;k”;"‘”n, E Smg\l on vww aka. i df i1/ mai n/ sachar/ None 1

) C e Unaut hori zed URL Access to

66. 249. 64. 128 |lhited Sates |147.237.77.216 |dover.idf.il 147. 237. 77. 216/ 1531- 12946- he/ dover . aspx Bl ock 1

157. 55. 39. 42 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0128-3.stm B ock 1

68.180.228. 117 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www idf.il/newsite/french/0113-1.stm B ock 1

46. 19. 85. 183 | srael 147.237.77. 176 |nat pash. i df .i | Uhaut hori zed URL Access to ww cogat . i df.il/894-ar B ock 1

216. 218. 206. 67 |Lhited Sates |147.237.72. 166 |aka.idf.il D stributed Unaut hori zed URL Access on 147.237.72. 166/ / B ock 1

84. 229. 199. 186 I srael 147. 237. 72. 166 |aka i of . i | Unknown Par anet er __VI EASTATEGENERATCR i n None 1
wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx

66. 249. 64. 150 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LR. Access to ww i df.il/arafat/english/main index.stm |B ock 1

157. 55. 39. 67 Lhited Sates [147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/nilitary-police B ock 1

50. 16. 14. 36 Lhited Sates |147.237.76.39 |nobile neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ B ock 1

87.69.109. 202 | srael 147. 237. 72. 166 |aka i of . i | Unknown Paramet er __VI EASTATEGENERATCR i n None 1
www aka. i df . i | / mai n/ sachar / hone. aspx

66. 249. 75. 13 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed UR. Access to ww aka.idf.il/mlui mitenpl ates/ homasp |B ock 1

157.55.39.130 |lhited Sates [147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to 147.237.77.19/ B ock 1

74.82.47.3 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77.216/ B ock 1

54.166.233.84 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Unaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1

66.249. 75.109 |Uhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

207.46.13.2 Lhited Sates |147.237.77.226 |ww chanat z. aka. i df . il |Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1

79. 176. 149. 248 | srael 147. 237. 72. 166 |aka. i df . | Unknown Par amet er __VI EWETATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

54.221.198. 105 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/default.asp B ock 1

66. 249. 78. 65 Lhited Sates |147.237.77. 170 |naarachot.idf.il Uhaut hori zed URL Access to 147.237.77. 170/ Bl ock 1
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