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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-A i forward 282

219. 90. 235. 45 Australia 147.237.76. 196 e.sviva.idf.il Bl ock_ Udp Al _Nets drop 1
71.6.216. 44 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock Np Al _Net dr op 1

146. 185. 239. 100 Russi an Federati on 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Cbuntry|Target Address |Ste

| Name

|I:evi ce Action|Oount|

184.173.183. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Permt 388
85. 25. 43. 94 Ger many 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.76. 199 |e. nakchal . i df .i | DVRep_B-N 60 100 B ock 1
197.231.221.211 |Liberia 147.237.77. 216 |dover.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8.24 |elifestyle.idf.il DVRep_B-N 60 100 B ock 1
24.185. 1. 223 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
85. 25. 43. 94 Ger nany 147.237.77. 74 [lawidf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237.8. 24 elifestyle.idf.il DVRep_B-N 60 100 B ock 1
109. 201. 152. 225 [Net her | ands 147.237.8. 27 e.nadi matal .idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df .i| |DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep_B-N 60_100 B ock 1
109. 201. 152. 225 [Net her | ands 147.237.76. 198 |e.yohal an.i df .i | DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 35 akaws. i df.i | DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 14 |[dover.idf.il (ol d) DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
61. 160. 224. 128 Chi na 147.237.77. 179 enazi.idf.il ET SCAN Potential SSH Scan 1
208. 124. 237. 146 Canada 147. 237. 8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 160. 224. 128 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
178.19.107. 114 Pol and 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.196. 147. 122 Cer many 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237.77. 226 v chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237. 76. 44 e.refuah. idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.77. 121 e.navy.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237. 76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237. 76. 34 yohal an.i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147. 237. 76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.77. 227 e. hanaz. i df.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237. 76. 202 e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212 Chi na 147.237.77. 178 e.natpash.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.76. 39 nobi le.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147. 237. 8. 27 e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237.76. 147 chi nuch. aka. i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188.212 Chi na 147.237. 76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237. 0. 200 ndu. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country

101.108.91. 115 |Thail and 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Packet (Streamng Engine: TCPInvalid drop 18
dr opped. Ret r ansni ssi on

66.249. 64. 150 |Wited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet (Streamng Engine: TCPInvalid drop 10
dr opped. Ret r ansm ssi on

66.249. 64. 146 |United Sates |147.237.77.216|dover.idf. il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 4
dr opped. Ret r ansni ssi on

46.19. 85. 183 | srael 147.237.77. 176 [nat pash. i df . i | Inval id ACK nunber Bad TCP sequence alert 2

46. 19. 85. 183 | srael 147.237.77. 176 |nat pash. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 2

66.249. 64. 142 |United Sates |147.237.77.216|dover.idf.il Invalid segnent retransmssion. Pecket (Streamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on

141.212.122. 63 |lLhited Sates |147.237.8.27 |e.nadimatal.idf.i|Geo-|ocation inbound enforcenent Geo- | ocat i on enf or cenent drop 1

90. 63.151. 249  |France 147. 237. 77. 216 |dover. i df . i | Pzgjitre‘ ection pattern found in Header Rej ecti on noni t or 1

37.16.72.139 France 147.237.77. 176 [nat pash. i df . i | Inval id ACK nunber Bad TCP sequence noni t or 1

184.105. 139. 119|lhited Sates |147.237.72.217|e.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

184. 105. 247. 235|lhited Sates [147.237.0.200 |ndu.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1

71.6.216. 36 Lhited Sates |[147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

141.212.122.61 |lhited Sates |147.237.76.201|e. atal.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

198. 20. 69. 74 Lhited Sates |[147.237.76. 147 |chi nuch. aka.idf.il drop drop 1

71.6.216. 50 Lhited Sates |[147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 1

141.212.122.62 |lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1

216.218. 206. 83 |lhited Sates |147.237.76.199|e.nakchal .idf.il [Geo-location inbound enfor cenent Geo- | ocat i on enf or cenent drop 1

71.6.216. 62 Lhited Sates |[147.237.77.212|e.dover.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ; Count
Country Action

90. 63. 151. 249 France 147.237.77. 216 |dover.idf.il E-nail collector robots 14 Bl ock 1

66. 249. 69. 36 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1

180. 76. 4. 135 Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1

70.167. 8. 42 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka. i df.il/yohal anf ag/ f ag. asp B ock 1

2. 54. 40. 255 I srael 147.237.72. 166 |aka.i df . i1 Unknown Paraneter __VI EVETATEGENERATOR i n None 1
aka.idf.il/nai n/ sachar/ hone. aspx

90. 63. 151. 249 France 147.237.77. 216 |dover.idf.il ehMii | Hbardi ng Bl ock 1

66.249.75.5  |United Sates |147.237.72.166|aka idf.il Wnaut hor i zed URL Access to . Bl ock 1
wan aka. i df . i |/ milui mhovot/tenpl at es/ nai n. asp

216. 218.206. 66 |Lhited Sates |147.237.0.17 Imny'kosr'er'krav' 1T 1s9 Untraceabl e Gonnection - Wnknown Server Gertificate None 1

: R Uhaut hori zed URL Access to

72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 1

2 54,40 255 | srael 147. 237. 72. 166 |aka. i of i 1 lhknpvxn 'Paramet er ct100_ctl 00 ScripthMinagerl HddenF eld in None 1
aka.idf.il/nain/sachar/

93.172. 169. 126 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

66.249.75.117 |United Sates |147.237.72.166 |akaidf.il Wnaut hori zed URL Access to waw aka.idf.il/mluimite B ock 1
enpl at es/ i nner . asp

79.182.207.86 |Israel 147. 237. 72. 166 |aka. i df .| Unknown Paraneter __VI EVBTATEGENERATCR | n None 1
vwwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx

52.4.217.116 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/news/nifg.stm B ock 1

125. 209. 235. 171 g}ﬁg o |147.237.77.216|dover.idf il Unaut hori zed URL Access to ww i df.il/894-en/idf gdover. aspx B ock 1

68.180.228. 117 |lhited Sates |147.237.77.216 |dover.idf.il Suspi ci ous Response Code B ock 1

79 182.207.86 |1 sradl 147 237.72. 166 laka i df i1 Unknown _Par gmat er ctl 00sct | 00$_cphMa| n$cphSachar $ct 1 65 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

66.249. 64. 150 |lLhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 150 B ock 1

157.55.39.137 |wnited Sates |147.237.72. 166 |aka idf. il Wnauthori zed URL Access to . B ock 1
waw aka. i df . i |/ ml ui M common/ i ncl udes/ bi gnewswnd. asp

68.180.228.232 |lhited Sates |[147.237.72.166|aka.idf.il Lhknown Paraneter KEY in wwy aka.idf.il/ishurinicityofficers/ None 1
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