04-01-2015-03:03:06 to 04-01-2015-04:03:06

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

04-01-2015-03:03:06

[Top Targets |
1004
804"
iy M dover.idf.il
60 M aka.idf.il

Watal.idf.il

401 M refuah.idf.il
Nur(;ber Melifestyle.idf.il
20+ . . .
At acks .e.hlrmsh.ldf.!l |
¥ ggcent er. aka. i df . i
0- . n " . N « M navy.idf.il
Ob r&\é > é\i‘é 3¢ Q‘\& ,z,'.\é *',\6 N . i of i |
5 " ) NN . .
604@ & > & & & «'& & & MWidf.il
< W <O X
< < o@(\
S
Top Tar get

[Top Attackers |

Nunber
(6]
At acks

W 82. 80. 25. 221
199. 30. 24. 215
I 66. 249. 64. 146
122. 228.207. 76
M 66. 249. 81. 215
M 195. 34. 150. 18
[ 220. 255. 1. 153
W 95. 86. 82. 101
80. 246. 133. 237
M 66. 240. 192. 138

Top Attackers



04-01-2015-03:03:06 to 04-01-2015-04:03:06

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Devi ce Action | count
124. 232. 142. 220 Chi na 147. 237.76. 197 e. hi nush. i df .i| Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name |Davi ce Action |Ooum |
165. 112. 165. 207 Lhited Sates 147.237.76. 42 refuah.idf.il C1l000004: HTTP:. options nethod (M crosoft) Bl ock 3
125. 168. 9. 74 Australia 147.237.76. 42 refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
71.6.165. 200 Lhited Sates 147.237.76. 31 nakchal .idf.il DVRep B-N 60 100 Bl ock 1
81.17.27.234 Sii t zerl and 147.237.77. 61 e.cogat.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Cer many 147.237.76. 39 nobi | e.nei tav.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 Lhited Sates 147.237.76. 148 ggcenter.aka. i df.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 0. 200 . i df . | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer many 147.237.76.177 ncore.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 202 e halag.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.176 test.ncore.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.77.74 lawidf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 234 hal ag.idf.il DVRep_B-N 60_100 B ock 1
81.17.27.234 St zerl and 147.237.8. 24 elifestyle.idf.il DVRep B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 30
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 6
178. 19. 107. 114 |Pol and 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS w ndow 1024 1
114. 255. 149. 210|Chi na 147.237.76. 197 |e. hi nush. i df . i | ET SCAN Potential SSH Scan 1
128.61.240.66 |lLhited Sates 147.237.77. 233 |atal .idf.il ET SCAN Potential SSH Scan 1
91.121.10. 32 France 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 1
128.61.240.66 |Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77. 226 [wawn chanat z. aka. i df . i1 |[ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 76 |Chi na 147.237.77. 234 |hal ag.i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 76 |Chi na 147.237. 77. 212 |e. dover.idf .il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.0.35 |akaws.idf.il ET SCAN NVAP -sS w ndow 2048 1
122.228.207. 76 |Chi na 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
122.228.207.76 |Chi na 147.237.76.201|e.atal .idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
114. 255. 149. 210|Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
178.19. 107. 114 |Pol and 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.132. 118 |59 147.237.72.14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
Federation
128. 61. 240. 66 Lhited Sates 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.77. 243 |nobil e.idf . il ET SCAN Potential SSH Scan 1
61.240. 144. 67 |Chi na 147.237. 72. 167 |i shuri maka.i df .i | ET SCAN NVAP -sS w ndow 1024 1
122.228.207.76 |China 147.237.77. 233 |atal .idf.il ET SCAN Potential SSH Scan 1
27.217. 226. 249 |cni na 147.237.0.33  lidf.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force

122.228.207. 76 |Chi na 147.237.77. 178 |e. nat pash.i df .| ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.0. 35 akaws. i df . i | ET SCAN NVAP -f -sS 1
122.228.207. 76 |China 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.76. 200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
122.228.207.76 |Chi na 147.237.0.200 [mu.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste
199.30.24.215 |lnited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 16
Packet dropped. Ret r ansni ssi on
66.249. 64. 146 |Lnited Sates 147. 237. 77. 216 |dover.i df . i | Invalid segnent retransmssion. Streanng Engine: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
66.249.81.215 |lited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransnssion. Streaning Engi ne: TQP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
s Inval i d segnent retransnission. Sreaning Engine: TCP Invalid
220.255.1.153 |9 ngapore 147.237.77. 216 |dover.idf.il Packet _dr opped. Ret r ansni ssi on drop 6
207.46.13.5 Lhited Sates 147. 237. 72. 166 |aka i of . i | Invalid segnent retransnssion. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansni ssi on
80. 246. 133. 237 |Israel 147.237.77.233|atal .idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
207.46.13.112 |wited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engine: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on
80. 246. 133. 237 |l srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence aert 2
141.212.122. 67 |Lhited Sates 147.237.76.198|e.yohalan.idf.il |Geo-location inbound enforcenent |Geo-location enforcenent drop 1
46.19. 85. 131 | srael 147.237.72.166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
184. 105. 247. 236|Lhited Sates 147.237.76.196 |e. sviva.idf.il Geo- 1 ocation i nbound enforcenent [Geo-| ocati on enf or cenent drop 1
5.144.131. 170 gxa :z' e 147. 237. 77. 216 |dover. i df . i Inval i d ACK nunber Bad TCP sequence aert 1
141.212.122.69 |Lhited Sates 147.237.8.24 |e.lifestyle.idf.il |Geo-|ocation i nbound enforcenent |Geo-location enforcenent drop 1
188. 138. 17. 205 |Fance 147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enf orcement |Geo- | ocati on enf or cenent drop 1
89. 216. 115. 6 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1
5.144.131. 170 gxa :z' e 147. 237. 77. 216 |dover. i df . i Inval i d ACK nunber Bad TCP sequence monitor |1
207.164. 152. 162|Canada 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
141, 212.122.73 |lhited Sates 147.237.8.28 |e.nobile-ks.idf.il |Geo-1ocation inbound enforcenent |Geo-location enforcenent drop 1
194.72.238.241 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
141.212.122. 47 |lhited Sates 147.237. 76. 148 |gacenter. aka. i df . i | drop drop 1
38.111.147.86 |Whited Sates 147.237.77. 216 |dover.idf.il drop drop 1
146. 185. 239. 104|Russi an Federation |147.237.8.24 |e.lifestyle.idf.il |Go-1ocation inbound enforcenent |[Geo-1ocation enforcenent drop 1
74.82.47. 14 Lhited Sates 147.237. 76. 148 |ggcenter. aka. i df . i | drop drop 1
141.212.122.60 |lhited Sates 147.237.0.200 |[rdu.idf.il Geo- | ocati on i nbound enf orcement |Geo- | ocati on enf or cenent drop 1
38.229.1.15 Lhited Sates 147.237.76. 197 |e. hi nush.idf . il Geo- | ocati on i nbound enf orcenment |Geo-| ocati on enf or cenent drop 1
146. 185. 239. 104|Russi an Federation |147.237.76.200 |eitan. aka.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address ‘Tar get Address ([Ste ; ‘Count
Country Action
95. 86. 82. 101 | srael 147.237.72. 166 |aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
66. 249. 64. 146 g‘;tt:: 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 146 B ock 2
72.9.148. 10 ;ﬂ;ttee: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
207. 46. 13. 112 g‘;tt:: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwv i df.il/newsitel french/aaron. stm B ock 1
91.121.10. 32 France 147.237.77. 216 |dover.idf.il Mil tipl e signatures from9l. 121. 10. 32 B ock 1
Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed
0102C4655895283AD208FEC4DD99602B3AD20800093300330036003500300
176.12.137. 251 |lsrael 147.237.76.39 |nobile. neitav.idf.i]0310037003900360000012F00FF, Chserved None 1
0102CAC46373E439D208FECA3CAS53EE739D20800093300330036003500300
0310037003900360000012F00FF
70.195. 71. 101 g];::: 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wwu i df . il/894-en/i df gdover. aspx B ock 1
37.26.147. 174 | srael 147.237.72. 166 |aka.i df .il Unknown Paraneter  EVENTARGUMENT i n www aka. i df . il /nain/ sachar/ None 1
91.121. 10. 32 France 147.237.77. 216 |dover.idf.il PHP Att enpt B ock 1
66. 249. 64. 146 g‘;tt:: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hebrew insignia/ hogr.stm B ock 1
180. 76. 4. 104 Chi na 147.237.77. 176 |nat pash. i df .i | Uhaut hori zed URL Access to 147.237.77. 176/ B ock 1
37.26.147.174 |israel 147.237.72. 166 |aka.i df . Unknown Paraneter _VI EWBTATEGENERATCR i n None |1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
93.173.236. 141 |Israel 147.237. 72. 166 |aka. i o .i Unknown Paramet er _\| EVBTATEGENERATCR in None |1
ww aka. i df. i |/ nai n/ sachar/ regi strati onw zard/ regi st er. aspx
66. 249. 64. 150 LSthlatt:sd 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/hebrewinsignia/drgt.stm B ock 1
194. 72. 238. 241 LK!i“r:gegom 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to / B ock 1
73.142.74.50 LSthlatt:sd 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 1
66. 249. 64. 52 g];::: 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
66.249.78. 4 LSthlatt:sd 147.237. 72. 156 |anan.i df .il Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx B ock 1
203. 133. 169. 208 gﬁaic o |147.237.77.216 |dover.idf I Mil ti pl e Unaut hori zed URL Access from 203.133. 169. 208 Bock |1
79. 183. 140. 43 | srael 147.237.72. 166 |aka.i df .il Uhknown Paraneter g in waw aka.idf.il/nain/giyus/|ogin. aspx None 1
66. 249. 64. 142 gﬁ;ttg: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawn idf.il/fatah/english/nai n_i ndex. stm B ock 1
108. 165. 33. 22 Lsh;::: 147.237.72. 156 |anan. i df .i | Unaut hori zed Met hod HEAD for 147.237.72. 156/ B ock 1
Lhi ted s Unaut hori zed URL Access to
68. 180. 228.50 Sates 147.237.77. 176 |nat pash. i df . 1 ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
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