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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
79.176. 158. 232 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 95

61. 160. 247. 7 Chi na 147.237.76. 38 eeneitav.idf.il JLM Under Attack Con_Tcp drop 2
61.160. 247. 7 Chi na 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 2
71.6.216. 60 Lhited Sates 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1
71.6.216. 39 Lhited Sates 147.237.76. 177 ncore.idf.il ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount \
46. 121. 80. 115 | srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
85. 250. 146. 221 |l srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
149. 78. 172. 69 Lhited Sates 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.179 |e.nazi.idf.il DVRep_B-N 60_100 B ock 1
195. 154. 179. 68 |Fance 147.237.77.235 |sviva.idf.il DVRep_P- N _40- 59 Permt 1
71.6.167. 142 Lhited Sates 147.237.77.227 |e hanaz.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nmany 147.237.76. 197 |e. hinush.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 243 |nobile.idf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lhited Sates 147.237. 76. 147 |chinuch. aka.idf.il |DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.38 |e.e.neitav.idf.il |DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 24 e lifestyle.idf.il |[DVRep _B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 45 eetanidf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237.77.176 |natpash.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.201 |e.atal.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.72.167 |ishurimaka. idf.il |[DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.77.233 |atal.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.176 |natpash.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address

A tacker

Target Address

dte

Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWWP wth fake user agent 6
218. 77. 79. 43 Chi na 147 237. 77. 235 |sviva i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
58. 16. 170. 178 Chi na 147.237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
58.16. 170. 178 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
186. 67. 150. 139 |Chile 147.237.0.200 |rdu.idf.il ET SCAN NVAP -f -sS 1
43.255. 191. 168 |Japan 147.237.77. 121 |e. navy.idf.il ET SCAN Potential SSH Scan 1
128. 199. 157. 166 |9 ngapor e 147.237.72. 166 |aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43.255. 191. 168 [Japan 147.237.76. 197 |e. hi nush.i df . i | ET SCAN Potential SSH Scan 1
115. 88. 32. 99 Efre& RPUDIIC 1147 237.0.33  [idh.il ET SOMN Potential SSH Scan 1
43.255. 191. 168 |Japan 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
115.88.32.90 [\ PPN 1147 557 0,17 mny-kosher-kravi_idf il [ET SO Fotential SSH Scan 1
109. 253. 149. 10 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 1
58. 16. 170. 178 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
202.98.203.18 |China 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
58.16.170. 178 |China 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
186. 67.150. 139 |Chile 147.237.0.200 |rdu.idf.il ET SCAN NVAP -sS w ndow 2048 1
58.16.170.178 |China 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
128. 199. 254. 26 |9 ngapor e 147.237. 72. 166 |aka.i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43.255. 191. 168 |Japan 147.237.76. 202 |e.hal ag.idf.il ET SCAN Potential SSH Scan 1
115. 88. 32. 99 g’rea’ RpWIIC 1147 237.0.34  [tikshuv.idf il ET SOM Potential SSH Scan 1
43.255. 191. 168 |Japan 147.237.76. 44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
115. 88. 32. 99 Ok‘f’rea’ RepUDIiC 147 237.0.19  |nadimatal.idf.il ET SOAN Potential SSH Scan 1
43.255. 191. 168 |Japan 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
115. 88. 32. 99 Okfre& RPWIIC 1147 937.0.16  |ny-kosher-kravi.idf.il  |ET SOAN Potential SSH Scan 1
109. 253. 130. 163|l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 1
61.240. 144. 65 |Chi na 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country

109. 253. 147. 119|1 srael 147.237.77. 216 |dover.idf. i1 |3 1d segnent retransmssion. Packet [Sreaning Engine: TCP Invalid drop 26
dr opped. Ret r ansni ssi on

109. 253. 147, 117|I srael 147.237.77. 216 |dover.icf i1 | V3 1d segnent retransmssion. Packet [Sireaning Engine: TCP Invalid drop 26
dr opped. Ret r ansm ssi on

190. 24.146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 16

66. 249 64. 146 |wnited Sates |147 237 77. 216 |dover i df il Inval i d segnent retransnission. Packet Sreannng @gl ne: TP Invalid drop 14
dr opped. Ret r ansni ssi on

109. 253. 137. 235|I srael 147.237.77. 216 |dover.icf i1 | V@1d segnent retransmssion. Packet [Streaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on

109. 253. 139. 1131 srael 147. 237. 77. 216 |dover i df i Inval i d segnent retransnission. Packet Sreannng @gl ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on

66.249. 64.150 |United Qates |147.237.77.216|dover.icf.i1 | VA 1d segnent retransmssion. Packet |Streaming Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on

199.30. 24. 245 |Uited Sates (147 237. 77. 216 ldover i df i1 Inval i d segnent retransnission. Packet Sreannng @gl ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on

5.102. 254. 101 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4

26.121. 194. 123 |1 srael 147 237.72. 166 laka i df il Inval id segnent retransnission. Packet Sreamng qul ne. TGP Invalid drop 4
dr opped. Ret r ansni ssi on

5.102. 254. 29 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 3

46. 19. 86. 48 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

5.22.130.194 | srael 147.237.77. 170 [naarachot . i df .i ||l nval i d ACK nunber Bad TCP sequence noni t or 2

118.96.63.81  |Indonesia 147.237.77. 216 |dover.icf i1 | V3 1d segnent retransmssion. Packet [Sireaning Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on

199.30.24.200 |Wited Sates |147.237.77.216 |dover.idf i1  |\Mv@1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansn ssi on

66. 249. 75. 13 Uited Sates 1147, 237 72. 166 laka i df i Invalid segnent retransnission. Packet Sreamng qul ne. TGP Invalid drop 5
dr opped. Ret r ansni ssi on

79.182. 160. 225 |l srael 147.237.0.34 |tikshuv.idf.il |lInvalid ACK nunber Bad TCP sequence alert 1

109. 186. 154. 48 |l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

114.112.90.54 [Chi na 147.237.77. 121 |e. navy.idf.i | Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

79.182. 160. 225 |l srael 147.237.0.34 |tikshuv.idf.il |lnvalid ACK nunber Bad TCP sequence noni t or 1

31.210. 186. 153 |l srael 147.237.72. 166 |[aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1

195. 144. 71. 107 |Bel gi um 147.237.77.233|atal .idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

84.110.192.56 |lsrael 147.237.72. 166 |aka.idf .i Inval id ACK nunber Bad TCP sequence alert 1

37. 46. 39. 22 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

5. 102. 254. 29 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.46 |lhited Sates |[147.237.77.227|e.hanaz.idf.il [Geo-location inbound enforcenment Geo- 1 ocati on enf or cenent drop 1

84.110. 192. 56 | srael 147.237.72. 166 |[aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1

5. 102. 254. 101 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1

154.68.36. 127 |te Dlvoire [147.237.77.216 |dover.idf.il ?ggﬂ:;trej ection pattern found in Header Rgj ection noni t or 1

85. 64. 243. 33 | srael 147.237.72. 166 |aka.i df . il Inval id ACK nunber Bad TCP sequence noni t or 1

46.117.57. 175 | srael 147.237.72. 166 |[aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1




04-01-2015-01:03:05 to 04-01-2015-02:03:05

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

dte

Devi ce

‘Count

Country Action
C e Unaut hori zed URL Access to
79.178.51.50 I srael 147.237.72. 166 |aka. i df. i vwwv aka. i df . i1/ sites/resources/ chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock 20
S D stributed Lhaut hori zed URL Access on
46.121.194.123 |Israel 147.237.72. 166 |aka. i df. 11 wan aka. i df il //sites/resources/ chi nuch/styl es/inport/bottonmavi gat on. asp Bl ock 6
79.183. 39. 251 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 5
31.184. 238. 128 g;z::t”ion 147.237.77. 216 |dover.idf.il  |Miltiple Wauthorized UR. Access from 31.184. 238. 128 Bock |5
87. 69. 68. 46 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
98.168.171.234 |lhited Sates |147.237.77.216|dover.idf.il O stributed Suspi ci ous Response Gode B ock 2
66. 249. 64. 142 |lhited Sates |147.237.77.216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 142 B ock 2
S Unhaut hori zed URL Access to
213.151.32. 163 |Israel 147.237.77. 243 |moil e 1o 11| oy o o i1/ cat egoryt enpl ates/ i st chi | ddocunent s/ 1362 Bock |2
95. 29. 69. 133 :ZZ:; on  |147.237.77.216|dover.icf.i1  |Unknown HTTP Request Method GOCK in URL wawidf.il/1116-en/dover.aspx  [Bock 1
46.117.120.18 |Israel 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
203. 133. 169. 208 g‘j‘;‘iic of |147-237.77.216[dover.idf. il |Unauthorized URL Access to wawidf.il/nevsitelenglisty1119-1.stm Bock |1
109. 253. 139. 193]l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
66. 249. 75. 13 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
31.184.238.128 RJF Sﬁ::ﬂ on 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forumasp/ showf orum asp B ock 1
176. 12. 151. 86 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
95. 86. 112. 40 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
77.127.193.68 |Israel 147, 237.72. 166 |aka. i of . | Paraneter Read Oy Molation in o None |1
wwy aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx
Unhaut hori zed URL Access to wwvidf.il/english/ xG A&YaE™G a€ xa-8,40 A&
x'a,~A3CP A€3C A ENAE™C Atx'a€SA-QUA] & Ax'a,~ASCP A€3CR A (B /E
207. 46. 13. 16 Lhited Sates [147.237.77.216|dover.idf.il Onae™C Acx’a€sA-CuUA| & Ax'a,-ASC Ae5C? AL AEMAE™(P A€ x'4,-8,0C /£ B ock 1
x'8,~ASCP A€5Cr A~ ENAE ™ ACxAESA-QUA] & B8, -ASC a3 AL E
OTa€™ & Acx’a€3A-QUA; & Ax'a,-A5CP AE3Cr Ay,
109. 253. 156. 64 |l srael 147.237.72. 166 |aka.i df .i | Unknown Paraneter q in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
66.249.75.117 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
189. 151. 107. 169|Mexi co 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
77.127.193.68 |Israel 147. 237.72. 166 |aka. i df .1 Unknown Peraneter __VI BASTATEGENERATCR i n None |1
ww aka. i df . i1/ mai n/ gi yus/ def aul t. aspx
207. 46. 13. 22 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 15582- he/ dover . aspx B ock 1
118. 96. 63. 81 | ndonesi a 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
] S D stributed Lhaut hori zed URL Access on
66.249.93.239  |United Sates 147.237.72. 166 jaka.idf. i1 v aka. i df.i1//sites/resources/chinuch/styl es/inport/bottommavi gat on. asp Bl ock !
38.121.148.194 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
195. 144. 71. 107 |Bel gi um 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
109. 253. 132. 95 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.127.193.68 |Israel 147. 237. 72. 166 |aka i of . i | Wnknown Paraneter VI EWBTATECENERATCR in None |1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
66. 249. 69. 50 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docl.. in ww aka.idf.il/main/giyus/general.aspx None 1
154. 68. 36. 127 te DIvoire |147.237.77.216 |dover.idf.il Enail collector robots 14 B ock 1
94.159.182.74 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
69.116.64.228 |lhited Sates |147.237.77. 170 |maarachot.idf.il|lhaut hori zed UR. Access to maarachot.idf.il/pdf/files/8/ B ock 1
46.117.94. 164 |lsrael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df. il /nai n/rabanut/webresource. axd B ock 1
S Unhaut hori zed URL Access to
199.203. 62. 52 I srael 147.237.72. 166 |aka. i df. 1 viwe aka. i df . i1/ sites/resources/kanhar/styl es/inport/ bott ormavi gat on. asp Bl ock !
109. 253. 136. 16 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.177.106. 247 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 75.5 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter |ist in ww aka.idf.il/negurininews/ None 1
154.68.36. 127 |Gte Dlvoire |147.237.77.216|dover.idf.il eMii | Hoar di ng B ock 1
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