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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country

| Target Address |veb Ste | gnature | Devi ce Action | count
62.219. 0. 106 | srael 147.237.76. 30 hi nush. i df . i | B ock Np All Net drop 1
62. 219. 0. 106 | srael 147.237. 76. 198 e.yohal an.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name | Devi ce Action |Oount |
184.173.183. 172 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40-59 Pernint 132
104. 175. 206. 11 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 2
89.31.57.5 Italy 147.237.77.216 |dover.idf.il DVRep B-N 60 100 Bl ock 2
71. 6. 165. 200 Lhited Sates 147.237.76.44 |e.refuah.idf.il |DVRep B-N 60 100 B ock 2
77.109. 141. 138 Shtzerl and 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 Bl ock 2
84. 109. 209. 33 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 2
77.125.147. 157 |l srael 147.237.76.31 |nakchal .idf.il C1l000004: HTTP. options nmethod (M crosoft) Bl ock 2
195. 154.97. 160 |Rance 147.237.77.216 |dover.idf.il DVRep_B- N 60_100 Bl ock 2
85. 250. 146. 221 |lsrael 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
77.247.181. 163 Net her | ands 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.77.234 |halag.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.197 |e.hinush.idf.il |DVRep_B-N 60_100 Bl ock 1
37.187. 244, 40 France 147.237.77.216 |dover.idf.il DVRep_B- N 60_100 Bl ock 1
212.235.67.217 |lsrael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
78. 46. 66. 41 Ger nany 147.237.77. 216 |[dover.idf.il DVRep B-N 60 100 Bl ock 1
176. 10. 99. 207 Shtzerl and 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.76.202 |e.halag.idf.il |DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep_B-N 60_100 Bl ock 1
46. 19. 85. 235 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
93. 115. 94. 243 Anonynous Proxy |147.237.77.216 |dover.idf.il DVRep B-N 60 100 Bl ock 1
84.109. 86. 17 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.201 |e.ata .idf.il DVRep_B-N 60_100 Bl ock 1
176. 126. 252. 12 Romani a 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.77.19 |lawforumidf.il |DVRep_B-N 60_100 Bl ock 1
66.240.192. 138 |lhited Sates 147.237.8. 14 e.orchot.idf.il |DVRep_B-N 60_100 Bl ock 1
93. 120. 27. 62 Romani a 147.237.77.216 |dover.idf.il DVRep B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.233 |atal.idf.il DVRep_B-N 60 100 B ock 1
85. 65. 68. 58 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.205 |prisha.idf.il DVRep_B-N 60_100 Bl ock 1
93.173. 57. 42 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
85. 25. 43. 94 Ger many 147.237.8. 14 e.orchot.idf.il |DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |[DVRep B-N 60 100 Bl ock 1
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|Top Attackers In ID|

Attacker Address | Attacker Qountry | Target Address |ste | Name | Count
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|Top Attackers In FW |

A tacker

Qount ry Target Address ‘S te ‘Msssage

109. 253. 136. 51 |1 srael 147. 237. 77. 216 | dover i df . i Inval i d segnent retransnission. Packet Sreamlng Er_]gl ne: TP Invalid drop 18
dr opped. Ret ransni ssi on

176. 12. 143. 242 |1 srael 147.237. 77. 216 |dover. i of . || V& 1d segnent. retransmssion. Packet Streamng Engi ne: TP Invalid drop 6
dr opped. Ret r ansnii ssi on

37.26.147.235 |lsrael 147.237.72. 166 |aka. idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1

62. 219. 24. 52 | srael 147.237.77.233|atal .idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 1

119.191.1. 105 [China 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

dte

Devi ce

Country

Action

‘Count

wn aka. i df il //https: /v aka. idf.il/

66.249.64.146 |lhited Sates |147.237.77.216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 66. 249. 64. 146 Bl ock 7
213.151.52. 207 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 5
203. 133. 169. 208 gﬁaic o 147.237. 77. 216 |dover. i df .i | Mil tipl e Unaut hori zed URL Access from 203.133. 169. 208 B ock
: S D stributed Unaut hori zed URL Access on
66. 249. 64. 142 Lhited Sates [147.237.77.216 |dover.idf.il ww i of i 1//atal 1/ zkor/ print_bott omasp Bl ock 4
46. 19. 86. 222 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
77.127.221. 45 | srael 147.237. 72. 156 |anan. i df .i | D stributed Whaut hori zed HTTP Mt hod Bl ock 3
R Unaut hori zed URL Access to
207.232.21.5 | srael 147.237.72. 166 |aka. i df .11 v aka. i df . i |/ sites/resources/chi nuch/styl es/inport/bottomavi gat on. asp Bl ock 2
80. 246. 133. 31 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 2
] R D stributed Unhaut hori zed LRL Access on
66.249. 64. 150 |Lhited Sates |147.237.77.216 |dover.idf.il ww i o i 1//atal 1/ zkor / print_bottomasp Bl ock 2
77.125. 147. 157 |l srael 147.237.76.31 |[nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 2
109. 253. 137. 145|l srael 147.237.77. 243 |nobi le.i df . i | D stributed Suspi ci ous Response Gode Bl ock 2
207. 46. 13. 95 Lhited Sates [147.237.76.31 |nakchal.idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
R Illegal Byte Gode Character in Paraneter Value at 1 for
79.224.72. 203 Ger many 147.237.77. 216 |dover.idf.il W i df i |/ tenpl at es/ soci al /1 é¥k A Bl ock 1
66. 249. 69. 20 Lhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
176. 12. 143. 40 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
46.19.85.167  |israel 147.237.72. 166 |aka. i df i Unknown Paraneter __VI EABTATECENERATCR i n None 1
aka. i df.il/nai n/ sachar/f or got passwor d. aspx
. R S Uhtraceabl e Gonnection - Protocol violation
109. 254. 67. 32 Wkrai ne 147.237. 77. 216 |dover.idf.il (SSL_OONN OLI ENT_FI NI SH RESUVED SESSI ON) None 1
85. 65. 2. 200 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 1
77.126.13.50 | srael 147.237.77. 216 |dover.idf.il O stributed Lhaut hori zed URL Access on www i df.il//https:/vwidf.il/ Bl ock 1
193. 43. 244. 102 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
157. 55. 39. 137 Lhited Sates [147.237.72. 166 |aka.idf.il Lhknown Paranet er KEY in wwy aka.idf.il/ishurinicityofficers/ None 1
66. 249. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 142 Bl ock 1
2.52.47.94 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 64. 14. 144 | srael 147.237.72. 166 |aka.i df . il ww aka, i o i 1//t t ps: / w aka. i df i1/ Bl ock 1
: R Unaut hori zed URL Access to
66. 249. 69. 28 Lhited Sates [147.237.72.166 |aka.idf.il 147, 237. 72. 166/ @i 1/ gi yus/ gi yus/ gener al . aspx B ock 1
. . D stributed Unaut hori zed URL Access on
176. 12. 148.3 | srael 147.237.72. 166 |aka. i df .il v aka, i df i 1// mai n/ har edi md webr esour ce. axd Bl ock 1
113. 92. 249. 217 |Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df . il /shared/ usercontrol s/ header upper/ Bl ock 1
s D stributed Unaut hori zed URL Access on
85. 65. 229. 218 I srael 147.237.72. 166 |aka.idf.il ww aka, i df i 1//ht t ps: / v aka, i of i1/ Bl ock 1
217.132.94. 148 |Israel 147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/mai n/gi yus/ control s/ at uda/ A Bl ock 1
195. 144, 71. 107 |Bel gi um 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx Bl ock 1
: R Unaut hori zed URL Access to
157.55.39.215  |United Sates  |147.237.77.74 |lawidf. il v | aw i df . i|/tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
31.13.112. 122 Irel and 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/901-8271-he Bl ock 1
109. 160. 141. 132|l srael 147.237.77. 170 |naarachot.idf.il |CVE-2011- 3192: Apache_ht t pd_Renot e _Deni al _of _Servi ce ME Bl ock 1
212.147.17.58 |Satzerland 147.237.72. 166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 212, 147. 17. 58 Bl ock 1
R D stributed Unaut hori zed URL Access on
84.108. 43. 246 | sr ael 147.237.72. 166 |aka i df .11 v aka. i df . il //sites/resources/ chi nuch/styl es/inport/bottomavi gat on. asp B ock !
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 1
176. 12. 148. 237 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
123.192. 136. 97 |Tai wan 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww idf.il/anman Bl ock 1
46.116. 204. 101 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
87. 68. 48. 168 | srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
79.178.211.89 |Israel 147. 237. 72. 166 |aka i of . i | Unknown Parameter __VI ENSTATEGENERATCR in None 1
wa aka. i df . i |/ mai n/ sachar / hone. aspx
164.138. 113. 228|l srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/nai n/ sachar/undefined Bl ock 1
R Unaut hori zed URL Access to
31. 168. 77. 50 | srael 147.237. 72. 166 |aka. i df .i | win aka. i df . i |/ mai n/ gi yus/ ge. . . 368doci d=74856 B ock 1
109. 253. 132. 60 |[Israel 147.237.77. 243 |nobi l e.i df.i | O stributed Suspi ci ous Response Gode Bl ock 1
212.147.17.58 |Sntzerland 147.237.72. 166 |aka.idf .il Uhaut hori zed UR. Access to ww aka. idf.il/matash/errors/errtineout.asp B ock 1
84.111.103. 113 |israel 147. 237. 72. 166 |aka. i df . | Unknown Parameter __VI ENBTATEGENERATCR in None 1
wan aka. i df . i1/ nai n/ sachar/ decl arat i onof enpl oynent . aspx
178. 219. 249. 134|\krai ne 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
141.212.122. 42 |lhited Sates |147.237.0.15 kosher-kravi .idf.iljUnhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
49.214.41.205 |Tai wan 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
93.173.53.247 | srael 147.237.72. 166 |aka. i df .| Distributed thaut hori zed URL Access on B ock 1
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