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|Top Attackers | n DDoS- Def ence |

Attacker Address
79.178.28. 111

| A tacker Country

| Target Address

|veb Ste |S gnature | Devi ce Action |count |
| srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 203
71. 6. 165. 200 Lhited Sates 147.237.76. 202 e halag.idf.il Bl ock Up Al Nets drop 1
104. 192. 0. 20 147.237.76. 148 ggcenter. aka.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Name |Davi ce Action |Oount |
184.173.183. 172 |Lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N _40-59 Per nint 113
80. 179. 245. 254 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 4
85. 250. 146. 221 |l srael 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
71.6.167. 142 Lhited Sates 147.237.77.178 |e.nat pash.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il|DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76.39 |nobile.neitav.idf.il|DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237. 8. 46 e.chinuch.idf.il DVRep B-N 60 100 B ock 1
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.178 |e.nat pash.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.197 |e. hinush.idf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.76. 199 |e.nakchal .idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |[DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 198 |e.yohal an.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
93.172.180. 128 |Israel 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., FHagroute B ock 1
85. 25. 43. 94 Cer many 147.237.76.34 |yohalan.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il |DVRep_B-N 60_100 B ock 1
95. 35. 4. 102 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., FHagroute B ock 1
85. 25. 103. 50 Cer many 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
46.19. 85. 5 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 166 Japan 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.77.176 nat pash. i df.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237. 76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77. 227 e. hanaz. i df.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 166 Japan 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.77.233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.76. 201 e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 166 Japan 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.77. 226 wn chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77.179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 166 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country
109. 253. 158. 36 |l srael 147. 237. 77. 216 |dover. i of . i | Invalid segment retransmssion. Packet |Sreaning Engine: T(P Invalid drop 24
dr opped. Ret r ansni ssi on
66.249.81.212 |wited Sates  [147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 18
dr opped. Ret r ansm ssi on
91. 220. 120. 249 Russi an 147. 237. 77. 216 |dover i df i Inval i d segnent retransnission. Packet Sreannng &gl ne: TP Invalid drop 14
Federation dr opped. Ret r ansni ssi on
109. 253. 140, 168|I srael 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 12
dr opped. Ret r ansm ssi on
91. 220. 120. 157 Russi an 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnission. Packet Sreannng &gl ne: TP Invalid drop 12
Federation dr opped. Ret r ansni ssi on
109. 253. 141, 187I srael 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 12
dr opped. Ret r ansm ssi on
66.249.78.166 |lited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
109. 253. 134, 225I srael 147.237.77. 234 |hal ag. i df .i Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 10
dr opped. Ret r ansm ssi on
109. 253. 130. 175/l srael 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 8
dr opped. Ret r ansni ssi on
80.179.9.7 | srael 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 8
dr opped. Ret r ansm ssi on
176.12.145.64 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 8
dr opped. Ret r ansni ssi on
91. 220. 120. 182 Russi an 147. 237. 77. 216 |dover i df i1 Invali d segnent retransnissi on. Packet Srearmng Er_)gl ne: TP Invalid drop 6
Federation dr opped. Ret ransni ssi on
185.3.145.175 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet |Sreaning Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on
109. 253. 139. 12 [Israel 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret ransni ssi on
46.19.85.172  [israel 147.237.0.19  |nadimatal .icf.i| |/ VA 10 segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on
185. 32. 176. 152 |Israel 147.237. 72. 166 |aka. i df . | Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansm ssi on
176.12. 140. 195 | srael 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet |Sreaning Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on
91. 220. 120. 217 Russi an 147. 237. 77. 216 |dover i df i1 Invali d segnent retransnissi on. Packet Srearmng Er_)gl ne: TP Invalid drop 4
Federation dr opped. Ret ransni ssi on
46.19. 85. 137 | srael 147.237.76.31 |[nakchal .idf.il Invalid ACK nunber Bad TCP sequence alert 4
46. 19. 85. 145 | srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 4
46. 19. 85. 137 | srael 147.237.76.31 |nakchal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
46.19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 3
94. 230. 86. 173 | srael 147.237. 72. 167 |i shurimaka.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 3
46. 19. 85. 60 | srael 147.237.72. 156 |anan.i df . il Inval i d ACK nunber Bad TCP sequence noni t or 3
66.249.81.215 |tited Sates  |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet |Sreaning Engine: T(P Invalid drop 2
dr opped. Ret r ansni ssi on
46.19. 85. 145 | srael 147.237.72.166 |aka.idf.il Invali d ACK nunber Bad TCP sequence alert 2
46.19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
5.102.254. 1 | srael 147.237.72. 166 |aka.i df .il Inval i d ACK nunber Bad TCP sequence noni t or 1
175.44.5. 185 Chi na 147.237.77.74 |lawidf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
74.82. 47. 55 Lhited Sates 147.237.76. 199 |e. nakchal .idf.il [Geo-1ocation inbound enf or cenent Geo- | ocati on enf or cenent drop 1
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
188. 138. 17. 205 |Fance 147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
62.0.73.173 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
195. 200. 205. 35 |l srael 147.237.72. 166 |aka.i df .il Frst packet isn't SN drop drop 1
82.102. 141. 251 |l srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 1
199. 203. 215. 1 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.42 |Lhited Sates 147.237.76. 199 |e. nakchal .idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
91. 220. 120. 237 RJSf;:I”i on 147. 237. 77. 216 |dover . i df . Invalid ACK nunber Bad TCP sequence monitor |1
84.108. 238. 76 | srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 1
216.218.206. 70 |Whited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation inbound enf or cenent Geo- | ocati on enf or cenent drop 1
141.212.122.46 |Lhited Sates 147.237.8.27 |e.nadi matal.idf.i|Geo-1ocation i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1




03-31-2015-07:03:07 to 03-31-2015-08:03:07

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Ste ) ‘Count
Country Action
109. 253. 143. 145|l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 107
) s Too Many of the Sane Response Code (404) in Session from
109. 253. 128. 120]l srael 147.237.0.19 |nadimatal.idf.il 109. 253. 128. 120 Bl ock 63
46.19. 85. 172 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 12
80. 179. 245. 254 |l srael 147.237.76. 31 |[nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 4
5. 255. 253. 124 R‘SIS:;”i o 147. 237. 77. 216 |dover . i df .| Mil tiple Unaut hori zed URL Access from 5. 255. 253. 124 Bock |4
109. 66. 164. 244 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 3
212.199. 205. 68 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 2
185. 32.176. 152 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
R Unknown HTTP Request Method COOX in URL
220. 246.75. 120 |Hong Kong 147.237.77.74 |lawidf.il wan | aw i df . i | / 163- 5749- he/ pat zar . aspx B ock 1
77.126.218.192 |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on Bock |1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
46. 120. 186. 241 |l srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/mai n/giyus/| ogin. aspx None 1
176.12.138. 210 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
109. 253. 158. 40 |l srael 147.237.72. 166 |aka.i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
5.29.172. 47 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
95.86.109. 157 |l srael 147.237.72. 166 |aka. i of .i Unknown Par amet er __VI EWSTATEGENERATCR i n None |1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
62. 90. 69. 58 I srael 147.237.72. 166 |aka. i df . i Unknown Par amet er __VI ENBTATEGENERATCR i n None 1
wwn aka. i df . i1/ nai n/ sachar/
159. 224. 160. 225|krai ne 147.237. 77. 176 |nat pash. i df .i | Mil ti pl e Uhaut hori zed URL Access from 159. 224. 160. 225 Bl ock 1
31.193.51.59 France 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code Bl ock 1
R D stributed ULhauthori zed URL Access on
79.182. 31. 203 I srael 147.237.72. 166 |aka.i df .il v aka. i df i | // mai nf har edi n vebr esour ce. axd Bl ock 1
46. 237. 207. 196 |Cer nany 147.237.0. 17 irrlmy— kosher-kravi . i df . S Lhtraceabl e Gonnection - Whknown Server Certificate None 1
176.12. 147.126 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
109. 253. 159. 98 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
. . Uhaut hori zed URL Access to
5.102.254. 1 | srael 147.237.72. 166 |aka. i df.il vann aka. i df i1/ mai n/ r abanut / vebr esour ce. axd Bl ock 1
R S Uhtraceabl e Gonnection - Protocol violation
109. 64. 186. 214 |[Israel 147.237.72. 166 |aka.i df .il (SSL_CONN SERVER HELLO) None 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Whaut hori zed URL Access from 188. 165. 15. 196 Bl ock 1
66. 249. 78. 159 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwn idf.il/atal 1/izkor/print_bottomasp Bl ock 1
Uhaut hori zed URL Access to
159. 224. 160. 225 |Ukr ai ne 147.237.77. 216 |dover. i df . AR S S AR AR AR T S
++++++++H++++ AR esul t EX?2Xe+X?2x?2XT Xox 7
xj AV xaxzx x0eA»+x"xRs +xZxExYx x?x'xEx”
109. 253. 136. 11 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
52.4.217.116 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df.il/newsite/english/nain. asp Bl ock 1
176. 12. 160. 1 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
114. 222. 215. 155|Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
Russi an . . Uhaut hori zed URL Access to
5.189.131.22 Federati on 147.237.77. 216 |dover. i df .| wawv i df . i | /1086- 17714- en/ dover . aspx+t ape Bt ock !
204.12.204.154 |lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/eitan/ nesiratnei da Bl ock 1
68.180.228. 117 |lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/1514-en/ dover. aspx. Bl ock 1
46. 48. 60. 230 RJSIS:;”ion 147.237.77.74 |lawidf.il Distributed Unknown HTTP Request Method Bock |1
176.12.137. 226 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
R Unaut hori zed URL Access to
109. 253. 143. 29 |[Israel 147.237.72. 166 |aka. i df .l v aka. i df i |/ mai n/ har edi i vebr esour ce. axd Bl ock 1
87.69.102.196 I srael 147. 237, 72. 166 |aka. i df .i Unknown Paraneter _\I EMBTATECENERATCR | n None |1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
54.245.64.111 |lhited Sates |[147.237.77.176|natpash.idf.il Ml ti pl e Uhaut hori zed URL Access from 54. 245. 64. 111 B ock 1
184. 70. 16. 10 Canada 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
138.134.192. 10 |[Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/nml net Bl ock 1
5. 255. 253. 124 Russi an 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Gode Bl ock 1
Federati on
109. 160. 219. 123|1 srael 147.237.72. 166 |aka i df . i1 Unknown Paranet er __VI EVBTATEGENERATCR i n None 1
wan aka. i df . i1/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx
46.119. 120. 118 |lkrai ne 147.237.77. 176 [nat pash.i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/+ Bl ock 1
176.12.138.55 |lsrael 147.237.72. 166 |aka. i df .i D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
93. 158. 145. 28 F“Sf;;”i on 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/a€2 Bock |1
54.245.64.111 |lhited Sates |147.237.77.176|nmatpash.idf.il Uhaut hori zed URL Access to waw cogat . i df.il/894-he Bl ock 1
157.55.39.153 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il /hebrew news/ napj eni n. stm Bl ock 1
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