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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
23.95. 248. 132 Lhited Sates 147. 237. 76. 201 e atal.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nint 28
85. 250. 146. 221 |l srael 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 5
85. 25. 103. 50 Ger nany 147.237. 8. 24 elifestyleidf.il DVRep B-N 60 100 Bl ock 2
71.6.165. 200 Lhited Sates 147.237.76. 200 [eitan. aka.i df .i | DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 17 m ny- kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 Bl ock 1
110. 82. 173. 142 |Chi na 147.237.72. 166 |aka.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 1
71.6.165. 200 Lhited Sates 147.237.77. 179 |e.nazi.idf .il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep_B-N 60 100 Bl ock 1
85.25.103.50 [Ger many 147.237.76.34 |yohal an.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76.201 |e.atal .idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.76.201 |e.atal .idf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 Bl ock 1
77.127.132.2 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
79. 180. 20. 172 | srael 147.237.0.34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
128. 61. 240. 66 Lhited Sates 147.237.0. 16 ny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.77. 178 e. nat pash. i df . il ET SCAN Potential SSH Scan 1
121. 37. 40. 100 Chi na 147.237.77.176 nat pash. i df.i | ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 170 Japan 147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
104.171. 114. 254 147.237. 8. 45 e.etanidf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 170 Japan 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237. 8. 45 eetanidf.il ET SCAN NVAP -sS w ndow 2048 1
222.186.129. 101 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 170 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
81.200.91.2 Russi an Federation 147.237. 8. 45 e.eitanidf.il ET SCAN NVAP -f -sS 1
203. 255. 53. 138 Korea, Republic of 147.237.72. 156 anan. i df .| ET SCAN NVAP -sS wi ndow 3072 1
61. 240. 144. 64 Chi na 147.237.77. 178 e. nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
193. 107. 17. 72 Russi an Federation 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237. 76. 148 ggcenter.aka. i df.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.0. 17 m ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.77. 179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
121. 37. 40. 100 Chi na 147.237.77. 176 nat pash. i df.i | ET SCAN NVAP -sS wi ndow 4096 1
43. 255. 191. 170 Japan 147.237.77. 170 naar achot . i df .i | ET SCAN Potential SSH Scan 1
104. 171. 114. 254 147.237. 8. 45 e.eitanidf.il ET SCAN NVAP -sS w ndow 4096 1
43.255. 191. 170 Japan 147.237.8.50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.186.129. 101 Chi na 147.237.77.19 | aw forumidf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.0. 16 ny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237. 8. 45 eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
203. 255. 53. 138 Korea, Republic of 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 4096 1
1.93.29. 132 Chi na 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
183. 136.216. 7 Chi na 147.237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77. 178 e. nat pash. i df . il ET SCAN NVAP -sS wi ndow 1024 1
128. 61. 240. 66 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address |[Ste
Country

176.12. 141. 158 |Israel 147.237.77. 216 |dover.iof i1 | V@ 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 24
dr opped. Ret r ansni ssi on

66.249.78.166 |United Qates  |147.237.77. 216 |dover.idf.i1 ||V 1d segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 14
dr opped. Ret r ansni ssi on

66.249.78.173 |United Qates  |147.237.77. 216 |dover.icf.i1 ||V 1d segnent retransmssion. Pecket |Sreamng Engine: T(P Invalid drop 12
dr opped. Ret r ansni ssi on

109. 253. 136. 1261 srael 147.237.77. 216 |dover.iof i1 | V@ 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on

66. 249 78.37 Uited Sates 147.237.77. 234 |nal ag. i of . Inval i d segnent retransnission. Packet Sreannng Er_]gl ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on

66.249.78.159 |United Qates  |147.237.77. 216 |dover.idf.i1 ||V 1d segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

109. 253. 134. 1511 srael 147.237. 72. 166 |aka. i df i Inval i d segnent retransnission. Packet Sreannng Er_]gl ne: TP Invalid drop 4
dr opped. Ret r ansni ssi on

46.19. 86. 245 | srael 147.237.77. 243 |nobile.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 4

66.249.78.44  |Wited Qates  |147.237.77. 234 |nalag.icf.i1 ||V 1d segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on

84. 95. 45. 112 | srael 147.237. 77. 243 |nobi 1 e.i df i | Inval id segnent retransnmission. Packet [Sream ng El_wgl ne: TGP Invalid drop 4
dr opped. Ret r ansni ssi on

46.19.86.245 |Israel 147.237.77. 243 |mubile.icf. i1 |V 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on

26. 116. 142. 231 |1 srael 147.237. 72. 166 |aka. i df i Inval i d segnent retransnission. Packet Strearmng El_wgl ne: TGP Invalid drop 4
dr opped. Ret r ansni ssi on

109. 253.132. 54 |Israel 147.237.72. 166 |aka. i f . Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on

117.30. 151. 62 |Chi na 147.237.77. 216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 2

66. 249. 78. 51 Uited Sates 147.237.77. 234 |nal ag. i of . | Inval id segnent retransmssion. Packet Sreamlng Enjgl ne: TGP Invalid drop 2
dr opped. Ret r ansni ssi on

46. 19. 86. 65 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1

184. 105. 139. 95 |lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1ocation inbound enf or cenent Geo- 1 ocati on enf or cenent drop 1

8. 37.227. 68 é{ng(r;yrmus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

175.44.5. 185 Chi na 147.237.77.74 |lawidf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

212.179. 23. 22 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

8.37.227.81 g”&;ymus 147.237.77. 216 |dover.idf.il  |Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

216.218. 206. 107|Lhited Sates 147.237.77.61 |e.cogat.idf.il |Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 1

46. 19. 85. 87 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

184. 105. 139. 67 |lhited Sates 147.237.76. 176 |test. ncore.i df.i|[SAMrul e drop drop 1

84.229.82.173 | srael 147.237.72. 166 |aka.i df . i Inval id ACK nunber Bad TCP sequence noni t or 1

138. 73. 175. 154 |Canada 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1

46. 19. 86. 42 | srael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence noni t or 1

184. 105. 139. 83 |lhited Sates 147.237.77.121|e.navy.idf.il |Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 1

46. 120. 54. 105 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1

138. 73.175. 154 |Canada 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
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Attacker Address
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2.52.189. 157 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wawn idf.il/igf B ock 3
5. 255. 253. 124 g;z::t”i o 147.237.77. 216 |dover. i df .i Ml tipl e Unhaut hori zed URL Access from 5. 255. 253. 124 B ock 2
’ R O stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | // 994- 8613- he/ navy. aspx. aspx B ock 2
46.116. 142. 231 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 146. 254 |1 srael 147.237. 77. 243 |nobi l e.idf .i | D stributed Suspici ous Response (ode B ock 2
176. 12. 144. 237 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
S Unaut hori zed URL Access to
213.57.229. 25 | srael 147.237.77. 243 |nobi [ e.idf .i | mobi | e. i df . i1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 2042 B ock 2
117.30.151. 62 |Chi na 147.237.77. 216 |dover.idf.il Adm n Bl ocki ng B ock 1
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 1
66.249.64.150 |Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww i df.il/newsite/english/nain. stm B ock 1
188. 165. 15. 121 |Fance 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1412-he/ at al . aspx Bl ock 1
.. . . fUnauthori zed URL Access to
136.243.36. 97 |Ger many 147.237.0.15  kosher-kravi. idf. | vawv kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
109. 253. 144. 202|l srael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
217.132.124. 45 |israel 147. 237. 72. 166 |aka i df .i Uhknown Pararret er ct | 00%ct | 00Scphii n$cphSachar $ctl 55 in None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/newsite/ hebrew 0914-1. stm Bl ock 1
66.249. 64. 142 |United Sates  |147.237.77. 216 |dover.i df .il Wnauthori zed UL Access to B ock 1
wa i df . i | / hebrew organi zati on/ pazan/ ykl . stm
176.12.139. 205 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
117.30.151. 62 [China 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 117. 30. 151. 62 B ock 1
. . Uhaut hori zed URL Access to
188.165. 15. 196 |France 147.237.77. 216 |dover. i f .| wan i df . i |/ newsi t e/ hebr ew 2004/ j anuar y/ 0124- 1. st m Bl ock !
: R Uhaut hori zed URL Access to
66.249.78.93 United Sates 147.237.77. 233 |atl . i df .1 wwn atal .idf.il/tenpl at es/ shared/ user control s/ header upper/ Bl ock !
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il Abnornal | y Long Request URL B ock 1
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 66. 249. 78. 166 B ock 1
66. 249. 64. 145 Lhited Sates 147.237.77. 170 [n@arachot . i df .il |Uhaut hori zed URL Access to 147.237.77.170/ Bl ock 1
176.12. 144, 72 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
117.30.151.62 |China 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/admn/fth.inagegal | ery. aspx Bl ock 1
109. 67. 144. 138 |Israel 147.237.72. 166 |aka.i df . i Unknown Par anet er __VI EWETATEGENERATCR i n None 1
aka. i df.il/nai n/ sachar/ hone. aspx
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0429-2.stm B ock 1
66. 249. 78. 104 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Whaut hori zed URL Access on 147.237.72. 166/ / B ock 1
] R Uhknown Paraneter itemd in
157. 55. 39. 136 Lhited Sates 147.237.72. 166 |aka.i df . il ww aka. i df . i | / kanhar/ gal | ery/ showpi ct ure. asp None 1
54.92.233.9 Lhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
109. 253. 158. 37 |l srael 147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 173 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df . il /newsite/ hebrew 0914-1b. stm B ock 1
66. 249. 64. 146 |lhited Sates 147.237. 77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 146 B ock 1
120. 15. 33. 201 Chi na 147.237.77.74 |lawidf.il Mul tiple Uhaut horized URL Access from 120. 15. 33. 201 Bl ock 1
109. 253. 132. 54 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
213.57.162. 164 |Israel 147. 237. 72. 166 |aka. i df .i Unknown Paranet er __VI EAETATECENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/tfasi maspx
: s Unaut hori zed URL Access to
66. 249. 78. 109 Lhited Sates 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1283- 15870- en/ dover . aspx Bl ock 1
176.12. 136. 131 |l srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
: R Uhaut hori zed URL Access to
54.92.233.9 United Sates 147.237.77. 216 |dover . i df .11 wawv i df . i |/ engl i sh/ announcenent s/ 2003/ sept enber/ 11z. stm Bl ock !
109. 253. 159. 99 |l srael 147.237.72. 166 |[aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 240 Lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66. 249. 64. 146 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ hebrew 0914-1a. stm Bl ock 1
180. 76. 4. 156 Chi na 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
. R Uhaut hori zed URL Access to
120. 15. 33. 201 Chi na 147.237.77.74 |lawidf.il wan | aw i df . i | / 938- 4500- he/ pat zar . aspx/ t r ackback/ Bl ock 1
109. 253. 134. 151l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 159 Bl ock 1
R Uhaut hori zed URL Access to
62.210.114.129 [France 147.237.76. 42 refuah idf. 11|\ of a atal i df il /sip storagelfil es/ 8/ 3198, pof/t r ackback/ Bl ock !
176.12. 137.6 | srael 147.237.72. 166 |[aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
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