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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Atacker Country

| Target Address

|veb Ste

|9 gnature

| Devi ce Action |Count |
85. 130. 224. 14 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 131
213. 163. 65. 66 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
84. 109. 240. 90 | srael 147.237.72. 14 dover.idf.il (ol d) B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country\Target Address |Ste

|NarTe

|mvi ce Acti 0n|Count |

85. 250. 146. 221 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 10
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per mt 4
39. 209. 132. 176 |l ndonesi a 147.237.77.74 |lawidf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 3
71.6.165. 200 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep B-N 60_100 B ock 2
39.209. 132. 176 |l ndonesi a 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 2
85. 25. 103. 50 Ger many 147.237.77.121 |e.navy.idf.il DVRep B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.178 |e.matpash.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.202 |e.hal ag.idf .il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.8.50 e tikshuv.idf.il DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Rormani a 147.237.77.121 |e.navy.idf.il DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.217 |e.idf.il DVRep B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 35 akaws. i df . i DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 226 |ww chamat z. aka. i df .i| |DVRep_B- N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.77.19 |lawforumidf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep B-N 60_100 B ock 1
175.44.5. 185 Chi na 147.237.77.74 |lawidf.il C1000108: HITP: Trying to | ocate existing FCKedi t or B ock 1
77.127.132.2 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name | count
184. 168. 200. 104 Lhited Sates 147.237.72. 166 aka.idf.il Tehila - Perl LV wth fake user agent 48
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 30
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
61. 240. 144. 65 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
43. 255. 191. 166 Japan 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
103. 249. 81. 154 I ndi a 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 65 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 166 Japan 147.237.76. 147 chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147. 237.76. 202 e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 166 Japan 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 196 e.sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 166 Japan 147.237.72. 167 ishurimaka idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237. 0. 200 ndu. idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 41. 39. 125 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
27.50.132. 60 Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255.191. 166 Japan 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 166 Japan 147.237.77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 166 Japan 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
119.9.22.11 Australia 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 147 chinuch. aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
43. 255. 191. 166 Japan 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
103. 249. 81. 154 I ndi a 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 66 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255.191. 166 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 166 Japan 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255.191. 166 Japan 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
27.50. 132. 60 Chi na 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
61. 240. 144. 66 Chi na 147.237. 8. 27 e.nadimatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58. 20. 54. 249 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
27.50.132. 60 Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237. 0. 200 ndu. idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 166 Japan 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 205 prisha.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
43. 255. 191. 166 Japan 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
119.9.22.11 Australia 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
109. 253. 130. 112|1 srael 147.237.77. 216 |dover. i of i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on
85. 130. 224. 14 |l srael 147.237.72. 156 |anan.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 7
85.130. 224. 14 |l srael 147.237.72. 156 |anan.idf . il I nval i d ACK nunber Bad TCP sequence alert 7
66.249.78.173 |United Qates  |147.237.77. 216 |dover.ich.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
5 255, 253 124 Russi an 147 237. 77. 216 |dover i df i1 Invalid segnent retransnission. Packet [Sream ng Eljgl ne TP Invalid drop 6
Federation dr opped. Ret r ansn ssi on
Russi an s -
178. 140. 114. 104 eration 147.237.77. 170 [n@arachot . i df . i [|H rst packet isn't SYN drop drop 4
46.116.162.84 |Israel 147.237.77. 243 |mubi e i of .| | VA1 d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansn ssi on
66.249.78.51  |United Qates  |147.237.77. 234 |nalag.ich.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
2.54.190. 137 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence noni t or 2
66.249.78.166 |United Qates  |147.237.77. 216 |dover.idh.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansm ssi on
80. 246. 133. 15 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence alert 2
80. 246. 133. 15 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46.120.54. 105 |Israel 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop dr op 2
109. 253. 157. 15 [Israel 147.237.77. 216 |dover.iof i1 | V@1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansm ssi on
80. 246. 130. 147 |l srael 147.237. 77. 170 [n@arachot . i df . i l|l nval i d ACK nunber Bad TCP sequence alert 1
24.13.233.255 |Lhited Sates 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
184.105. 139.83 |lLhited Sates 147.237.76. 198 |e. yohal an.i df .il|Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
80. 246. 130. 147 |Israel 147.237. 77. 170 [naar achot . i df . i ||l nval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 23 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
87.68. 76. 179 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1
2.54.190. 137 | srael 147.237. 72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
2.54.190. 137 | srael 147.237.72. 166 |aka.idf .il Inval i d sequence nunber Bad TCP sequence aert 1
74.82.47.34 Lhited Sates 147.237.77. 178 |e. nat pash. i df . i |Geo- 1 ocat i on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
50.108.201.34 |United Sates  |147.237.77.216|dover.idf.il  [or etransmt wth different wndow gy rp sequence monitor |1

scal e
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|Top Attackers In V\AF|

A tacker

05

Devi ce

Attacker Address Target Address |Ste ) ‘Count
Country Action
184.168. 200. 104|Lhited Sates |147.237.72.166 |aka.idf.il PHP At t enpt Bl ock 47
184.168. 200. 104|Lhited Sates |147.237.72.166 |aka.idf.il Mil tipl e Admin Bl ocking from 184. 168. 200. 104 Bl ock 23
212. 143.186. 38 |l srael 147.237.72. 166 |aka. i df . il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
5. 255. 253. 124 gj:;;”i on 147. 237. 77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 5. 255. 253, 124 Bock |3
2.54. 45. 26 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
. . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il whn navy. i df . i |/ 994- 8613- hel navy. aspx. aspx Bl ock 2
157. 55. 39. 2 Lhited Sates |147.237.76.86 [navy.idf.il Mil tipl e Whaut hori zed URL Access from 157.55. 39. 2 B ock 2
68.180.228. 117 |lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waww i df.il/newsite/french/0115-2. stm Bl ock 1
157. 55. 39. 42 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i|/1506-en/ dover. aspx+i df units |B ock 1
84 228.245.19  |israel 147 237. 72. 166 laka. i df i1 Lhkqomn_PararTet er ctl00%ct | 00$cphMai n$cphSachar $t xt M spar | shi in None 1
aka.idf.il/nai n/ sachar/
; . O stributed Uhaut hori zed URL Access on
66. 249. 78. 97 Lhited Sates |[147.237.72.166 |akaidf.il 147.237.72. 166/ | rai 1/ i yus! gi yus/ gener al . aspx Bl ock 1
109. 160. 244. 224|i srael 147. 237.72. 166 |aka. i of . i1 Wnknown Parameter __VI ENBTATEGENERATCR in None |1
wawn aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx
207.46.13.5 Lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to wan aka. i df.il/edinitheproj/ Bl ock 1
157. 55. 39. 67 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/mai n/rabanut/ general . aspx |B ock 1
85. 250. 17. 37 I srael 147.237.72. 166 |aka. i df.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
: R Unaut hori zed URL Access to
66. 249. 78. 111 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ nai / gi yus/ gi yus/ gener al . aspx Bl ock 1
79.177.104.47 |israel 147. 237. 72. 166 |aka. i df . Wnknown Paraneter __VI EVBTATEGENERATCR i n None 1
wane aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
Russi an R Unaut hori zed URL Access to
87.140.141.39 | qion 14728777 216 |dover. idf. il w i df . i | / honef ront / engl i sh/ i e-wel cone. st m Bock |1
176. 12. 137. 142 |l srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
89. 139. 174. 31 I srael 147.237.72. 166 |aka. i df.il Unknown Paraneter isTaz in ww aka.idf.il/nai n/sachar/ None 1
’ . . DO stributed Whaut hori zed URL Access on
66.249.78.137 |lhited Sates [147.237.76.86 |navy.idf.il W navy. i df . i 1 /] 994- 8613- hel navy. aspx. aspx Bl ock 1
188. 165. 15. 148 |Rance 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55. 39. 2 Lhited Sates |[147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to waww navy. i df.il/ xxYA A/xYA; Avs Bl ock 1
79.182.129.63 |Israel 147.237. 72. 166 |aka. i df . Wnaut hori zed LRL Access to Bock |1
wawe aka. i df . i |/ nai n/ rabanut / webr esour ce. axd
Unaut hori zed URL Access to
. www. aka. i df . i |/ wepdwuknt gwrt y4nzg3ngqyaquex19db250cnmdsclj | cx
212.199.16. 193 I srael 147.237.72. 166 |aka. i df .11 vpcnvgb3n0gnt j a0t | evof f gef f nnObdawj gnObdawj hj i guxsu2l 0zxn6l pi yi ti r Bl ock !
+hgf ct xhgpc/ da6cxa==
46.120. 142. 235 |Israel 147.237.0.17 Im"y' kosher-kravi . 1df.1 f 1\ sceabl e S3 Sessions: Unknown Server Gertificate None 1
176. 12. 146. 156 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
91. 200. 12. 54 Lkr ai ne 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 1
: R Unaut hori zed URL Access to
66. 249. 78. 166 Lhited Sates |147.237.77.216|dover.idf.il www i df . i |/ hebr ew announcenrent s/ 2001/ may/ 15. st m Bl ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
: . . Unaut hori zed URL Access to
157.55.39.6 Uited Sates |147.237.77. 216 |dover. idf. il waw. i df . i | / hebr ew announcenent s/ 2002/ j une/ pol and/ pol and. st m Bt ock !
80. 246. 133. 15 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
216. 218.206. 66 |Lhited Sates |147.237.0.17 Im"y' kosher-kravi - 10f 1 o {1yt r aceabl e Connection - Unknown Server Certificate None 1
66.199. 231.242 |lhited Sates |[147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
180. 76. 4. 48 Chi na 147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 1
108. 250. 225. 28 |lLhited Sates [147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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