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Attacker Address

| A tacker Country

| Target Address

|veb Ste |S gnature | Devi ce Action |count |
85. 130. 224. 14 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 130
46.120.121. 130 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 78
71.6.165. 200 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nint 29
85. 250. 146. 221 |l srael 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 4
69. 197. 186. 210 |Lhited Sates 147.237.76.42 |refuah.idf.il C1000108: HITP. Trying to | ocate existing FO<edi t or Bl ock 4
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
175.44.5. 185 Chi na 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FQKeditor B ock 2
85. 25. 103. 50 Ger nany 147.237.77. 226 |ww chanat z. aka. i df . i | DVRep_B-N 60_100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 243 |nobi l e.i df .i | DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.0. 15 kosher-kravi .idf.il DVRep B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 Bl ock 1
188.138.9.50  |Ger many 147.237.0.35 |akavs.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.77.74 |lawidf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 Bl ock 1
93. 120. 27. 62 Ronani a 147.237.76. 177 |ncore.idf.il DVRep_B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77.234 |hal ag.idf.il DVRep_B-N 60_100 Bl ock 1
188.138.9.50  |Ger many 147.237.0.200 |rdu.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60 100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.8. 28 e.nobi | e-ks.idf.il DVRep_B-N 60_100 B ock 1
85.25.103.50 [Ger many 147. 237.76. 177 |ncore.i df .i | DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.234 |hal ag.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 170 |maarachot . i df . i | DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Cer many 147.237.72. 167 |ishurimaka.idf.il DVRep _B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 30
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
43.255. 191. 170 Japan 147.237.77.176 nat pash. i df .i | ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.76. 147 chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
43.255. 191. 170 Japan 147.237. 0. 35 akaws. i df .il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77. 226 v chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.77.178 e. nmatpash.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
43.255. 191. 170 Japan 147.237.8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
43.255. 191. 170 Japan 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Action ‘Count

179.232.9.183 |Brazl 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. |Streaming Engine: TP Invalid |, 28
Packet dropped. Ret r ansni ssi on

66.249.78.166 |Liited Sates 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 26
Packet dropped. Ret r ansni ssi on

66.249.78.173 |uwited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 14
Packet dropped. Ret r ansni ssi on

66.249.78.51  |Lnited Sates 147.237.77. 234 |hal ag.i df . i | Invalid segnent retransmssion.  [Streamng Engine: TP Invalid |, 8
Packet dropped. Ret r ansni ssi on

66.249.78.159 |lnited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 6
Packet dropped. Ret r ansni ssi on

46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 5

188. 225. 183. 149 (F;ajcis;i';'ja” Tertitory, |y 47 237. 77. 176 |nat pash. i o . i1 First packet isnt SWN drop drop 5

85. 130. 224. 14 | srael 147.237. 72. 156 |anan. i df .i | Inval id ACK nunber Bad TCP sequence alert 5

85.130. 224. 14 |l srael 147.237. 72. 156 |anan.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 5

46. 19. 86. 254 | srael 147.237.0.19 |nadimatal.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 4

37.247.36.91  [Netherlands 147.237.8.27 |e.nadimatal.idr.i1 |0 ! ocation inbound Geo- ocat i on enf or cenent drop 4
enf or cenent

75.146.123.25 |lhited Sates 147.237.72. 217 |e.idf .il Go- | ocati on i nbound Geo-| ocati on enf or cenent drop 4
enf or cenent

66.249.78.37  |Wited Sates 147.237.77. 234 |hal ag.i of . i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 4
Packet dropped. Ret r ansni ssi on

5. 102. 254. 222 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

75.119. 249. 208 |Canada 147.237.77. 226 \A:AIW chanat z. aka. i df Frst packet isn't SN drop drop 3

75.119. 249. 208 |Canada 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 2

188. 165. 15. 196 |France 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. |Streaming Engine: TP Invalid |, 2
Packet dropped. Ret r ansni ssi on

207. 241. 237. 106|Wited Sates 147.237. 77. 216 |dover. i df .i | Veb Servers S ow Denial of - |Véb Server Bnf or cement rej ect 2
Servi ce Mol ation

66.249.78.44  |lited Sates 147.237.77. 234 |hal ag. i df . i | Invalid segnent retransmssion. |Streaming Engine: TP Invalid |, 2
Packet dropped. Ret r ansni ssi on

46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

2.54.41. 4 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

85. 130. 230. 214 |l srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1

37.26. 147. 216 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

188.138. 17. 205 |FRance 147.237.77. 212 |e. dover.idf .il Go- | ocati on i nbound Geo-| ocati on enf or cenent drop 1
enf or cenent

5.22.129. 188 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1

141.212.122.12 |lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1

46.120. 190. 177 |l srael 147.237.72. 166 |aka. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1

5.22.129. 188 | srael 147.237.72. 166 |aka. i df . il SYN retransmt wth different Bad TCP sequence noni t or 1
wi ndow scal e

173. 208. 203. 138|Lhited Sates 147.237. 77. 176 |nat pash. i df .i | Fail ed to handl e connection data |Bl ock HTTP Non Conpl i ant noni t or 1

46. 19. 85. 225 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1

37.26. 147. 216 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1

188. 120. 148. 196l srael 147.237. 72. 167 |i shuri maka.idf . il Inval id ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Jte Action ‘Count
5. 255. 253. 124 :ZZ::FI on 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 5. 255. 253. 124 B ock 3
31.184. 238. 128 g;:::ﬂ on 147.237.77. 176 |nat pash.idf .il |Mil tipl e Unaut hori zed URL Access from 31. 184. 238. 128 B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
77.127.95.169 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wawn idf.il/https:/wwidf.il/ B ock 1
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed UR. Access to ww lawidf.il/sip storage/fil es/ 8/ 638. pdf B ock 1
157.55.30.66  |Lhited Sates  |147.237.72. 166 |aka.idf.il Distributed Lhaut horized LR Access on Bl ock 1
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
74.102.91. 142 |Whited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf .il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 148 B ock 1
79.182.129. 63 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource. axd |B ock 1
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 1
173.36.113. 105 |[Lhited Sates 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
75.146.123.25 |lLhited Sates 147.237. 72. 156 |anan. i df .i | Uhaut hori zed URL Access to /tmnbl ock. cgi B ock 1
Russi an s Unaut hori zed URL Access to
31.184.238. 128 Federati on 147.237.77. 176 nat pash. i df . i1 WA cogat . i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
84.111. 6. 81 I srael 147. 237. 72. 166 |aka. i df .1 Unknown Peraneter __VI BASTATECENERATCR i n None 1
ww aka. i df . i | / nai n/ kapat z/ rel at i vecont act . aspx
66.249. 78.159 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/history/future3.stm B ock 1
173. 208. 203. 138|Lhited Sates 147.237.77. 176 |nat pash.idf.il |Unhauthorized URL Access to wawv cogat.idf.il/readne. asp B ock 1
75.146.123.25 |Lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
46.19.123.125 |France 147.237.77. 216 |dover. i df i1 |authori zed URL Access to B ock 1
wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
207. 46. 13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/newsitel/english/al naj ah/al naj ah. stm |B ock 1
95. 86. 126. 37 | srael 147.237.77. 170 |naar achot . i df . i I|Uhaut hori zed URL Access to naarachot.idf.il/p B ock 1
66.249. 78. 166 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ hebrew nain.stm B ock 1
176.12.136. 120 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
77.125.216.194 |lsrael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waww aka.idf.il/nai n/haredi niwebresource. axd |B ock 1
66.249. 75.7 Lhited Sates 147.237. 72. 156 |anan. i df .i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx B ock 1
207.241. 237. 103|Lhited Sates 147.237.77. 176 |natpash.idf.il |Unhauthorized URL Access to waw cogat.idf.il/tenpl at es/ news/ news. i n. aspx |B ock 1
157.55.39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . i |/ dover/sitel honepage. asp B ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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