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|Top Attackers | n DDoS- Def ence |
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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
85. 25. 43. 94 Ger nany 147.237.76.34 yohal an. i df .i | Block Udp All Nets drop 1
192.187. 107. 2 Lhited Sates 147.237.77. 61 e.cogat.idf.il Invalid L4 Header Length drop 1
121.229. 220. 117 Chi na 147.237. 76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
146. 185. 239. 100 Russi an Federati on 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 drop 1
23. 95. 248. 132 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Np Al _Net drop 1
183. 136. 216. 7 Chi na 147.237.76. 148 ggcenter. aka.idf.il JLMPurple Con Limt Tcp drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nint 23
85. 250. 146. 221 |l srael 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 6
91. 207. 4. 22 Lkr ai ne 147.237.72. 166 |aka.idf.il DVRep P- N 40- 59 Permit 6
188.138.9.50  [Ger many 147. 237. 77. 205 |pri sha.i of .i | DVRep B-N 60 100 Bl ock 2
188.138.9.50  [Ger many 147.237.8.14 |e.orchot.idf.il DVRep_B-N 60 100 Bl ock 2
37.247.97.194 |Turkey 147.237.0. 34 tikshuv.idf.il DVRep_P- N _40-59 Pernint 2
93. 120. 27. 62 Romani a 147.237.77. 243 |nobi l e.i df .i | DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 [Lhited Sates 147.237.77. 176 |natpash.i df .i | DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.72. 166 |aka.idf.il DVRep_B-N 60 100 Bl ock 1
85.25.103.50 [Ger many 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 72. 156 |anan.i df . il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237. 8. 24 elifestyle.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77. 227 |e. hanaz. i df .i | DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237. 76. 148 |[gqcent er. aka. i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.72. 167 |ishurimaka.i df.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.233 |atal .idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 Bl ock 1
175.44.5. 185 Chi na 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FOKedi tor B ock 1
77.127.132. 2 | srael 147.237.77.216 |dover.idf.il 7120; TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71.6.135.131 [lhited Sates 147.237.0.35 |akaws.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger nany 147.237.0.35 |akaws.idf.il DVRep_B-N 60 100 Bl ock 1
71.6.135.131 Lhited Sates 147.237. 8. 45 e.eitan.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76.42 |refuah.idf.il DVRep _B-N 60 100 Bl ock 1
188. 138. 9. 50 Cer many 147.237. 72. 156 |anan.i df.il DVRep_B-N 60_100 Bl ock 1
85.25.103.50  [Ger many 147.237.0.33  [idf.il DVRep_B-N 60 100 Bl ock 1
71.6.135.131 [tnited Sates 147.237.72. 14 |dover.idf.il (ol d) DVRep_B-N 60 100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 30
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
186. 120. 99. 242 Doni ni can Republ i ¢ 147.237.77.170 naar achot . i df.il ET SCAN NVAP -sS wi ndow 3072 1
186. 120. 99. 242 Doni ni can Republ i ¢ 147.237.77. 170 naar achot . i df.il ET SCAN NVAP -f -sS 1
125. 88. 17. 137 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237.0. 35 akavs. i df.il ET SCAN Potential SSH Scan 1
104. 155. 192. 40 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 3072 1
222.69.94.13 Chi na 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
61. 158. 162. 40 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
37.247.97.194 Tur key 147.237.0.34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
186. 120. 99. 242 Doni ni can Republ i ¢ 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sS w ndow 2048 1
183. 136. 216. 7 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237. 76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
104. 155. 192. 40 147. 237. 8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 4096 1
103. 238. 214. 79 147.237.76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.129. 101 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.69.94. 13 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -f -sS 1
37.247.97. 194 Tur key 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address Atacker

‘Tar get Address ([Ste

Devi ce

‘Count

Country Action

109. 253. 159. 168|1 srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet Streaning Bngine: TP Invalid (o ) 24
dr opped. Ret r ansni ssi on

46. 19. 85. 115 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or

207. 46. 13. 16 Uited Sates  |147.237. 77. 216 ldover i df i1 Inval i d segnent retransnissi on. Packet Sreammg Er_wg| ne: TP Invalid drop
dr opped. Ret r ansni ssi on

109. 253.138.36 |l srael 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet Streaning Engine: TP Invalid (o ) 6
dr opped. Ret r ansni ssi on

46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 6

109. 253. 146. 89 | srael 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet Streaning Bngine: TP Invalid (o ) 6
dr opped. Ret r ansni ssi on

46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6

66.249.78.37  |wited Sates |147.237.77.234|hal ag.idf.il Invalid segment retransmssion. Packet Streaning Bngine: TP Invalid (o ) 6
dr opped. Ret r ansni ssi on

31.210. 186. 153 |l srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 6

46. 19. 85. 64 | srael 147.237.77. 226 \A:A:N chanat z. aka. i df Inval id ACK nunber Bad TCP sequence noni t or 4

157.55.39.41  |Wited Sates |147.237.77. 216 |dover.idf. il Invalid segent retransmssion. Packet Streaning Bngine: TP Invalid (o ) 4
dr opped. Ret r ansni ssi on

84.109. 112. 108 |l srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 4

46. 19. 85. 64 | srael 147.237.77. 226 V\:’\;W chanat z. aka. i df Inval id ACK nunber Bad TCP sequence alert 4

46.120. 173. 223 |l srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 4

37.46. 39. 131 | srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 3

66.249.78.44  |wited Sates |[147.237.77.234|hal ag.idf. il Invalid segnent retransmssion. Packet Streaning Engine: TP Invalid (o ) 2
dr opped. Ret r ansni ssi on

188. 120. 148. 196l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

62.210.82.105 |Fance 147.237.72. 14 |dover.idf.il (ol d) SN retransmt wth different wndow scal e |Bad TCP sequence noni t or 2

79.176. 190. 43 | srael 147.237.77. 216 |dover.idf.il SYNretransmt wth different wndow scal e |Bad TCP sequence noni t or 2

66.249.75.96  |Uited Sates |147.237.77. 234 |hal ag i of i Invalid segnent retransmssion. Packet Streaning Engine: TP Invalid (o ) 2
dr opped. Ret r ansni ssi on

82.145.222.172 |Europe 147. 237. 77. 216 |dover. i df . i Vb Servers S ow HITP Denial of Service \AWS a&‘teir(;/ner Enf or cenent reject |2

46.19. 85. 115 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or

207.46.13.112 |wited Sates |147.237.77. 216 |dover.idf. il Invalid segnent retransmssion. Packet Streamng Engine: TP Invalid |, 2
dr opped. Ret r ansnii ssi on

66.249.75.112 |wited Sates |147.237.77.234|hal ag.idf.il Invalid segnent retransmssion. Packet Streaning Bngine: TP Invalid (o ) 2
dr opped. Ret r ansni ssi on

5.102. 254. 218 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 2

141.212.122.14 |lhited Sates |147.237.76.197|e. hinush.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1

93.172.16.2 I'srael 147.237.72. 166 |aka.i df . 'llegal header format detected Miformed o o\ oo non conpliant  |monitor |1
HTTP protocol nane in response

146. 185. 239. 104 RJSIS:;ni on 147.237.76. 199 |e. nakchal . i df .i | Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1

175.44.5. 185 Chi na 147.237.77.74 |lawidf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

46.120. 173. 223 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence alert 1

180. 76. 6. 225 Chi na 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 1

84. 228. 58. 104 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ) Count
Country Action
84.108. 31. 21 | srael 147.237.77. 176 [natpash.idf.il |Miltipl e Unauthori zed URL Access from 84.108. 31. 21 B ock 5
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 4
91.200. 12. 139  |lkrai ne 147.237.77. 170 |naarachot . i df . i ||PHP At t enpt B ock 2
46.19. 86. 245 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
S D stributed Unaut hori zed URL Access on
93.172.16.2 | srael 147.237.72. 166 |aka. i df . il vy aka i df i 1// mai n/ r abanut / webr esour ce. axd B ock 2
54.167.176.81 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 54. 167. 176. 81 B ock 2
5. 255, 253. 124 g;z:;”i o 147.237.77.216 |dover.idf.il  [Mitiple Unauthorized UR. Access from5. 255, 253. 124 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 1
176. 219. 142. 119|Tur key 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/qar/ B ock 1
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 1
72.70.53. 102 Lhited Sates 147.237.72. 166 |aka.idf .i | Lhaut hori zed URL Access to ww aka.idf.il/sip storage/fil es/ B ock 1
188. 165. 15. 121 |Fance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1244- he/ at al . aspx B ock 1
84.108. 31. 21 | srael 147.237.77. 176 |natpash.idf.il |Uhauthori zed UR. Access to waw cogat.idf.il/tenpl ates/general /6 s3 B ock 1
66.249. 78. 166 |lLhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hebrew organization/iaf/669. stm B ock 1
120. 15.33.201 |Chi na 147.237.0.34 |tikshuv.idf.il |Miltiple Unauthorized URL Access from 120. 15. 33. 201 B ock 1
77.125.150. 144 |Israel 147.237.72. 166 |aka.i df . i Unknown Parameter __VI ENSTATEGENERATCR in None 1
wwv aka. i df . i |/ mai n/ sachar/f agsel ecti on. aspx
: s Unaut hori zed URL Access to
54.167.176. 81 Lhited Sates 147.237.77. 216 |dover.idf.il waw i df . i 1/ engl i sh/ announcenent s/ 2003/ may/ 19. st m Bl ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/undefined/ Bl ock 1
84. 228. 196. 232 I srael 147.237.72. 166 |aka. i of . i Wnknown Paranet er VI ENBTATEGENERATCR i n None 1
v aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
66. 249. 78. 173 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wan i df.il/894-en B ock 1
. . . . Lhaut hori zed URL Access to
120.15.33.201  |China 147.237.0.34  |tikshuv.idf.il wn ti kshuv. i df. i1/ nodul es/ f oruns/ sear chresul ts. aspx/ t r ackback/ Bl ock !
79.176.190.43 [ srael 147.237.77. 216 |dover. i of i1 |MItiPle Rullwidth/kal fw dth Lhi code Encoding on LR Parameter(+) from 15 1
79.176. 190. 43
61. 18. 88. 167 Hong Kong 147.237.77. 216 |dover.idf.il DOstributed PHP At enpt Bl ock 1
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9825- he/ r ef uah. aspx Bl ock 1
85. 65. 160. 131 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
70.167. 8. 42 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/592-4071-en/sb itemlevl B ock 1
37.142. 148. 144 |lsrael 147.237.72. 166 |aka.idf.il Lhaut hori zed UR. Access to ww aka. idf.il/https:/ww aka.idf.il/ B ock 1
157. 55. 39. 136 Lhited Sates 147.237.72. 166 |aka. i df. il Lhknown Paraneter itemd in ww aka.idf.il/kanmar/gall ery/ showpi cture. asp None 1
. . D stributed Unaut hori zed URL Access on
84.94.79. 247 | sr ael 147.237.72. 166 |aka. idf . i1 wwv aka. i df .il//sites/resources/chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock !
61.18. 88. 167 Hong Kong 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww idf.il/). htnb( B ock 1
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