03-30-2015-07:03:04 to 03-30-2015-08:03:04

@
1"PT SwNn [ )

gov IDF Under Attack

www.gov.il 03-30-2015-07:03:04

|Top Targets |
400"
i M dover.idf.il
3004 M nadimatal .idf.i
i W aka.idf.il
200+" Matal .idf.il
N”gber - B navy.idf i
Atacks 1007 B nat pash: i df: il
W refuah.idf.il
. Wiawidf.il
. . . ) : . l . & & . . . .
& @ %.‘\8\ & SO & S‘b \\.}c & ti kshuv. i df . i
& @ & > & & & T W idf.il
P (Q’Zr I\ 3 & \\{_
S & ¢ <
&
Top Tar get

[Top Attackers |

W 176. 12. 136. 233
176.12. 151. 210
[ 176. 12. 145. 188

82. 80. 25. 221
N”Z,ber Il 109. 253. 142. 90
Attacks M 2.54.180. 81

[ 176. 12. 143. 37

W 66. 249. 78. 166
176. 12. 146. 97

W 109. 253. 131. 151

Top Attackers



03-30-2015-07:03:04 to 03-30-2015-08:03:04

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

| Devi ce Action

|Count

189. 163. 229. 166 Mexi co 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 14
50. 190. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1l forvward 8
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 8
107. 195. 46. 44 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
73.186.106. 132 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-trafl forward 7
174. 22.238. 122 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
192. 147. 249. 189 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
66. 199. 67. 216 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1l forvard 6
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 5
67.87.181. 59 Lhited Sates 147.237.77.176 nat pash. i df . i | unbl ock-sp-traf 1 forward 4
68. 174. 136. 69 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-trafl forward 4
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 4
24.79. 193. 254 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
188. 165. 15. 148 Fance 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1l forvard 4
174.89. 72. 243 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-trafl forvard 4
99. 99. 54. 192 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
46. 165. 196. 12 Ger many 147.237.72. 166 aka.idf.il unbl ock-sp-trafl forward 3
95. 143. 61. 98 S tzerl and 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 3
107.222. 126. 193 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 f orward 3
188. 186. 22. 37 Russi an Federation 147.237.77.176 nat pash. i df . i | unbl ock-sp-traf 1l forvard 2
66. 249. 81. 218 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-trafl forvard 2
112. 216. 79. 146 Korea, Republic of 147.237.76. 202 e halag.idf.il B ock_Wp Al _Nets drop 2
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il unbl ock-sp-trafl forward 2
65. 55. 210. 57 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forvard 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 2
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 2
157. 55. 39. 137 Lhited Sates 147.237. 72. 166 aka.idf.il unbl ock-sp-trafl forvard 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-trafl forward 2
207.46.13.5 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forvard 2
157. 55. 39. 225 Lhited Sates 147.237.77.233 atal.idf.il unbl ock-sp-traf 1 f orward 2
37.76.221. 249 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
157. 55. 39. 67 Lhited Sates 147.237. 72. 166 aka.idf.il unbl ock-sp-trafl forvard 2
31. 186. 228. 62 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-trafl forward 2
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-trafl forward 1
162. 243. 210. 161 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 forvard 1
66. 249. 64. 150 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 1
92.247.181. 31 Bul gari a 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
17.142. 151. 235 Lhited Sates 147.237. 72. 166 aka.idf.il unbl ock-sp-traf 1l forvard 1
178. 255. 215. 87 France 147.237.72. 166 aka.idf.il unbl ock-sp-trafl forward 1
66. 249. 67. 132 Lhited Sates 147.237.77. 233 atal.idf.il unbl ock-sp-trafl forward 1
157. 55. 39. 126 Lhited Sates 147.237.77. 233 atal.idf.il unbl ock-sp-traf 1 forward 1
99. 248. 30. 120 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 1
69. 124. 104. 224 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1l forvard 1
31. 186. 228. 66 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-trafl forvard 1
66. 249. 81. 231 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-trafl forward 1
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-trafl forward 1
166. 137. 252. 17 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 1
124.232. 142. 220 Chi na 147.237.76. 86 navy.idf.il B ock_Udp Al Nets drop 1
66. 249. 64. 169 Lhited Sates 147. 237. 72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address

|S te |Name
109. 253. 80. 249 |l srael

|Davi ce Action |Count \
147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
46. 19. 85. 227 | srael 147.237.76. 42 refuah.idf.il|7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 250. 235. 46 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 27
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
79.179. 187. 69 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
217.11.61. 195 Ger nany 147.237.0. 17 mny- kosher -kravi .i df . il ET SCAN Potential SSH Scan 1
195. 93. 234. 8 | srael 147.237.77. 216 dover.idf.il portscan: TP D stributed Portscan 1
61. 240. 144. 66 Chi na 147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
184.7.148. 113 Lhited Sates 147.237. 0. 200 ndu. i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 235 svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
184.7.148. 113 Lhited Sates 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 158. 162. 40 Chi na 147.237.0. 35 akavs.idf.il ET SCAN Potential SSH Scan 1
184.7.148. 113 Lhited Sates 147.237.0.16 ny- kosher-kravi .i df.il ET SCAN Potential SSH Scan 1
59. 41. 39. 125 Chi na 147.237.8.50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
176.12. 144. 129 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
46. 165. 196. 12 Cer many 147.237.72. 166 aka idf.il portscan: TCP D stributed Portscan 1
85. 65. 1. 43 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 192 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
82.102. 169. 113 | srael 147.237.77. 216 dover.idf.il portscan: TP D stributed Portscan 1
27.50.132. 61 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.180.174. 182 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
213.57.180. 24 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
79.176.17.53 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 66 Chi na 147.237.0. 17 mny- kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
184.7.148. 113 Lhited Sates 147.237.0. 35 akaws. i df . il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
184.7.148. 113 Lhited Sates 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 158. 162. 40 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
184.7.148. 113 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59.41. 39. 125 Chi na 147.237. 8. 50 e. tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 142. 20. 210 Russi an Federation 147.237.77. 234 hal ag.i df .il Tehila - Perl LW wth fake user agent 1
46.19. 85. 51 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
27.50.132. 61 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te ‘I\/essage Acti on ‘Count
109. 253. 142. 90 |l srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmission. Packet Streaning Engi ne: TGP Inval i d drop 24
dr opped. Ret r ansni ssi on
2.54.180. 81 | srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 21
dr opped. Ret r ansni ssi on
109. 253. 131. 151 |1 srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmission. Packet Streaning Engi ne: TGP Inval i d drop 18
dr opped. Ret r ansni ssi on
176.12.146.97 |Israel 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 18
dr opped. Ret r ansni ssi on
176.12.143.37 |Israel 147.237.77. 216 |dover. i of .| V3 1 d segnent retransnission. Packet Streaning Engi ne: TGP Inval i d drop 18
dr opped. Ret r ansni ssi on
190. 237. 114. 24 |Peru 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 16
dr opped. Ret r ansni ssi on
168. 63. 200. 167 |Wnited Sates  |147. 237.77. 216 |dover. i of .| V& 1d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 14
dr opped. Ret r ansni ssi on
190. 43. 133. 151 |Reru 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 12
dr opped. Ret r ansni ssi on
69.41.14.215  |United Qates |147. 237. 7. 216 |dover. i af i || Va 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 12
dr opped. Ret r ansni ssi on
176.12.139.85 [ srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 12
dr opped. Ret r ansni ssi on
109. 253. 130. 52 | srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmission. Packet Streaning Engi ne: TGP Inval i d drop 12
dr opped. Ret r ansni ssi on
66.249.81.212 |United Qates |147. 237. 7. 216 |dover. i o .i|| "V 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 12
dr opped. Ret r ansni ssi on
66.249.78.166 |United Qates |147. 237. 77. 216 |dover. i af i/ VA 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 10
dr opped. Ret r ansni ssi on
109. 253. 142. 91 [Israel 147.237.72. 166 |aka i df .i| | V31 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 8
dr opped. Ret r ansni ssi on
85. 130. 226. 9 | srael 147.237.72. 166 |aka.idf.il |Hrst packet isn't SYN drop drop 7
80. 246. 130. 108 |l srael 147.237.77.233|atal .idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 6
176. 12. 146. 7 — 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sreamlng Enjgl ne: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
109. 253. 136. 67 |Israel 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmission. Packet Streaning Engi ne: TGP Inval i d drop 6
dr opped. Ret r ansni ssi on
109 253.156.4 |1 srael 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sreamlng Enjgl ne: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
80. 246. 130. 108 |l srael 147.237.77.233|atal .idf.il|l nval id ACK nunber Bad TCP sequence al ert
109. 253. 139. 34 | srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransnission. Packet Streaning Engi ne: TGP Inval i d drop 6
dr opped. Ret r ansni ssi on
176.12.143.98 [ srael 147, 237.77. 216 |dover i df .|V 1 d segnent retransmssion. Packet  Streamng Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
212.235.13. 12 | srael 147.237.72. 166 |aka.idf.il |Hrst packet isn't SYN drop drop 5
46.19. 85. 169 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 4
220.255.1.109  |S ngapore 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sreamlng Enjgl ne: TGP Invalid drop 4
dr opped. Ret ransni ssi on
176.12. 137. 171 |1 srael 147 237.72. 166 laka i df il Invalid segnent retransnission. Packet Sreannng Et:lgl ne: TGP Invalid drop 4
dr opped. Ret r ansni ssi on
220.255.1.115  |S ngapore 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sreamlng Enjgl ne: TGP Invalid drop 4
dr opped. Ret ransni ssi on
79.178.60. 218 |Israel 147. 237. 77. 216 |dover.. i df . | fz;;e”ansm” w th different w ndow Bad TCP sequence al ert 4
109. 253. 149. 1811 srael 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sreamlng Enjgl ne: TP Invalid drop 4
dr opped. Ret r ansni ssi on
109. 253. 138. 93 |1 srael 147 237.72. 166 laka i df il Invalid segnent retransnission. Packet S ream ng Et:lgl ne: TGP Invalid drop 4
dr opped. Ret r ansni ssi on
79.178. 60. 218 | srael 147.237.77. 216 |dover.idf.i ::'; ;et ransmt with different wndow Bad TCP sequence noni t or 4
109. 253. 130. 211 |1 srael 147 237.72. 166 laka i df il Invalid segnent retransnission. Packet Sreannng Et:lgl ne: TGP Invalid drop 4
dr opped. Ret r ansni ssi on
46. 19. 85. 255 | srael 147.237.77. 216 |dover.idf.i|l nval id ACK nunber Bad TCP sequence noni t or 3
2.52.152.172 | srael 147.237.77. 216 |dover.idf.i|l nval i d sequence nunier Bad TCP sequence noni t or 2
189. 221. 250. 201 |Mexi co 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
66.249. 81,218 |United Qates |147. 237. 7. 216 |dover. i o i\ Va 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 2
dr opped. Ret r ansni ssi on
31. 186, 228. 63 u_1| ted 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sreamlng Enjgl ne:. TGP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
46. 19. 85. 55 | srael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence noni t or
207. 241. 229. 212|Wnited Qates  |147. 237. 7. 216 |dover. i o i/ VA 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 2
dr opped. Ret r ansni ssi on
31. 186. 228. 90 u_1| ted 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnissi on. Packet Sreammg El_wgl ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
199. 203. 215. 1 | srael 147.237.76.86 [navy.idf.il|lnvalid ACK nunber Bad TCP sequence alert 2
207.241.237. 101|Wnited Qates  |147. 237. 7. 216 |dover. i o i/ VA 1 d segnent retransmssion.  Packet Streaning Engi ne: TGP Inval i d drop 2
dr opped. Ret r ansni ssi on
31. 186, 228. 28 Ujlted 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnissi on. Packet Srearmng El_wg| ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
220.255.1.149  |< ngapore 147. 237. 77. 216 |dover i of . i Inval i d segnent retransnission. Packet Sreani ng El_wgl ne: TGP Invalid drop 2
dr opped. Ret r ansni ssi on
31. 186, 228. 94 Ujlted 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnissi on. Packet Srearmng El_wg| ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
199. 203. 215. 1 | srael 147.237.76.86 [navy.idf.il|lnvalid ACK nunber Bad TCP sequence noni t or 2
2.52.152.172 | srael 147.237.77. 216 |dover.idf.i|l nval id ACK nunber Bad TCP sequence alert 2
176.12.149.43 [ srael 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Bngi ne: TGP Inval i d drop 2
dr opped. Ret ransni ssi on
31. 186. 228. 31 U_1| ted 147. 237. 77. 216 |dover i of . Inval i d segnent retransnission. Packet Sreannng Er_]gl ne: TP Invalid drop
Ki ngdom dr opped. Ret r ansni ssi on
192.116. 175. 122]l srael 147.237.72. 166 |aka.idf.il |l nvali d ACK nunber Bad TCP sequence noni t or 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘ Target Address |Ste

Devi ce

‘Count

Country

Action

176. 12. 136. 233 |l srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from 176. 12. 136. 233 |B ock 264
176.12. 151. 210 |lsrael 147.237.0.19 |[nadimatal .idf.i|D stributed Too Many of the Sane Response Code (404) B ock 106
176.12.145. 188 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 31
194. 90. 237. 50 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
207.46.13.112 |lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 112 B ock 3
S D stributed Lhaut horized URL Access on
46. 19. 86. 101 | srael 147.237.72. 166 |aka. i df .i | i aka, i df i 1// i /' abanut / vebr esour ce. axd B ock 3
188. 165. 15. 196 |FRance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 3
176. 12. 140. 228 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 3
66.249.78.159 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 2
66.249.78.173 |lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
109. 253. 142. 91 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 158. 25 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.177.104.119 |Israel 147.237.72. 166 |aka. i df . Distributed thaut horized URL Access on B ock 1
wan aka. i df . il // nmai n/ rabanut / webresour ce. axd
66.249.78.159 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
109. 253. 136. 168|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 130. 211|l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
80.179. 190. 242 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/nain/scripts/css3pie. htc B ock 1
68.180.228. 117 |lited Sates |147.237.76.86 |navy.idf.il Wnaut hori zed LRL Access to B ock 1
waw navy. i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
109. 253. 143. 149|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 133. 198]|I srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.12.151. 106 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
176. 12. 143. 28 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 65. 198. 169 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
125.27.79.224  |Thailand 147.237.77. 216 |dover.idf.i|  |UNknown HITP Request Method GOOKin URL Bl ock 1
wa i df . il /1116- en/ dover . aspx
79.178.60.218 |israel 147. 237.77. 216 |dover. i df .i | Mitiple Fullw dth/Hal fwidth Uhicode Encoding on LRUParaneter(+) from g5 1
79.178. 60. 218
109. 253. 137. 83 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
R O stributed Unaut hori zed URL Access on
176. 12. 149. 54 | srael 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/  ef uah. aspx B ock 1
109. 253. 130. 216|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.94. 99. 81 I'sr ael 147.237.72. 166 |aka.i df . Unknown Paraneter _VI ENETATEGENERATCR i n None 1
aka.idf.il/nai n/ sachar/hone. aspx
176.12.137. 171 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 144. 165|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
68.180.228. 117 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0116-1.stm B ock 1
109. 253. 133. 223l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Unknown Par anet er VI EASTATEGENERATCR i n
62.90. 111. 233 | srael 147.237.72. 166 |aka.idf .il v aka, i df i 1/ i n/sEhar/regi strati onvi zar d st ep3. aspx None 1
176.12.143. 173 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 67. 132. 220 |l srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/nain/giyus/login. aspx None 1
157.55. 39. 6 Lhited Sates |147.237.77.216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157.55. 39. 6 B ock 1
79.179. 187. 69 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
109. 253. 138. 93 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 131. 213l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
31.168.90.249 |[Israel 147.237.72. 166 |aka. i df . Unknown Paraneter _M EVETATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/tfasi maspx
176. 12. 150. 89 | srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.109. 69. 155 I srael 147.237. 72. 166 |aka. i o .i thknoun Paranet er __W EVETATEGENERATCR i n None 1
aka. i df.il/mai n/sachar/f orgot passwor d. aspx
176. 12. 140. 147 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 145. 168l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 134. 207l srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Czech s Unknown Par anet er VI EWNSTATEGENERATCR i n
62.168. 35. 68 Republ i ¢ 147.237.72. 166 |aka. i df .11 v aka. i df . i |/ nai n/ sachar / decl ar at i onexpl anat i on. aspx None !
176.12. 143. 244 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 129. 249]|l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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