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Attacker Address | Attacker Country | Target Address |veb Ste | gnature |Device Action  |Count |
216.126. 116. 149 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1l forward 14
207.46.13.5 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 13
32.214. 4. 77 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 12
136. 243. 36. 97 Ger nany 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 11
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 9
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 9
150. 207. 146. 129 Australia 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1l forward 9
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
76. 28. 45. 182 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 6
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 6
157.55. 39. 6 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
73. 46. 244. 69 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1l forward 5
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
213. 6.213. 38 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
75.76.78.73 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
108. 246. 1. 119 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 f orward 4
207. 46. 13. 16 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
5. 255. 253. 124 Russi an Federation 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1l forward 4
157. 55. 39. 137 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 4
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
177.241. 33. 74 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
188. 165. 15. 148 France 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 f orward 3
157. 55. 39. 67 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
173.192. 238. 44 Lhited Sates 147, 237.72. 166 aka.idf.il unbl ock-sp-traf 1l forward 2
5. 255. 253. 222 Russi an Federation 147.237.77. 233 atal.idf.il unbl ock-sp-traf 1 forward 2
66. 249. 67. 34 Lhited Sates 147.237.77. 233 atal.idf.il unbl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
95. 90. 230. 41 Ger many 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
68. 180. 228. 232 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
198. 46. 140. 162 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ock Np Al Net drop 1
66. 249. 78. 31 Lhited Sates 147.237.77. 226 v chanat z. aka. i df .i | unbl ock-sp-traf 1 forward 1
157. 55. 39. 67 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | unbl ock-sp-traf 1 forward 1
207.46. 13. 2 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | unbl ock-sp-traf 1 forward 1
188. 165. 15. 26 France 147.237.0.34 tikshuv.idf.il unbl ock-sp-traf 1 forward 1
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
157.55. 39. 178 Lhited Sates 147.237.0.34 tikshuv.idf.il unbl ock-sp-traf 1 f orward 1
37.140. 141. 19 Russi an Federation 147.237.77. 233 atal.idf.il unbl ock-sp-traf 1 forward 1
207. 46. 13. 79 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | unbl ock-sp-traf 1 forward 1
95. 108. 158. 146 Russi an Federati on 147.237.0. 34 tikshuv.idf.il unbl ock-sp-traf 1 forward 1
71.214. 80. 245 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
198. 46. 140. 162 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Np All Net drop 1
66. 249. 78. 89 Lhited Sates 147.237.77.74 lawidf.il unbl ock-sp-traf 1 f orward 1
66. 249. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
157. 55. 39. 126 Lhited Sates 147.237.77. 233 atal.idf.il unbl ock-sp-traf 1 forward 1
23. 95. 248. 132 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
217.12.204. 117 Lkr ai ne 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
81. 23. 58. 73 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
66. 249. 67. 42 Lhited Sates 147.237.77.233 atal.idf.il unbl ock-sp-traf 1 f orward 1
157. 55. 39. 215 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 1
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82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
46. 19. 86. 182 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 64. 121 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sA (2) 2
1.93.17.42 Chi na 147.237.72.14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
117. 40. 240. 221 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
91. 224, 132. 118 Russi an Federation 147.237.76. 202 e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.6.132. 45 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NMAP -sS wi ndow 3072 1
209. 126. 72. 56 Lhited Sates 147.237.72. 167 i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
61. 240. 144. 66 Chi na 147.237.76. 30 hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
200. 186. 180. 52 Brazil 147.237.8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
200. 186. 180. 52 Brazil 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
1.93.17. 42 Chi na 147. 237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
117. 40. 240. 221 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
1.93.17. 42 Chi na 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
117. 40. 240. 221 Chi na 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
117. 40. 240. 221 Chi na 147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
218.6.132. 45 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91. 224, 132.118 Russi an Federation 147.237.76. 197 e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
217.11.61. 195 Cer many 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
200. 186. 180. 52 Brazil 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
200. 186. 180. 52 Brazil 147.237.8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77.179 enazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 186. 180. 52 Brazil 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
5.196. 147. 122 Cer many 147.237. 72. 156 aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
117. 40. 240. 221 Chi na 147. 237.76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
1.93.17.42 Chi na 147.237.76. 148 ggcenter. aka. i df.il ET SCAN Potential SSH Scan 1
117. 40. 240. 221 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
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66.249.78.173 |wited Sates  |147.237.77. 216 |dover.idf . il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 24
dr opped. Ret r ansni ssi on

66.249.78.166 |wited Sates  [147.237.77.216|dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 18
dr opped. Ret r ansn ssi on

66.249.78.159 |tited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 14
dr opped. Ret r ansni ssi on

188. 120. 148. 225|l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

77.237.138.202 |Czech Republic |147.237.77.61 |e.cogat.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 2

220.255.1.117 |d ngapore 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet |Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on

171.96.24.54  |Thail and 147. 237. 77. 216 |dover . i f . i t‘gggzgt'ej ection pattern found in Header Rgj ection monitor |1

203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

184.105. 139. 111|lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1

62.212. 82. 33 Net her | ands 147.237.76.86 |navy.idf.il ?:Sz;trej ection pattern found in Header Rgj ection noni t or 1

141.212.122.36 |lhited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

141.212.122.41 |lLhited Sates 147.237.77.61 |e.cogat.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

188. 120. 148. 225|l srael 147.237.77. 243 |nobi le.idf . i1 Invalid ACK nunber Bad TCP sequence noni t or 1

146. 185. 239. 104 RJSIS:;ni on 147.237.72. 217 |e.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1

194.72.238.241 |Uhited Kingdom |147.237.77.216 |dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
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Attacker Address |Attacker Qountry ‘Tar get Address |Ste Action ‘Count
36.251.84.135 |China 147.237. 77. 170 |na@arachot . i df .i | Mil tiple Admn B ocking from36.251. 84. 135 B ock 7
104. 255. 66. 214 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 6
2.54.51. 93 | srael 147.237.77. 243 |nobi | e.i df .i | Mil ti pl e Whaut hori zed URL Access from 2. 54.51. 93 B ock 3
66.249.78.159 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 3
157. 55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 157.55. 39. 6 B ock 3
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 3
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 3
207.46.13.112 |Whited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207. 46.13. 112 B ock 2
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
46.237.207. 196 |Ger many 147.237.0.17 Imny' kosher-kravi. 1df.i |oq 1yt raceabl e Connection - Lnknown Server Certifi cate None 1
171. 96. 24. 54 Thai | and 147.237.77. 216 |dover.idf.il Enmail collector robots 14 B ock 1
77.127.193. 102 |lsrael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
: C e Unaut hori zed URL Access to
66. 249. 64. 150 Lhited Sates 147.237.77. 216 |dover.idf.il waw i df i 1/ araf at/ cont i nuat i o/ engl i sh/ i ndex2. stm Bl ock 1
. . Uhaut hori zed URL Access to
188.165. 15. 196 |France 147.237.77.216 |dover . i df .11 wawv. i df . i |/ hebr ew announcenent s/ 2002/ j une/ mazen. st m Bl ock !
149. 78. 247. 254 |Wnited Sates 147. 237.72. 166 |aka i cf . i | WUnknown Paranet er __VI EVETATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ hone. aspx
71.214.80.245 |Whited Sates 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
: S Unaut hori zed URL Access to
207. 46. 13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il v df i1/ newsi t e hebr ew 0708- 1. st m B ock 1
62.212.82. 33 Net her | ands 147.237.76.86 |[navy.idf.il Enail collector robots 14 B ock 1
171.96. 24. 54 Thai | and 147.237.77. 216 |dover.idf.il el | Hoar di ng Bl ock 1
. . . Lhknown Paraneter catid in
91. 200. 12. 28 Lkr ai ne 147.237.72. 166 |aka.idf .il vwwe aka. i of . i | / i v har ech rd nassl ul i ki st . aspx None 1
L Unaut hori zed URL Access to
2.54.51.93 | srael 147.237.77. 243 |nwbi | e. 1 df .11 nobi | e. i df i1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock !
194. 72.238. 241 |United Ki ngdom 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to / Bl ock 1
213.6.213.38 zlcis;ilg(ljan Territory, 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 1
62.212.82. 33 Net her | ands 147.237.76.86 |[navy.idf.il e | Hoar di ng B ock 1
180. 189. 144. 220|Austral i a 147.237. 72. 166 |aka. i df . Wnknown Paraneter __VI EVBTATECENERATCR | n None 1
waw aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
93.158.145.28 [Russian Federation  |147.237.76.86 |navy.idf.il Wnaut hori zed R Access to Bl ock 1
waw navy. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
36.251.84.135 |China 147.237. 77. 170 |na@arachot . i df .i | Adm n Bl ocki ng B ock 1
207.46.13. 2 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df . i1 |Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 1
75.104. 13.0 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from75.104.13.0 B ock 1
217.12.204. 117 |Wkrai ne 147. 237. 77. 216 |dover. i of . i | Wnauit hor i zed LRL Access to B ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
: . . Uhaut hori zed URL Access to
66. 249. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il v i o .i |/ araf at / engl | shYi ndexL. stm B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
66.249.78.173 |lnited Sates 147. 237. 77. 216 |dover. i df . Wnauit hor | zed URL Access Lo B ock 1
w i df . i |/ newsi t e/ engl i sh/ mai n. asp
: R Unknown Paraneter docld in
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf .il vow aka. i o i1/ shal i shut/si tef cour se. aspx None 1
Unaut hori zed URL Access to
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il wae i df . i1/ engl i sh/ announcenent s/ 2002/ april /bargutiterror.st |B ock 1
m
75.104. 13.0 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw i df.il/shared/clientscripts/{O} |B ock 1
s Unaut hori zed URL Access to
220.255.1.151 |S ngapore 147.237.77. 216 |dover.idf.il waw i df . i |/ nawy/ si tel tenpl at es/ honepage. asp B ock 1
66.249. 64.146 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
115.25.81. 72 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/aman B ock 1
: R Unaut hori zed URL Access to
66. 249. 78. 236 Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ scr i pt r esour ce. axd Bl ock 1
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