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Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
71.217.105. 199 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 20
24.166. 126. 42 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 17
86. 157. 178. 43 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 16
213.6.213. 38 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 13
24.166. 126. 42 Lhited Sates 147.237.77. 176 nat pash. i df .i | unbl ock-sp-traf 1 f orward 9
157. 55. 39. 67 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 8
37.140. 141. 27 Russi an Federation 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 8
206. 45. 49. 87 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
67.85.192. 37 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 6
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 6
67.243.187. 109 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 6
207. 46.13. 112 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 6
157. 55. 39. 225 Lhited Sates 147.237.77. 234 hal ag.idf.il unbl ock-sp-traf 1 forward 5
74.79.55. 236 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
5. 255. 253. 124 Russi an Federation 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
188. 165. 15. 148 France 147.237.72. 166 aka. idf.il unbl ock-sp-traf 1 f orward 5
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
108. 219. 238. 162 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
46. 252. 109. 2 Tur key 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 4
203. 26.177. 2 Australia 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 3
207.46. 13.79 Lhited Sates 147.237.72. 166 aka idf.il unbl ock-sp-traf 1 f orward 3
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
207.46.13.5 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
157. 55. 39. 137 Lhited Sates 147.237.72. 166 aka. idf.il unbl ock-sp-traf 1 f orward 3
207. 46. 13. 16 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
66. 249. 64. 4 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 2
157.55. 39. 6 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
217.69. 132. 140 Russi an Federation 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
74.79.87.173 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 2
68. 180. 228. 232 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 2
166. 137. 252. 94 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
77.75.73.17 Czech Republic 147.237.72. 166 aka idf.il unbl ock-sp-traf 1 forward 2
23.95. 248. 132 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Np Al _Net dr op 1
119. 69. 251. 229 Korea, Republic of 147.237. 76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka idf.il unbl ock-sp-traf 1 f orward 1
180. 76. 6. 52 Chi na 147.237.77. 176 nat pash. i df . i | unbl ock-sp-traf 1 forward 1
24.184. 27. 89 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
77.75.73.17 Czech Republic 147.237.72. 167 ishurimaka.idf.il unbl ock-sp-traf 1 forward 1
198. 46. 140. 162 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Block Np Al _Net drop 1
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 1
24.114. 25. 160 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 1
66. 249. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
180. 76. 6. 54 Chi na 147.237.77.176 nat pash. i df.i | unbl ock-sp-traf 1 f orward 1
157. 55. 39. 125 Lhited Sates 147.237.77.170 naar achot . i df .i | unbl ock-sp-traf 1 forward 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
196.47.173. 21 Qte Dlvoire 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 170 Japan 147.237.76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
43.255.191. 170 Japan 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federation 147.237.8.14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237. 76. 86 navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.255.191. 170 Japan 147.237. 8. 28 e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 170 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77. 226 wawn chamat z. aka. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 170 Japan 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 170 Japan 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43.255. 191. 170 Japan 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.0. 16 ny- kosher-kravi .i df il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 72. 56 Lhited Sates 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
196. 47.173. 21 te Dlvoire 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 2048 1
43.255.191. 170 Japan 147.237.76. 148 gocenter. aka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN Potential VNC Scan 5800- 5820 1
43.255.191. 170 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.255.191. 170 Japan 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91. 224,132,118 Russi an Federation 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 170 Japan 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.77. 227 e hamaz.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 170 Japan 147.237.77.176 nat pash. i df . il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43.255. 191. 170 Japan 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147. 237. 0. 200 . i df i |l ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 170 Japan 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
196.47.173. 21 Qte Dlvoire 147.237.77. 243 nobi | e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
43. 255. 191. 170 Japan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
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Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Massage

Inval i d segnent retransnission.

Sreaning Engine: TP Invalid

74.79.55. 236 Lhited Sates 147.237.77. 216 |dover.idf .il Packet dr opped. Ret r ansmi ssi on drop 32

74.79.87.173  |Wwited Sates 147.237.77. 216 |dover.icf i1 [.val 1 d segnent retransmssi on. Streaning Engi ne: TGP Inval i d drop 12
Packet dropped. Ret r ansn ssi on

46. 19. 86. 16 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6

46.19. 85. 125 | srael 147.237.76.86 |navy.idf.il Invalid ACK nunber Bad TCP sequence noni t or 5

66.249.78.159 |nited Sates 147.237.77. 216 |dover.icf i1 |.val1d segment retransmssi on. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

207. 241. 237. 223|Wnited Sates 147.237.77. 216 |dover.icf. i1 [."valld segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

66.249.78.173 |Wnited Sates 147.237.77. 216 |dover.icf i1 |.val1d segment retransmssi on. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

213. 6. 213. 38 g‘ijcis;i':"ja” Tertitory, 1947 237.77. 216 |dover.icf i1 |Arst packet isnt SW drop dr op 2

149.78.117. 218 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

46.117.82.75  |Israel 147.237.72. 166 |aka. i df .i | Failed to generate IP packet from o oo nens drop 1
fragnent s

79.179.172. 80 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

184. 105. 247. 224|lhited Sates 147.237.76. 197 |e. hi nush. i df . i1|Geo-1 ocati on i nbound enf orcenent |Geo-1ocation enf or cenent drop 1

141.212.122.34 |Lhited Sates 147.237. 76. 198 |e. yohal an. i df . i|Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent dr op 1

46. 19. 85. 39 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.37 |lhited Sates 147.237.76.201|e.atal.idf.il |Geo-1ocation i nbound enforcenent |Geo-1ocation enfor cenent drop 1

149.78.117. 218 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Unauthorized URL Access from 157.55. 39. 6 B ock 5
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 5
66.249. 78. 159 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 4
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 3
86.163. 245. 121 |United Ki ngdom 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
90. 54. 116. 102 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 2
219. 160. 217. 133|Japan 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel english/nain. asp B ock 2
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | /994- 8613- hel navy. aspx. aspx B ock 2
207.46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 2
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wawn i df.il/newsite/english/journal.stm B ock 1
66.249. 78. 111 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Uhaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
213.6.213.38 glcis;ilgéan Territory, 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
70.54.123. 21 Canada 147.237.72. 166 |aka. i df. il Unknown Paraneter VI BASTATECENERATCR i n aka. i df . il /nai n/ sachar/ None 1
66. 249. 69. 15 Lhited Sates 147.237.72. 156 |anan. i df .i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx Bl ock 1
Uhaut hori zed URL Access to
207. 46. 13. 52 Lhited Sates 147.237. 77. 170 |n@ar achot . i df . i ||www. maar achot . i df . i |/ pdf/fil es/ 5/ 109335. pdf A—Al A—a€A—A?- A—a€|B ock 1
?A—a€?A—Al A—_A"A—a€?
108. 219. 238. 162|lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
37.237.200. 87 Irag 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawwidf.il/qar/ B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
70.54.123.21  |canada 147.237. 72. 166 |aka i df .i Unknown Parameter __VI ENBTATEGENERATCR in None 1
aka.idf.il/nai n/sachar/payslips. aspx
66. 249. 73. 240 Lhited Sates 147.237.77. 170 |n@ar achot . i df . i I|Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
207.46.13.112 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 207. 46.13. 112 B ock 1
66.249.78.160 |lhited Sates 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to www aka.idf.il/mluini/tenpl ates/ nmain.asp |B ock 1
: s Unaut hori zed URL Access to
54.89.118.108 |Whited Sates 147.237.77. 216 |dover.idf.il Wi of i 1/dai |y stati sti cs/ engl i shY g aph6. st m B ock 1
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
207. 46. 13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/english/1212-3.stm Bl ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 42 B ock 1
R Unaut hori zed URL Access to
62.210.114. 129 |Fance 147.237.76.42 |refuah.idf.il whw refua. atal i of i 1/sip storagel fil es/ 8 3198. pof/t r ackback/ B ock 1
66. 249. 78. 97 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Uhaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
Pal estinian Territory, . . D stributed Unaut hori zed URL Access on
213.6.213.38 | o0l TL N147.237.77. 216 fdover i i1 | o 7P S T Sdover . aspx Bl ock 1
157. 55. 39. 197 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1241- he/ at al . aspx B ock 1
68. 180. 228. 232 |lhited Sates 147.237.72. 166 |[aka. i df.i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66. 249. 64. 150 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww idf.il/tenpl ates/articl e/ watch Bl ock 1
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