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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action | Count |
79. 183. 59. 98 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 74
109. 147. 224. 111 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 15
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 11
213. 6.214. 162 Pal estinian Territory, Qcupi ed 147.237.77.176 nat pash. i df . i | unbl ock-sp-traf 1 forward 10
188. 161. 178. 249 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 10
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 10
89. 133. 143. 216 Hungary 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 8
80. 121. 85. 17 Austria 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 8
94.193. 189. 217 United Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 8
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
212.34.12. 187 Jor dan 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 7
41.68. 151. 61 Egypt 147.237.77. 176 nat pash. i df . i | unbl ock-sp-traf 1 forward 7
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 6
207.46.13. 16 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
5. 255. 253. 124 Russi an Federation 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
98. 169. 176. 36 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
145.118. 111. 128 Net her | ands 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
157. 55. 39. 137 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 4
166. 137. 252. 46 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
207.46.13.5 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 4
157. 55. 39. 42 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 4
69. 124.42.0 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
62. 24. 252. 133 Uni t ed Ki ngdom 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
91.10. 65. 114 Cer many 147.237.77.176 nat pash. i df i | unbl ock-sp-traf 1 forward 3
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
78. 147. 230. 206 Unit ed Ki ngdom 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
212.174.166. 140 Tur key 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 2
71.82.208.223 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
37.140. 141. 27 Russi an Federation 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 2
68. 180. 228. 232 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 2
213. 6.214. 162 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
77.75.73.17 Czech Republic 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
207.46. 13. 112 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 2
87.150. 188. 146 Cer many 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
204. 237.22. 235 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
66. 249. 93. 245 Lhited Sates 147.237.72. 166 aka idf.il unbl ock-sp-traf 1 forward 1
66. 249. 64. 150 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
162. 243. 210. 161 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
41. 68. 151. 61 Egypt 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 1
207. 46.13. 79 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | unbl ock-sp-traf 1 forward 1
178.215.171. 252 Lkr ai ne 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 forward 1
107. 154. 64. 10 Lhited Sates 147.237.76. 30 hi nush. i df .i | L4 Source or Dest Port Zero drop 1
208. 184. 77. 186 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
205. 203. 135. 1 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
68. 55. 11. 54 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orward 1
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 1
157.55. 39. 6 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 f orvar d 1
207.46.13. 89 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 75. 110 Lhited Sates 147.237. 76. 86 navy.idf.il ET SCAN NVAP -sA (2) 2
217.91.181. 112 Cer many 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
217.11.61. 195 Ger many 147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
182.190. 172. 137 Paki st an 147.237.77. 216 dover.idf.il Xenu Link Seuth User Agent 1
106. 120. 209. 145 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
218. 205. 151. 198 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
217.91.181. 112 Ger many 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
217.91.181.112 CGer many 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -f -sS 1
106. 120. 209. 145 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 66 Chi na 147.237.77.178 e. nat pash.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
218. 205. 151. 198 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Target Address |Ste

94.252.144.35 |Syrian Arab Republic |147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 41
189.32.88.90  |prazil 147. 237.77. 216 |dover. i df .1 Invalid segnent retransmssion. Streaning Engine: TP Invalid o o 40
Packet dropped. Ret r ansni ssi on
188. 161, 178, 249| A SStinan Territory, )12 537 77 216 |dover. i of i SWNretransmt wth different Bad TCP sequence monitor |11
Qccupi ed w ndow scal e
46. 19. 85. 200 | srael 147.237.72. 166 |aka.idf . il Inval id ACK nunber Bad TCP sequence noni t or 9
66.249.78.159 |nited Sates 147.237.77. 216 |dover. i of . i Invalid segent retransmssion. Streaning Bngine: TP Invalid o o) 8
Packet dropped. Ret r ansni ssi on
66.249.78.166 |lnited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engine: TP Invalid o o) 8
Packet dropped. Ret r ansni ssi on
66.249.78.173 |Wnited Sates 147.237.77. 216 |dover. i of . i Invalid segent retransmssion. Streaning Bngine: TP Invalid o o) 8
Packet dropped. Ret r ansni ssi on
64. 105. 104. 15 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
8. 37.227. 68 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 5
75.70. 21. 209 Lhited Sates 147.237.77. 216 |dover.idf.il SYN retransmt wth different Bad TCP sequence alert 3
wi ndow scal e
89. 138. 4. 126 | srael 147.237.72. 156 |anan.i df . il Frst packet isn't SN drop drop 3
70.39.186.218 |Satellite Provider 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 3
75.70.21.209  |wited Sates 147. 237. 77. 216 |dover. i of . i | SWNretransmt wth different Bad TCP sequence monitor |3
wi ndow scal e
46.19. 85. 91 | srael 147.237.77. 243 |nobile.idf.i | Inval id ACK nunber Bad TCP sequence noni t or 3
66.249.78.153 |Wited Sates 147.237.72. 166 |aka. i f . Invalid segnent retransmssion. Streaning Bngine: TP Invalid o o) 2
Packet dropped. Ret r ansn ssi on
70.39.187.108 |Satellite Provider 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 2
109. 253. 133. 250|1 srael 147.237.0.19  |macimatal .icf.j1 |/V@1d segnent retransmssion. Sreanng Engine: TP Invalid |, 2
Packet dropped. Ret r ansni ssi on
8. 37.228. 77 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 2
178. 215. 171. 252|\krai ne 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engine: TP Invalid o o) 2
Packet dropped. Ret r ansni ssi on
197. 40. 160. 195 |Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
188. 120. 148. 159|l srael 147.237.76. 42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 194 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
198. 20. 69. 74 Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1
5. 102. 254. 214 | srael 147.237.77. 234 |hal ag.idf . il Inval id ACK nunber Bad TCP sequence noni t or 1
109. 253. 138. 149l srael 147.237.77. 233 |atal .idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
38.229.1.15 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
188.138.1.218 |Ger many 147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 1
144.76. 39. 51 Cer many 147.237.8.24 |e.lifestyle.idf.il |Geo-|ocation inbound enforcenent [Geo-|ocation enforcenent drop 1
46. 19. 85. 2 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
5.22.129. 166 | srael 147.237.72. 166 |aka.idf . il FHrst packet isn't SN drop drop 1
46. 19. 86. 149 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
8. 37.227. 69 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
144.76. 39. 51 CGer many 147.237.76.201|e.ata .idf.il Geo- | ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 1
84.229. 76. 81 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence alert 1
46.19. 85. 91 | srael 147.237.77. 243 |nobi le.idf . il Inval id ACK nunber Bad TCP sequence alert 1
5.22.129. 166 | srael 147.237. 72. 166 |aka. i df . i SYN retransmt wth different Bad TCP sequence noni t or 1
wi ndow scal e
75.70.21. 209 Lhited Sates 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
46.117. 251. 236 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
84.229. 76. 81 | srael 147.237.72. 166 |aka.i df . il Inval id ACK nunber Bad TCP sequence noni t or 1
5.22.129.229 | srael 147.237.72. 166 |aka.idf . il Inval id ACK nunber Bad TCP sequence noni t or 1
109. 253. 138. 149l srael 147.237.77. 233 |atal .idf.il I nval i d ACK nunber Bad TCP sequence alert 1
75.70. 21. 209 Lhited Sates 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46. 120. 206. 73 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
37.46. 39. 221 | srael 147.237.77. 216 |dover.idf.il I nval id ACK nunber Bad TCP sequence noni t or 1
87.69. 102. 193 | srael 147.237.77. 170 [m@arachot .idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te Action ‘Count
213.57.162.74 |israel 147.237.72. 166 |akaicf i1 |P Stributed hauthorized LR Access on B ock 10
ww aka. i df . i | //nai n/rabanut / webr esour ce. axd
66.249.78.159 |lhited Sates |147.237.77.216|dover.idf.il |[Miltiple Wauthorized URL Access from 66.249. 78. 159 B ock 7
31.44.136.186 |Israel 147.237.72. 166 |akaidf i1 |D StTibuted tnauthorized LRL Access on B ock 6
wan aka. i df . il// mai n/ rabanut / webr esour ce. axd
157.55. 39. 6 Lhited Sates |147.237.77.216|dover.idf.il |Miltiple Uhauthorized URL Access from 157.55. 39. 6 B ock 4
66.249.78.166 |lhited Sates |147.237.77.216|dover.idf.il [Miltiple Unauthorized URL Access from 66. 249. 78. 166 B ock 4
66.249.78.173 |lhited Sates |147.237.77.216|dover.idf.il [Miltiple Unauthorized URL Access from 66.249. 78. 173 B ock 4
207.46.13. 16 Lhited Sates |147.237.77.216|dover.idf.il |Miltiple Uauthorized URL Access from 207. 46. 13. 16 B ock 4
109. 253. 128. 39 |l srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka.idf.il/nai n/ haredi niwebresource. axd B ock 3
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
176. 12. 144. 75 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
157. 55. 39. 42 Lhited Sates |[147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 157.55. 39. 42 B ock 2
80. 246. 138. 240 |l srael 147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
66. 249. 78. 160 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter list in ww aka.idf.il/negurininews/ None 1
46.120.12.58  |Israel 147.237.72. 166 |aka idf i1 [Known Parameter VI EVETATEGENERATOR i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
188. 165. 15. 196 |Fance 147.237.77.216|dover.idf.il |Uhauthorized URL Access to waw idf.il/navy/ B ock 1
109. 253. 143. 184 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
’ S Unhaut hori zed URL Access to
207.46.13.79 United Sates |147.237.72. 166 |aka i df .11 wn aka. i df . i |/ sites/resources/ chi nuch/styl es/inport/bottommavi gat on. asp Bl ock !
66. 249. 69. 3 Lhited Sates |147.237.76.30 |hinush.idf.il |Uhknown Paraneter |ang i n ww chinush. atal .idf.il/21324-he/ hi nush. aspx None 1
95.86.87.234  |israel 147.237.72. 166 |aka idf.i|  |O'Known Parameter VI EVBTATEGENERATOR in None 1
v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
66.249.78.166 |Lhited Sates |147.237.77.216|dover.idf.il |D stributed Suspicious Response Code B ock 1
50. 153. 220. 142 |lhited Sates |147.237.77.216|dover.idf.il |Unauthorized URL Access to waw idf.il/1116-en/ dover. aspgoogx B ock 1
197.40.133. 16  |Egypt 147.237.77. 216 |dover.idf.il |Dstributed Lhaut horized UR. Access on waw i df.il//gar/ B ock 1
75.70.21.200  [United Sates |147.237.77.216|dover.idf. il g‘é' t;op'glF;'o'ngth'm fw dth Lhi code Encoding on LR Paraneter(+) - from Bl ock 1
207.46.13.112 |lhited Sates |147.237.77.216|dover.idf.il |Uauthorized URL Access to wwn i df.il/newsitel/english/0316-1.stm B ock 1
] . . Unaut hori zed URL Access to
66.249.75.104  |Uhited Sates [147. 237.77. 234 |hal ag.idf. i wn | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/trajector/ Bl ock !
2.54.47.106 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
178.215. 171. 252|\krai ne 147.237.77. 216 |dover.idf.il |Dstributed Suspici ous Response Gode B ock 1
95.86.87.234  |Israel 147.237.72. 166 |aka idf.il  |O7known Paraneter VI EVBTATECENERATCR i n None 1
ww aka. i df . i1/ mai n/ sachar/regi strati onw zar d/ st ep3. aspx
: R Unaut hori zed URL Access to
54.92.233.9 Uited Sates |147.237.77. 216 |dover. idf. i1 | L5 46 i1/ engl i shi announcement s/ 2002/ oct ober / 23. st m Bl ock !
206.53.89.173 |United Sates [147.237.72.166|akaich.i1  [NKnOwWn Paraneter M EVBTATEENCRYPTED in -~ None 1
wan aka. i df . i |/ mai n/ gi yus/ miyun/ mi yunpr ocessquest i onnai r e. aspx
157. 55. 39. 41 Lhited Sates |[147.237.77.216|dover.idf.il |Whauthorized URL Access to wwu i df.il/hebrew news/ background 20nov00. st m |B ock 1
79.178. 25. 73 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
207.241.229. 67 |United Sates |147.237.72. 166 |akaich.i1  |D St71buted tnauthorized R Access on B ock 1
wan aka. i df . i | // nai n/ har edi nd webr esour ce. axd
66.249. 78.153 |lLhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode_Qust om Tenpor ary B ock 1
180. 76. 4. 201 Chi na 147.237.77. 176 |nat pash. i df . i | |Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
206.53.80.173 |United Sates |147.237.72.166akaidh.il | KNOWn Parameter VI EVBTATEGENERATCR in None 1
ww aka. i df . i1/ nai n/ gi yus/ def aul t. aspx
66.249. 64.142 |United Sates |147.237.77. 216|dover.idf.i| |authorized LR Access to. B ock 1
wwy i df . i | /english/organi zati on/ honefront/earth. stm
212.126.101. 178|Iraq 147.237.77. 216 |dover.idf.il |Dstributed Lhaut horized UR. Access on waw i df.il//gar/ B ock 1
31.44.136.186 |lsrael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to aka.idf.il/nai n/rabanut/webresource. axd B ock 1
188. 165. 15. 196 |Rance 147.237.77.216|dover.idf.il |D stributed Suspi ci ous Response Code B ock 1
109. 253. 129. 30 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 1
66. 249. 78.242 |lhited Sates |147.237.76.42 |refuah.idf.il |Unhauthorized URL Access to 147.237.76. 42/ scri ptresour ce. axd B ock 1
66. 249. 69. 3 Lhited Sates |147.237.76.30 |hinush.idf.il |Lhknown Paraneter SortDir in waw chinush. atal.idf.il/1324-he/ hi nush. aspx None 1
171. 4. 46. 41 Thai | and 147.237.77. 216 |dover.idf.il |Unknown HTTP Request Method OOK in URL ww. i df.il/1116-en/ dover. aspx B ock 1
89. 66. 178. 226  |Pol and 147.237.72. 166 |aka idf.i]  |O7known Paraneter VI EVBTATECENERATCR i n None 1

aka.idf.il/nai n/ sachar/ paysl i ps. aspx
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