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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name |Davi ce Action \Ooum |
109. 64. 81. 84 | srael 147.237.76. 31 nakchal . i df.il |CLO0O0004: HTTP:. options nmethod (M crosoft) Bl ock 4
80. 70. 130. 5 | srael 147.237.77.216 |dover.idf.il |ClLO00004: HITP. options nethod (M crosoft) Bl ock 2
93. 120. 27. 62 Romani a 147.237.0. 35 akaws.idf.il |DVRep B-N 60 100 Bl ock 1
93. 120. 27. 62 Ronmani a 147.237.76. 42 refugh.idf.il |DVRep_B-N 60_100 B ock 1
46.19. 85. 209 | srael 147.237.77.216 |dover.idf.il |7120: TQP. Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 1
93.172. 32. 122 | srael 147.237.76. 86 navy.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
79.179.100. 125 |l srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
178.217.187.39 |Poland 147.237.76. 86 navy.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 5
59. 106. 108. 116 Japan 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 4
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 2
84.110. 2. 232 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 65 Chi na 147.237.76. 34 yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
176. 12. 160. 2 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
58. 20. 54. 249 Chi na 147.237. 0. 200 . i df . | ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 149. 170 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 177 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
95. 86. 68. 14 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
2.52.10. 40 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
85. 250. 137. 164 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
85. 64. 177. 241 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
83. 130. 118. 146 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
79.180. 143. 79 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
61. 160. 224. 130 Chi na 147.237.77. 226 v chanat z. aka. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
192.117.100. 81 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
58. 20. 54. 249 Chi na 147.237. 8. 46 e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114. 255. 149. 210 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
46.19. 85. 201 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 57. 79 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
36.72.228.72 | ndonesi a 147.237.77.178 e. nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 190. 229 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 34. 103 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
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157. 55. 39. 6 Lhited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 44
Packet dropped. Ret r ansni ssi on

109. 253.158.5 [Israel 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Engi ne: TGP I nval i d drop 24
Packet dropped. Ret r ansn ssi on

109. 253. 137. 247|1 srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 22
Packet dropped. Ret r ansni ssi on

207.46.13.112 |wited Sates 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Engi ne: TGP I nval i d drop 20
Packet dropped. Ret r ansn ssi on

93.172.185.178 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 18
Packet dropped. Ret r ansni ssi on

66.249.78.166 |Liited Sates 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Engi ne: TGP I nval i d drop 14
Packet dropped. Ret r ansn ssi on

2.54.29.173 | srael 147.237. 72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 13

2.54.29.173 | srael 147.237.72. 167 |i shurimaka.idf.i|l nval i d sequence nunber Bad TCP sequence noni t or 13

2.54.29.173 | srael 147.237.72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence alert 13

157.55.39. 153 |Uhited Sates 147. 237. 77. 216 |dover . i df . i Invalid segment retransmssion. Streaning Bngine: TP Invalid 12
Packet dropped. Ret ransni ssi on

109. 253. 130. 151|I srael 147.237.77. 216 |dover..idf. | |\/VA1d segnent retransmission Sreaning Enginer TP mvalid -y o 12
Packet dropped. Ret r ansni ssi on

109. 253. 141. 74 |Israel 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Engi ne: TCP I nval i d drop 12
Packet dropped. Ret r ansm ssi on

81.168.55.171 |United K ngdom 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 11

85.250, 145.38 I srael 147, 237.77. 233 |atdl i .| SWretransmt wih different Bad TCP sequence monitor |11
wi ndow scal e

109. 253. 129. 226 I srael 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 10
Packet dropped. Ret r ansn ssi on

66.249.78.173  [Lhited Sates 147.237.77. 216 [dover.icf i [LVA1d segnent retransmssion Sreamng Engine: T Imvalid g o 10
Packet dropped. Ret r ansni ssi on

62. 90. 193. 162 | srael 147.237.72. 167 |i shurimaka.idf.i|l nval i d sequence nunber Bad TCP sequence noni t or 8

176. 12. 142, 187 |Israel 147. 237. 72. 166 |aka i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 8
Packet dropped. Ret r ansni ssi on

62.90. 193. 162 | srael 147.237.72. 166 |aka.idf .il I nval i d sequence nunier Bad TCP sequence noni t or 7

109. 253. 158. 158|1 sr el 147. 237. 77. 216 |dover. i of . i | nvalid segnent retransmssi on. Sreanng Engine: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on

46.19. 85. 14 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 5

193. 106. 206. 10 |l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

46. 19. 86. 59 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 4

196. 217. 160. 53 |Mor occo 147.237.76.42 |refuah.idf.il drop drop 4

46.19. 85. 14 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence aert 4

212.199. 251. 227|l srael 147.237.76.31 |[nakchal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

62.219. 161. 123 |Israel 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4

176.12.147. 42  |Israel 147. 237. 72. 166 |aka i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

149.78.200.61 |lhited Sates 147.237.77. 233 |atal i df i1 S retransmt with different Bad TCP sequence moni tor |4
w ndow scal e

193. 106. 206. 10 |l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence aert 4

37.46. 39. 154 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 3

146. 185. 56. 190 |l srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 3

146. 185. 56. 190 |l srael 147.237.72.166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

84.95.193.106 |Israel 147, 237. 72. 167 |i shuri maka. i of .i [ O St ransmt wth different Bad TCP sequence monitor |3
w ndow scal e

213. 8. 38. 42 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3

79.180. 142. 182 |Israel 147.237.72. 166 |aka.idf.il Frst packet isn't SN dr op drop 2

46.19. 86. 192 | srael 147.237.72.166 |aka.idf.il Inval id ACK nunber Bad TCP sequence aert 2

2.187.253. 17 'O;a” Islamc Republic |1 /7 537 77. 216 |dover. i df il Invalid ACK nunber Bad TCP sequence monitor |2

65.55.210.15  |United Sates 147.237.77. 216 |dover. i of .i | Invalid segent retransmssion. Streaning Engi ne: TGP I nval i d drop 2
Packet dropped. Ret r ansn ssi on

212.199. 99. 30 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

46.19. 86. 192 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 2

66.249.75.74  |wited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

61.135.190.71 |China 147.237.0.200 |[mdu.idf.il Geo- | ocati on i nbound enf orcenent |Geo-1 ocation enf or cenent drop 2

199.30.16. 182 |lnited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

212.199. 251. 235|l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

46.19. 86. 248 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

2.187.253. 17 ;a”' Islamc Republic 1147 537 77216 |dover. i of i Invalid AGK nunber Bad TCP sequence al ert 2

64.246.165.50 |Lnited Qates 147. 237. 77. 216 |dover . i of . | :‘ZZS’;JEJ ection pattern found in o Ry ection mnitor |2

81.218. 178. 50 | srael 147.237.72.166 |aka.idf.il Frst packet isn't SWN drop drop 2

178. 214. 65. 127 g‘ilcisgi':('ja” Tertitory, 147 237.77. 176 |matpash.iof i1 |First packet ism't SWN drop drop 2
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46. 19. 85. 57 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 70
46.121. 198. 182 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 4
87.69.173.109 |lsrael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 4
37.26. 146. 247 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
S Unhaut hori zed URL Access to
213.8.71.146 I srael 147.237.72. 166 |aka. i df .1 v aka. i df . i1/ sites/resources/chi nuch/ styl es/i nport/bottommavi gat on. asp Bl ock 3
66.249.78.159 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 3
79.180. 142. 113 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
207.46.13.112 |lhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 207.46.13. 112 B ock 2
157. 55. 39. 42 Lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw havy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
176. 12. 142. 187 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
77.125.5. 20 | srael 147.237.77. 216 |dover.idf.il O stributed Lhaut hori zed URL Access on ww i df. il //894-en/i df gdover. aspx B ock 2
212.199. 69. 213 |Israel 147.237.72. 166 |aka i df i1 Distributed Lhaut horized LR Access on B ock 2
wn aka. i df . il // mai n/rabanut/webresour ce. axd
37.142.157. 2 | srael 147.237.72. 166 |[aka. i df . il Mil tiple Uhaut horized URL Access from 37. 142. 157. 2 B ock 2
46.116. 184. 122 |l srael 147.237.77. 216 |dover.idf.il DO stributed Uhauthorized URL Access on waw i df.il//https:/wanidf.il/ B ock 1
207.46. 13. 16 Lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 1
109. 253. 144. 97 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s DO stributed Whaut hori zed URL Access on
5.29.118.48 | srael 147.237.72. 166 |aka. i df .1 wan aka. i df . il //sites/resources/chi nuch/styl es/ i nport/bottonmavi gat on. asp Bl ock !
180. 76. 5. 153 Chi na 147.237.77. 176 [natpash.idf.il |Unaut hori zed URL Access to 147.237.77.176/ 1058- en/ cogat . aspx B ock 1
87.68.228.80 |Israel 147.237. 72. 166 [aka. i f .i Unknown Parameter _M EVBTATEGENERATCR in None 1
vwv aka. i df . i | / nai n/ sachar/ r equest paysl i pexpl anat i on. aspx
176. 12. 139. 56 | srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
62.219.24.52  |Israel 147.237.72. 166 |aka. i df . i1 Unknown Par amet er __VI EABTATEGENERATCR i n None 1
viwv aka. i df . i | / mai n/ sachar/ t f asi m aspx
213.8.100. 81 | srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter docld in wwe aka.idf.il/mai n/sachar/faqg. aspx None 1
149. 78. 5. 84 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 136. 255]|I srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
Unaut hori zed URL Access to
37.142.157.2 | srael 147.237.72. 166 |aka. i df . il wwy aka. i df . i |/ mai n/ kapat z/ accept ed. aspxht t p: / wwn aka. i df . i | / mai n/ kapat z/ de |B ock 1
fault.asp
192. 116. 50. 122 |l srael 147.237.72. 166 |aka. i df.il Lhaut hori zed URL Access to wwn aka. idf.il/sip storage/files/ 0/ B ock 1
176. 12. 145. 80 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
85. 64. 121. 146 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwn idf.il/https:/wwidf.il/ B ock 1
157.55.39. 6 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/newsite/ hebrew 101503- 5. st m B ock 1
66.249.78.166 |Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 1
109. 253. 147. 3 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
. S Unhaut hori zed URL Access to
27.159.249.10  [China 147.237.77. 176 |mat pash. i df . 1 waw cogat . i df . i | /901- 11564- en/ shar ed/ user cont r ol s/ header upper / Bl ock !
188.138. 17. 205 |FRance 147.237.77. 176 |[mat pash. i df.i|l |Unaut hori zed URL Access to 147.237.77.176/ B ock 1
87.68.228.80  |Israel 147. 237. 72. 166 |aka i df .i Unknown Pararet er ct|003ct | 00Scphhal nScphSachar $payS i psSignAll in None 1
vy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.183. 32. 157 | srael 147.237.77. 176 [natpash.idf.il |Unaut hori zed URL Access to wan cogat . i df.il/894-he B ock 1
176. 12. 140. 61 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
149. 78.58. 217 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . il/894-en/i df gdover. aspx B ock 1
R DO stributed Whaut hori zed URL Access on
62. 219. 236. 52 | srael 147.237.72. 166 |aka. i df . il vaun aka. i df i 1// mai v har edi i webr esour ce. axd B ock 1
109. 253. 137. 190|l srael 147.237.72. 166 |[aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Paraneter Read Qnly Molation in
194.90.15. 61 | srael 147.237.72.166 |aka i df. i vwvakaidf.il/r‘rai{l/sachar/regi strati onw zard/ regi st er. aspx None !
2.54.165. 208 | srael 147.237.77. 233 |atal .idf.il D stributed Unauthori zed URL Access on 147.237.77.233//1134- he/ at al . aspx |B ock 1
176.12. 147.42 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
85. 64. 125. 248 | srael 147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to waww aka.idf.il/https:/ww aka.idf.il/ B ock 1
’ s Unaut hori zed URL Access to
54.90.239.205 |lhited Sates |147.237.77.216|dover.idf.il wwwei of i |/ arafat/terrori sn® engl i sh/ i n i ndex. stm B ock 1
212.179.217. 217|l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
132.72.172.138 [israel 147.237.72. 166 |aka.i df . Unknown Parameter __VI EASTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ kapat z/ sol di er cont act . aspx
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9785- he/ r ef uah. aspx B ock 1
80. 246. 130. 19 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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